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Preface

ACISP’98, the Third Australasian Conference on Information Security and Pri-
vacy, was held in Brisbane, Australia, July 13-15 1998. The conference was
sponsored by the Information Security Research Centre at Queensland Univer-
sity of Technology, the Australian Computer Society, ERACOM Pty Ltd, and
Media Tech Pacific Pty Ltd. We are grateful to all these organizations for their
support of the conference.

The conference brought together researchers, designers, implementors and
users of information security systems. The aim of the conference is to have a
series of technical refereed and invited papers to discuss all different aspects of
information security. The Program Committee invited four distinguished speak-
ers: Doug McGowan, Per Kaijser, Winfried Miiller, and William Caelli. Doug
McGowan from Hewlett Packard Company presented a paper entitled “Cryptog-
raphy in an international environment: It just might be possible!”; Per Kaijser
from Siemens presented a paper entitled “A review of the SESAME develop-
ment”; Winfried Miiller from University of Klagenfurt in Austria presented a
paper entitled “The security of public key cryptosystems based on integer fac-
torization”; and William Caelli from Queensland University of Technology pre-
sented a paper entitled “CIR versus CRYP: Critical infrastructure protection
and the cryptography policy debate”.

There were sixty-six technical papers submitted to the conference from an
international authorship. These papers were refereed by the Program Committee
and thirty-five papers have been accepted for the conference. We would like to
thank the authors of all papers which were submitted to the conference, both
those whose work is included in these proceedings, and those whose work could
not be accommodated.

The papers included in the conference come from a number of countries in-
cluding fifteen from Australia, three each from the USA, Japan, and Germany,
two each from Finland and Taiwan, and one each from Singapore, Yugoslavia,
Austria, Hong Kong, Norway, Belgium, and the Czech Republic. These papers
covered topics in network security, block ciphers, stream ciphers, authentication
codes, software security, Boolean functions, secure electronic commerce, public
key cryptography, cryptographic hardware, access control, cryptographic proto-
cols, secret sharing, and digital signatures.

The conference included a panel session entitled “Can E-commerce be safe
and secure on the Internet?”. This panel was chaired by William Caelli and
included leaders in technology, law, and public policy related to the issues and
problems of safety and security of global electronic commerce on the Internet.

We would like to thank all the people involved in organizing this conference.
In particular we would like to thank members of the program committee for their
effort in reviewing papers and designing an excellent program. Special thanks
to members of the organizing committee for their time and effort in organizing



vi

the conference especially Andrew Clark, Gary Gaskell, Betty Hansford, Mark
Looi, and Christine Orme. Finally we would like to thank all the participants at
ACISP’98.

May 1998 Colin Boyd and Ed Dawson
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A Review of the SESAME Development

Per Kaijser

SIEMENS AG
D-81730 Munich, Germany
per.kaijser@mchp.siemens.de

Abstract. The development of the SESAME (Secure European System
for Applications in a Multi-vendor Environment) security concept started
approximately a decade ago. The flexibility and scalability properties,
the focus on simple administration and the modular structure are some
of the reasons why this architecture has formed the basis for several
security products. This paper attempts to make a short summary of
the SESAME development from its infancy to TrustedWeb, the latest
solution particularly adapted for the administration and protection of
Web-resources in large intra- and extranet environments.

1 Introduction/Background

During the decade of the 1980’s most IT vendors were engaged in OSI (Open
Systems Interconnections) standardization. Most of this took place in ISO TC97
(now ISO/IEC JTC1) and CCITT (now ITU-T). In the area of IT security,
ISO had specified the OSI security architecture [l], which main result was the
terminology and short description of some security services and in which layer
of the OSI layer model they could be implemented. Work on a set of security
frameworks [@], which described the various IT security concepts in some detail,
but still far from defining the protocols and data structures needed for secure
interoperability, had also started and was not finalized until 1996. The most
important of the earlier work was the Authentication Framework in the joint
ISO-CCITT work on Directory, best known as X.509, where the public key cer-
tificates was introduced and specified [EH]. Work on security in the international
standardization bodies progressed very slowly, partly due to the fact that some
nations did not encourage such work. Some IT vendors then decided to turn to
their own standardization body ECMA. Here work on security standardization
started in 1986 and their first document, a technical report on a security archi-
tecture for open systems was published in 1988 [H]. It was followed in 1989 by
an ECMA standard [ that clearly identified the various security services and
security related data elements that are needed in order to secure a distributed
system.

At the same time, some European vendors and the European Commission
decided to speed up this important and promising work. The result was that the
in the summer of 1989 the project SESAME (Secure European System for Ap-
plications in a Multi-vendor Environment) was born with Bull, ICL and Siemens

C. Boyd and E. Dawson (Eds.): ACISP’98, LNCS 1438, pp. 1-lll 1998.
© Springer-Verlag Berlin Heidelberg 1998



2 Per Kaijser

as equal partners. The two main purposes of the project was to speed up the
security standardization process and to make a prototype in order to verify that
the concepts promoted in the standards were both secure and implementable.

In the decade that has passed since the project started, the Information Soci-
ety and the Global Information Infrastructure has evolved from OSI to internet
technologies. This technology is used in internet, intranet and extranet environ-
ments and it has been shown that the SESAME concepts are not limited to the
OSI model but can equally well be applied to the internet environment.

This paper attempts to describe some of the phases, strategies, results and
explorations of the SESAME project and the SESAME technology. A description
of the project and some experiences from the development process are found in
the next section. It also explains the reasons and strategies behind some of the
architectural features.

The SESAME concepts have been well received not only in standardization
and vendor communities but also by users and scientists (see e.g. [EH]). The
impact the project has had on standardization, research and products is sum-
marized in section 5. The final section is devoted to TrustedWeb, which is one
particular way of making use of SESAME in an intranet or extranet environment
and that has achieved much attention.

2 The SESAME Project

Bull, ICL and Siemens made a proposal that was accepted by the European
Commission and from July 1989 the project SESAME was founded and partly
funded through the RACE (Research and Development in Advanced Commu-
nications Technologies for Europe) program. Standardization was a major part
of the project and all interoperability aspects were immediately fed into vari-
ous standardization committees, in particular ECMA. The emphasis of the first
phase was the development of an architecture that could support a variety of
security policies and security mechanisms. Authentication and access control in
an open distributed network was the main focus of the project. To develop an
architecture for the distribution of access rights in a distributed environment
that allows for delegation in a controlled manner was a challenge. Secure com-
munications (data integrity and data confidentiality) and thus key distribution
not only within a security domain but also between different security domains
were also seen as necessary ingredients in the architecture. A security service for
non-repudiation was also included in the scope of the project. The project not
only had to describe these concepts, but the components also had to be imple-
mented in pre-competitive modules that would serve as proofs of the workability
of the concepts. The project was completed in 1995.

First, the conditions and requirements for the architecture needed to be es-
tablished. The project here benefited from the fact that the participants came
from different cultural environments. The security policy and requirements for
IT security in France are not identical to those in UK, and none of them as in
Germany. It was a rather time consuming process to fully understand these and
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develop an architecture supporting them all. As a consequence one can hope that
the architecture has become flexible enough to support almost any of security
policy.

3 Basic Concepts and Assumptions

One of the first steps in the development process was to agree on a couple of
general concepts that would guide all further decisions. Besides the requirements
mentioned above management was considered the most important aspect. This
is due to the fact that the administration of most systems is normally more
costly than the purchase price. Another goal was to make the system easy to
use. The ease of managing the system and ease of use of the system also serve
the purpose of acceptability, not only by the owner but also by the users of the
system.

It was furthermore agreed to let the architecture consist of a set of well-
defined components that can be implemented on the same or different computers.
This makes it possible to separate and distribute the responsibility to different
managers in order to minimize some of the internal risks. The modularity also
simplifies extendibility and security evaluation of the system.

The next step was to build a trust model based on a set of assumptions.
This formed the environment that the architecture should be able to provide
protection in. Since the communication path in an open distributed network is
not controllable, it is not possible to assume that all links are secure.. It was
thus decided to build a solution that did not rely on any security support from
the lower layers. SESAME is thus an application layer security architecture with
a true end-to-end security protection.

A system owner is rarely able to control the installations on workstations
and terminals. As a consequence these were given a limited trust in the model.
In particular, any threat and damage originating from a tampered end-system
must not cause the whole system to break down.

No security architecture can ignore the issue of cryptography. It was agreed
to be flexible and not rely on a particular algorithm or mode of operation. The
architecture should allow the use of all three types of technologies, symmetric,
asymmetric (or public key system) and one way functions (or hash functions),
and fully benefit from their different properties. Confidentiality is not the only
means of exchanging protected data, and, where possible, this form of protection
was avoided as much as possible in the various protocols. This is particularly im-
portant if the system should be used in countries where confidentiality protection
cannot be freely used.

Besides these general concepts and assumptions, several more detailed design
decisions were made. For these, the reader is referred to other sources [EEd in
which they have been described in some detail.
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4 Some Experiences from the Development Process

A multi-vendor project with three equal partners from different cultures that
also had to follow the rules of the European Commission for sponsored projects,
like the SESAME project, is quite different from a normal project within a
single organization. Such a structure gave rise to both positive and negative
experiences. In contrast to single company projects, where it is common that
a single individual has the responsibility, a structure with three equal partners
made decisions difficult and slow. On the other hand, the results are expected
to be more complete and of a better quality [H].

The development of a security architecture supporting a wide variety of inter-
ests, cultures and security policies, that was agreed and accepted by all partners
would probably not have been possible without an equal multi-vendor and multi-
culture partner involvement. Every expert involved learned that only good and
well founded ideas and proposals led to agreements. For all problems, a thorough
analysis of the requirements as seen from each partner’s business environments
was made, and of all potential solutions, the one best following the basic con-
cepts mentioned above was adopted. Any later proposed changes - and there
were several of them - needed strong convincing arguments before acceptance. It
proved very helpful to have an agreed set of basic concepts on which to base each
decision. A single vendor project can hardly be scrutinized in a way a project of
this structure was made, but the quality of the architecture certainly benefited
from this procedure.

The decision to include standardization was wise, but contributed of course
negatively to the speed of the project. Through several contributions from project
members the project had substantial influence on security standards. Also, to
allow external experts to check and comment on the proposed architecture, pro-
tocols, data structures and interfaces could have nothing but a positive impact
on both the acceptance and the quality of the architecture. It was furthermore
a good mechanism for the participating experts to get to know the state of the
art in the field.

Looking at the cost of the project, it is hard to believe that the financial
support - it was only partly sponsored by the European Commission - could
cover the extra burden caused by the structure, and regulations. This should
not be seen as a criticism on European Commission programs on research and
development, since without their support a project like SESAME would probably
never have taken place. And without it, a general security architecture capable
of supporting the various interests in Europe and elsewhere might never have
been developed. Today, when time to market is so important, there is however
a risk that projects of this nature will become more rare.

5 Some of the Results

The main areas in which SESAME has had an impact are in standardization, re-
search and products. Since standardization was included as a significant part of
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the project all partners had an excellent opportunity to produce substantial con-
tributions and influence the IT security standards. Since the project was based
on the concepts described in the ECMA security framework [{], it was natural
that the main efforts were devoted to ECMA. All protocols, data structures and
interfaces developed in the project were fed into the committee. Three ECMA
standards were produced [HIEAN].

SESAME made full use of public key technology and the results of this de-
velopment led to contributions in other standardization committees. During the
development of a certification authority it was realized that in order to simplify
the management it needed to be built up of a set of interacting components. The
certificate structure also required extensions in order to fully employ this tech-
nology. Results of these experiences can for example be traced in the extensions
to the X.509 certificates ] and in the PKIX work in IETF [E4].

The SESAME approach to security was also brought into OSF (Open Soft-
ware Foundation) as an alternative to the DES based security service in DCE
(Distributed Computing Environment) based on Kerberos. Even though the
technology was not accepted by the group, several of the extensions to DCE
are based on the concepts proposed by SESAME.

The specification initiated by John Linn of a Generic Security Service API
(GSS-API) for authentication [] was early on adopted by SESAME. This spec-
ification was later extended to incorporate authorization based on the experience
gained from the project. The Object Management Group (OMG) has also made
a security specification. Here the SESAME concept was promoted and for the
case when public key technology is used, the concept was taken up very well by
the group.

The need for research and education in information and communications
technologies has initiated many research groups at universities and research in-
stitutes all over the world. Some of these have specialized in security related
areas. It is not common that an industrial work, which is not based on any new
technical invention, gives rise to research at universities. It is thus with great in-
terest that the partners have noted that their security architecture and concepts
have been taken up by two universities and included in their research and educa-
tional program. Both Queensland University of Technology in Brisbane and the
Katholieke Universitet in Leuven use SESAME as a base technology for research
and education on security for information and communications technology.

The three vendors involved have produced products based on the concepts
and components developed in the project. It is noteworthy that each partner
has come up with different sets of products. Naturally they have many things in
common, but they are not directly competing with each other.

Bull has developed AccessMaster [ff], which is the security component in
ISM (Integrated System Management), their suite of management products. In
AccessMaster Bull has implemented both the DCE and the SESAME mecha-
nisms under the Generic Security Service API.

ICL has made use of SESAME in DAIS Security [, their implementation
of OMG’s CORBA security specification. The Common Secure Interoperability
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specification (CSI), which forms a part of this specification, has a profile, which
is in essence SESAME. DAIS Security provides secure client GUIs, written in
Java, and thus portable to many systems.

SSE of Siemens Nixdorf has a range of products based on SESAME technol-
ogy [5]. They are all related to public key technology. Besides TrustedWeb [id],
which will be described in the next section, they include FEDI, a set of products
to secure EDI and two sets of secure electronic mail systems, one based on X.400
(X.400-MIL) and the other on MIME (TrustedMIME). In addition SSE offers
OpenPathCA, which is a set of components that are needed in order to oper-
ate a certification authority, the necessary component in any public key based
infrastructure. All these products have incorporated specific components of the
SESAME project.

6 TrustedWeb

TrustedWeb is the latest product based on the SESAME technology. When it
was presented at CeBIT in 1997 it achieved great attention and was selected by
the BYTE magazine as one of the three best internet products of the exhibition.

The main target for this product are organizations with an intranet or ex-
tranet environment with a significant number of users and more than a single
web server on which sensible resources are stored. Several large organizations
see TrustedWeb as the ideal solution, as it both protects their resources and
simplifies their administration.

TrustedWeb makes use of browsers and is thus easy to use from almost every
client system. Its main purpose is to simplify the administration of web sites and
applications accessible through a browser. It is composed of a security server for
the domain it shall support, also called the domain security server, a TrustedWeb
Client at each browser requiring access to secured resources, and a TrustedWeb
Server at each protected Web server. For a detailed description of the technology,
the reader is referred to the TrustedWeb page [E9].

Some of the beauties of this technology is that it does not require any mod-
ifications to existing browsers - only a configuration to let all requests pass the
TrustedWeb components that are acting as proxy servers. In addition to the
protection of the communications between client and server, which can also be
achieved by SSL (Secure Socket Layer), the SESAME technology for access con-
trol is fully supported. TrustedWeb thus possesses the important features single
log on, role based access control and simple administration. Another beauty is
that the client does not need to know if the server to be accessed is protected or
not. If required, the target will ask the TrustedWeb components to secure the
connections and to hand over the user’s access rights that will be used in the
authorization process.

Like most products based on SESAME, this security product is focusing on
management, i.e. to simplify the administration of protected intranet resources.
TrustedWeb controls the access to the resources and protects the communica-
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tions with strong encryption, but even more important is the ease with which
the access to the resources can be managed.

7 Summary

This paper has tried to give an overview of the SESAME development. In a few
lines it has attempted to summarize the way the project started, some of the
underlying basic ideas, some of the experiences encountered during the devel-
opment, and finally, what came out of it. It has shown that it takes time to
properly design a solution for a complex problem, in particular if it should be
able to cater for a variety of different cultures and environments. On the other
hand, since it has had a successful influence on security products from all part-
ners involved, on IT security standards, and on research, the project must be
considered a technical success. Existing and future products will tell the business
view.
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winfried.mueller@uni-klu.ac.at

Abstract. Public-key encryption schemes are substantially slower than
symmetric-key encryption algorithms. Therefore public-key encryption is
used in practice together with symmetric algorithms in hybrid systems.
The paper gives a survey of the state of art in public-key cryptogra-
phy. Thereby special attention is payed to the different realizations of
RSA-type cryptosystems. Though ElGamal-type cryptosystems on ellip-
tic curves are of great interest in light of recent advances, the original
RSA-cryptosystem is still the most widely used public-key procedure.
After a comparison of public-key cryptosystems based on integer fac-
torization and discrete logarithms a detailed cryptanalysis of RSA-type
cryptosystems is given. Known strengths and weaknesses are described
and recommendations for the choice of secure parameters are given. Ob-
viously the RSA cryptosystem can be broken if its modulus can be fac-
tored. It is an open question if breaking RSA is equivalent to factoring
the modulus. The paper presents several modified RSA cryptosystems
for which breaking is as difficult as factoring the modulus and gives a
general theory for such systems.

Keywords: Public-key cryptography, factorization problem, discrete loga-
rithm problem, RSA cryptosystem, Dickson cryptosystem, LUC cryptosystem,
Williams cryptosystem, ElGamal cryptosystem, cryptanalysis, secure keys

1 Introduction

According to recently released information James Ellis from the British Com-
munications - Electronic Security Group came up with the idea of public-key
cryptosystems already in 1970. NSA also claims to have known public-key tech-
niques even earlier. Since the public introduction of public-key cryptography by
W.Diffie and M.Hellman [5] in 1976 several dozens of such schemes have been
presented. Public-key cryptosystems are based on a difficult mathematical prob-
lem, which is infeasible to solve for an outsider not involved in the construction
of the system. The legitimate designer and owner of the cryptoprocedure has
some additional information which makes possible the decryption of received
encrypted data.

C. Boyd and E. Dawson (Eds.): ACISP’98, LNCS 1438, pp. 9-l 1998.
© Springer-Verlag Berlin Heidelberg 1998
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Till today among all public-key cryptosystems the best-known and the only
ones with existing commercial realizations are the RSA public-key cryptosystem
by R.L.Rivest, A.Shamir and L.Adleman [31] published in 1978 and the ElGamal
cryptosystem [6] invented in 1984. The security of the RSA cryptosystem is
based on the difficulty of integer factorization. The ElGamal cryptosystem uses
the problem of computation of discrete logarithms in finite fields.

Though public-key procedures have many advantages such as the possibility
to produce digital signatures there are two main disadvantages compared with
symmetric systems: the encryption rate of secure public-key systems is at best
only about 1/100 of the rate of symmetric systems and there is an identification
problem to secure the intended receiver of a message. Hence public-key proce-
dures are used in practice to encrypt only small messages. In order to handle the
identification problem so-called ”trusted centers” or ”trusted public directories”
have to be installed.

Since the integer factoring problem has been investigated already for more
than 2000 years there is much historical evidence that it is indeed difficult. But
no one has proved that it is intrinsically difficult. With the invention of the RSA
cryptosystem a big motivation for a worldwide extensive research in factoriza-
tion started. In the age of computers the aim is not anymore to look for fast
algorithms which can be worked out by a single mathematician. The progress
of the last two decades in factoring is mainly due to new methods which can
be worked in parallel by thousands of computers without losing too much time
for interchanging information. The quadratic and the general number sieve fac-
toring algorithms (cf. [26], [12]) are of this kind. They are impracticable for a
single person but very powerful for computers in parallel. By these algorithms it
possible to factorize "hard” integers with about 130 digits. Hence a modulus of
512 bits (~ 154 digits) is not anymore very secure in RSA-like systems. Never-
theless, these algorithms will not be applicable to factorize integers with many
more digits because of the enormously growing amount of memory which would
be needed. But it is generally expected that progress in factoring will go on by
the detection of other algorithms even more suitable for the existing hardware.

It is clear, that the RSA cryptosystem can be broken if the modulus can be
factored. But till today no one was able to prove that breaking the RSA cryp-
tosystem is equivalent to factoring the modulus. It is the main goal of the paper
to investigate this problem. Some new RSA-type cryptosystems are developed
which are as difficult to break as it is to factorize their modulus. In contrast with
the already existing systems our schemes are applicable for practical encryption
too.

The security of the ElGamal cryptosystem is based on the difficulty of the
computation of discrete logarithms in finite fields. This problem has been ex-
tensively studied since the 80’s too. The best known algorithms for computing
discrete logarithms are due to D.Coppersmith [2] and D.Coppersmith, A.Odlyzko
and R.Schroeppel [3]. According to these results one has to use odd prime fields
F, of size p ~ 10°% and fields Fy» with n ~ 1000 in order to obtain a secure
ElGamal-type cryptosystem. Hence, comparing the size of a field with the size
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of a residue class ring of the integers which must be chosen to make the compu-
tation of discrete logarithms in the field as difficult as factoring the modulus of
the residue class ring gives an advantage for cryptosystems based on integer fac-
toring. The modulus of the RSA system can be chosen considerably smaller than
the order of the field. But different implementations and hardware make it very
difficult to give a definite answer to this question. With respect to message ex-
pansion there results an advantage for the RSA system too. For RSA encryption
there is no message expansion. The ElGamal system causes message expansion
by a factor of 2. A disadvantage of the RSA system is its multiplicative property
(cf. [19]).

But the situation is different with elliptic curve cryptosystems (cf. [9], [18],
[19]), which are in the center of interest for little more than ten years now.
ElGamal-like cryptosystems can be implemented on the group of points of an
elliptic curve over a finite field. Index calculus discrete logarithm algorithms for
the points of elliptic curves are more difficult than for the multiplicative group of
finite fields. Hence these systems have the potential to provide faster cryptosys-
tems with smaller key sizes. Which elliptic curves are secure and how large the
underlying field has to be chosen is being actively researched worldwide. Accord-
ing to the state of art elliptic curves over the field GF(2") with n ~ 160 seem to
be sufficiently secure. If this is confirmed then elliptic curve cryptosystems will
be the public-key procedures most appropriate to chipcard implementations.

2 Factorization and Encryption

The original RSA public-key cryptosystem is the easiest public-key cryptosystem
to understand and to implement. Each user chooses two large primes p and ¢
und calculates n = pq. Then a randomly chosen encryption exponent e with
ged(e, (p— 1)(g — 1)) = 1 is selected and a decryption exponent d, such that
e-d=1mod lem(p—1,q—1) is calculated. Messages « € Z/(pq) are encrypted
by  — 2¢ and decrypted by 2¢ — (2¢)¢ = 2°¢ = x.

As it can be shown brute-force attacks , e.g. factoring of the modulus, cycling
attacks, fixed point attacks etc. (cf. [8], [22], [32], [35], [40]) can be avoided by
choosing the primes p and ¢ as so-called strong primes (cf. also [7]):

— p and q are sufficiently large, e.g. 100 digits and more,
— p—1 and g — 1 have a large prime factor each,

— p+ 1 and g + 1 have a large prime factor each,

— the length of p and ¢ differs by some digits.

Moreover, any user of RSA has to be aware that very small encryption and
decryption exponents, common moduli of different users, and the multiplicative
property might cause problems (cf. [19], [33], [38]).

In 1981 a modification of the RSA system was presented by W.B.Miiller
and W.Nobauer [23] using so-called Dickson functions z — Dy (z, Q) with the
parameter Q = 1 or () = —1 instead of the power functions for encryption and
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decryption. The Dickson polynomial Dy (z, Q) of degree k and parameter @ is
defined as

D@ = Y s () @t )

where [k/2] denotes the greatest integer i < £.

It turned out that with appropriately chosen strong primes the Dickson cryp-
tosystem with the parameter Q = —1 has better cryptanalytic properties (e.g.
less number of fixed points, more sophisticated cipher functions, no multiplicative
property) than any RSA system (cf. [22], [24], [25]). The security of the Dickson
systems is based on the factorization problem too. With a fast evaluation algo-
rithm for Dickson polynomials in O(log k) time given by H.Postl [27] in 1988
the Dickson public-key cryptosystem became actually practicable. Specifically,
the computation of D,,(P,+1) requires only 2log, n multiplications. Moreover,
in comparison with the computation of =™, D, (P, £1) takes on average about
1.33 as many multiplications (cf. [27]).

The LUC cryptosystem proposed by P.Smith [36] in 1993 (cf. also [37]) is
based on the factorization problem too and uses Lucas functions z — Vi (z,1)
for ciphering, where Vi (P, Q) denotes the generalized Lucas sequence associated
with the pair (P, Q). According to R.Lidl, W.B.Miiller and A.Oswald [16] there
exists a relation between the Dickson and the Lucas functions. Namely, there
holds Vi (z, Q) = Di(z, Q). As a consequence the LUC cryptosystem turns out to
be a modification of the Dickson cryptosystem with parameter () = 1. The alter-
ation is that P.Smith succeeded to reduce the degree of the decryption functions
in the Dickson system but has to store additional information in compensation.

Another RSA-like cryptosystem was presented by H.C.Williams [41] in 1985.
This system is also based on the factorization problem, uses terms of quadratic
field extensions to present the message and encrypts and decrypts by raising
powers of elements in the extension field. In contrast to the RSA cryptosystem
and the Dickson cryptosystems it can be proved that breaking the Williams
system is equivalent with factoring its modulus. The Rabin signature scheme
[28] was the first system with this property to be presented. But due to a 1: 4
ambiguity in the decryption, which requires additional information for the recip-
ient to identify the correct message, Rabin only advocates the use of his system
as a signature scheme. The Williams system too is not suitable for practical
encryption (cf. [21]).

Rabin’s idea has been extended to more general RSA-like public-key cryp-
tosystems (cf. [34]) which require knowledge of the factorization of their modulus
in order to be broken. These public-key cryptosystems utilize cyclotomic fields
and contain the Williams’ M? encryption scheme [42] and the cubic RSA code
by Loxton et al. [17] as special cases.

All these systems with the property that breaking is equivalent in difficulty
to factoring the modulus are only of theoretical significance and these systems
are not very practicable as cipher systems by their ambiguity in decryption, the
necessary restrictions in choosing the prime parameters or restrictions on the
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message space, respectively. Nevertheless, these systems strengthen the security
of the original RSA cryptosystem.

The methods in [17], [34], [41] and [42] are generalizations of the one devel-
oped in [39], where the basic idea is the following:

Proposition 2.1. Suppose x and y are integers such that x? = y? mod n but
x #Z ymodn. Then n divides 2*> — y?> = (z — y)(x + y) but n does not divide
(x —y). Hence ged(x — y,n) must be a non-trivial factor of n.

Let here and in the following, p and ¢ be odd primes, and n = pq. Further,
let £ and D denote the encryption and the decryption process of a public-key
system, respectively.

By utilizing Proposition 2.1 it suffices to establish a cryptosystem in the
following way:

Lemma 2.2. Suppose that a € Z,, and
D(FE(a)) = +a mod p, (2)

D(FE(a)) = +a mod q. (3)

If D(E(a)) mod p = D(E(a)) mod g then D(E(a)) mod n gives (up to the sign)
the correct value of a mod n. Otherwise gcd(D(E(a))—a,n) yields a proper factor
of n.

By making use of Fermat’s Little Theorem, this fundamental principle also
applies to a modification of RSA. Clearly, when working in any finite field F).,
one can always find exponents e and d such that a?*? = +a mod p’. In a typical
RSA-protocol, the parameters e and d are usually assigned the roles of the public
encryption and the secret decryption key. Thus, anyone who possesses knowledge
of the trapdoor information d, or equivalently, who has access to a decryption
oracle, can make use of Lemma 2.2 to extract a proper factor of the modulus.
However, with the RSA scheme it is necessary to make special restrictions on
the parameters p, ¢ in order to have the conditions in Lemma 2.2 fulfilled.

The goal of this paper is to extend these ideas to show that a simple modifica-

tion of the Dickson/LUC public-key encryption scheme is equivalent in difficulty
to factoring n = pq, independently of the choice of the values of p and q.
To this end, we will analyze some of the known public-key systems which are
provably as intractable as factorization. We first point out that there are sev-
eral basic requirements necessary in order to develop a secure and practicable
cryptosystem.

We require

— fast and easy computable encryption and decryption algorithms,
— a minimum of restrictions as to the structure and choice of the secret pa-
rameters p, ¢ and the encryption and decryption keys e and d.

On the basis of the structure of the fundamental principles developed in
Lemma 2.2 we further need to have
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— non-injectivism of the encryption and decryption functions,
— an easy way to distinguish the correct message.

For demonstrating the equivalence to factoring it is necessary that

— there exists a great number of the ambiguously decoded cryptograms that
can be used to extract a proper factor of n,

— anyone who possesses knowledge of a decryption process D can make use of
the ambiguity of messages to factorize n in a small number of applications
of D.

3 RSA and Factorization

3.1 The General Scheme

A solution to the above requirements can be achieved by restricting both prime
factors of the RSA scheme to be equivalent 3 modulo 4. The technique makes
use of the following theorem:

Theorem 3.1. Let p = ¢ = 3mod 4, m =
ed = ™+ mod m.
Let a € Z;, be the message and set B = qq* — pp* mod n, where ¢* = ¢~! mod p

2ed — : ay) —

and p* = p~! mod q. Then {Z2ed _ i%:lrcfoz’n, z; Egg _ &1.

n

W and e and d satisfy

Proof: By hypothesis, we have ¢™ = £1 mod p and ¢™ = £1 mod ¢ and
by applying the Chinese Remainder Theorem we obtain a™ = 41 respectively

+B mod n according as (%) = (%) or not. Finally, a®*¢ = a™a mod n, which

gives the desired result.

Observe that the message a is even exactly when n—a is odd. This observation
can be used to distinguish the correct sign in the decryption process. In detail,
if ¢ = a® mod n is the encrypted message, then the cryptogram consists of the
triple [c, by, bo], where by = (2), by = a mod 2 and by, by € {0, 1}.

On receiving [c, b1, ba] the designer firstly calculates

K=c?modn if b =1,
K=< modn if b =—1,

where 0 < K < n. Finally, the correct message is a = K or n — K mod n
whichever satisfies a = by mod 2.

This scheme is comparable to a modification of the RSA scheme described in
[42]. Actually, this scheme presented here, differs from Williams’ in the decryp-
tion process by making use of the Chinese Remainder Theorem.

The next Lemma confirms that decrypting the above modified RSA scheme
and factorizing the modulus are computationally equivalent.

Lemma 3.2. For any message a € Z,, with (%) = —1 one obtains a non-
trivial factor of n by the determination of ged(D(E(a)) — a,n), where in the
decryption procedure by is designed the value 1 instead of —1.
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Proof: Let p and ¢ be such that (%) =1 and (%) = —1. By choice of the
parameters e and d we obtain a?¢? = a*7 7 a = amod p and a?°® = —a mod q.
Because of by = 1 we have D(E(a)) # a mod n, and D(E(a))? = a? mod n,

which, due to Lemma 2.2, yields the desired assertion.

Corollary 3.3. Suppose the encryption procedure of the RSA scheme of this
section can be broken in a certain number of operations. Then n can be factored
in only a few more operations.

In summarizing the above protocol we note that the underlying idea is based
on the congruences
a**? = +q mod p, 4)

a**? = +a mod q, (5)

which means that encryption and decryption are not injective. One problem that
arises from this result is the following: Based on merely public information, the
sender needs to be able to inform the receiver which of the signs modulo both p
and ¢ is the valid one.

Observe that in the above system this is achieved by making use of the
multiplicative property of the Jacobi symbol in the denominator

(=) ()

which can be evaluated by the sender and transmitted to the receiver. Along with
the choice of the values p, ¢, e, and d which imply a?°¢ = aa" = (%) a mod p,

and analogously for ¢, the value of (%) allows the receiver to identify the message
up to the correct sign.

3.2 Some Specifications:

Several cryptosystems have been proposed that are special cases of the above
general scheme. A common underlying restriction to these schemes is the follow-
ing:

3.2.1. Restricting the Jacobi symbol (‘%) =1
In [41] H.C. Williams proposed a modification of the RSA scheme which is
provable as difficult to break as it is to factor the modulus n. In this scheme n
has to be the product of primes p, g of a special form. The primes must be chosen
such that p = 3 mod 8 and ¢ = 7 mod 8. Additionally, each of the encryption
and decryption process consist of two steps. For encryption the sender firstly
evaluates F(a) = 4(2a + 2) or 2(2a + 2) according as (24H) =1 or —1. This

1(a)

ensures that always (ET) = 1. Therefore Theorem 3.1 can be applied for the

modified message a; = E1(a). Obviously, then b = a2°¢ = +a; mod n and, if b is
even, then a; = b, and if b is odd, a; = n — b mod n. Finally, a can be uniquely
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determined from a; as al/;l*l, r a1/2271 according as aj is equivalent 0 or 2
modulo 4, respectively.
Introducing an auxiliary parameter S, to obtain (Sn—“) =1if (%) =

—1. Another modification of the RSA scheme with p = ¢ = 3 mod 4 which is
comparable to the above scheme has been presented by H.C. Williams in [42].
The protocol differs from the one described in section 3.1 on the utilization of
an arbitrary, publicly known value of .S such that (%) = —1. Now, according to
the Jacobi symbol (%) put a1 = a or a; = Sa whichever fulfills (‘;—1) =1.
Again, the protocol for encoding the message a; follows the usual lines. As
above, the cryptogram is the triple [a§ mod n, (%) ,a1 mod 2]. The correct mes-
sage a follows from a2°? = +a; by choosing the correct sign (according to the

procedure in 3.1) and division of S~ mod n if (%) = -1

Remark: Observe that the algorithm is based on the multiplicative property
of the Jacobi symbol in the numerator

(2)- () )

3.3 Generalizations to Other Algebraic Structures

Various types of public-key schemes which necessarily require knowledge of the
factorization of its modulus in order to be broken, have been established to other
algebraic structures with unique factorization. These suggestions include the use
of Euclidean cyclotomic fields and the ring of Eisenstein integers (cf. [17], [34],
[42]). The most general technique has been described in [34].

If A <19 is a prime and ¢ a primitive A-th root of unity, then calculations
are carried out in R = Z[¢] = Z( + ... + Z¢* 1, the ring of algebraic integers in
Q(¢). When a € R then the norm is defined to be the integer-valued function
N(a) =TT ¢

The approach used is a natural extension of the method of section 3.1 in
utilizing higher power residue symbols which can be seen as generalizations of
the Jacobi and Legendre symbols. This makes it necessary to have unique fac-
torization, which is true for R when A < 19. Thus any « € R can (up to order
and factors of 1 in R) uniquely be written as a product of prime powers in R.

In the following let o € R, # 0, and let m € R be a prime which does not
divide .

The analog to Euler’s Theorem is the congruence

N(m)—1

@ = modw, for some 0<k<\-—1. (6)

Consequently, in dependence upon the value of k in equation (6), the A-th
residue symbol is defined to be
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Similarly, if 8 = [];_, 7§’ is the unique factorization of 3, then define
@ S lal”
ERUEE

The system requires a very restrictive choice of p, q, e, and d as well as two
primes 7, 1y € R in order to obtain

p—1
a X

[%} mod 7

and
ax = {%} mod v

for any message a € Z;,.

In putting m = % and transforming the message to achieve [#} =1

(cf. section 3.2.1) those two congruences can be solved modulo n by making
use of some auxiliary public parameter r. Then ™ = 7* mod n for some k €
{0,...,A— 1}, and by selecting e and d such that ed = mTH mod m, one obtains

a**? =rkqgmodn for some k€ {0,..,A—1}.

The final problem that remains now is to distinguish the correct message from
the X\ possible candidates a,ra, ...,7*"'a. An algorithm for this is described in
[34].

The 1 : A ambiguity in the decrypted messages is again the crucial point for
establishing the equivalence of breaking the system and factorizing the modulus.
As an analog to Proposition 2.1 it can be shown that for any integers z,y with

z* =y mod n and [%} + [%} , ged(z — rly,n) = p for some i € {0, ..., A\ —
1}. If an arbitrary y is selected such that [%} # 1 then it follows from a
generalization of Lemma 3.2, that with knowledge of the decryption algorithm,
one can easily factor n.

While these generalization employ some interesting number theoretic con-
cepts and algorithms, they do not seem to be easily applicable. Obviously, mech-
anisms for key generation as well as encryption and decryption are more complex
than those for RSA. Also, the algorithms require very special structures of the
parameters p, q, e, and d.

4 Dickson/LUC and Factorization

4.1 The Use of Quadratic Irrationals

Based on the above considerations it still remains to find a system with secu-
rity equivalent to the difficulty of factoring without having to impose certain
restrictions on the parameters.
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In [41] H.C. Williams introduced an RSA-like system utilizing quadratic ir-
rationals which he claimed to be as intractable as factorization. But there seem
to be some weaknesses in the algorithm (cf. [21]). The major problem that has
occurred, is that some messages cannot be encrypted. Moreover, any such mes-
sage yields a non-trivial factor of n. Williams’ fundamental idea is based on the
congruence

a*? = +a mod n, (7)

where o = a + by/c and a, b are integers depending on the message and c is a
fixed integer.

Unfortunately this congruence is not true for all choices of o which satisfy the
conditions in Theorem 3.1 of [41] (cf. [21]). It turns out that stronger conditions
are necessary to guarantee the validity of this theorem (cf. also [33]). Actually, in
Williams’ scheme, encryption consists of two steps where in the first the message
is transformed according to a certain procedure to obtain a very restricted form
of & = a + by/c, for which congruence (7) holds. Analogously, also decryption
is made up of two steps. The second one is necessary in order to retrieve the
message from a.

We will show that there exists another, easier approach that yields a congru-
ence similar to equation (7).

4.2 The Dickson and LUC Schemes

In the following let o, @ be the roots of 22 — Pz 4+ Q = 1 where P,Q € Z. It can
be shown that
Vi(P,Q) = o* +a" (8)

is a sequence of integers. This so-called Lucas sequence may alternatively be
characterized by the second order recursion sequence Vi = PVi_1 + QVj_o with
VW(P,Q) =2, Vi(P,Q) = P (cf. [29]). As already mentioned

where Dy (P, @) is the Dickson polynomial in P of degree k and parameter Q.
Analogously to the RSA cryptosystem the Dickson scheme with parameter Q = 1
consists of encrypting any message P € Z,, by evaluating ¢ = V. (P, 1) mod n.
The decryption procedure consists of calculating Vy(c,1) = P mod n, where d
and e are such that ged(e, (p? —1)(¢? — 1)) =1 and d is obtained by solving the
congruence de = 1 mod lem((p? — 1)(¢% — 1)).

This system was rediscovered in [36], [37]. LUC differs from the Dickson
scheme by determining d according to de=1 mod lem((p— (%) ), (g— (%) ).
This modified choice is made possible by the fact that the values of the

Legendre symbols involving the message is the same as the one involving the

cryptogram
2 _ 2 _
(p 4) _ (ve(p 1) 4) 10)
p p

(cf. [37]), which can immediately seen from property (IV.6) of [29].
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4.3 Decrypting a Simple Modification of Dickson/LUC is as
Difficult as Factorizing the Modulus

As mentioned above, equation (7) is generally not true. Also, the special method
developed in [41] does not carry over to the Dickson/LUC scheme.

Obviously we are faced with the same problem as in section 3.3. We have
to find generalization of the Legendre/Jacobi symbols with the above attributes
that correspond to Lucas functions respectively quadratic irrationals.

When working modulo p, the roots o and @ clearly are elements in Fj, re-
spectively Fj» according as the discriminant D = P2 — 4Q) is a square modulo p
or not.

The crucial point now is that Euler’s criterion can be extended to Fj2.

Theorem 4.1. If a is any root of x* — Px+ 1 and ged(P £ 2,p) = 1 then
(%) <P + 2)
a2z = T mod p,

where D = P? — 4.

Proof: By Vieta’s rule we have (P +2)a = (a+ 2 +2)a =a? +2a+1 =
(a + 1)2. By hypothesis, (P + 2) = (o + 1)(a+ 1) coprime to p, so Fermat’s
Extended Theorem (cf. [30]) implies (o + 1)p7(%) =1lor (a+1)(a+1)modp
according as %
ged(D,p) = 1.

If (%) = —1, then it follows that (a+1)p7(%) = aa+ta+a+1 = P+2 mod p.
Consequently,

= 1 or —1. Observe that the hypothesis on P also implies

(o + 1)p*(%) =(P+ 2)17(2%) mod p. (11)

Further, ((o+1)?) @ =(P+2) pi(ﬁ) aﬁ mod p.

D

By equation (11) the latter congruence yields a# =(P+ 2)% mod p,
which gives the desired result.

Along with property (10), Theorem 4.1 enables us to state the analog of
Theorem 3.1 in terms of Lucas sequences:

Theorem 4.2. Suppose that ged(P £2,n) = 1, ¢ = V.(P,1) mod n and
p=— (C%‘l) g = — (Czq—*‘l) mod 4. Let ged(e, (p? —1)(¢®> — 1)) = 1 and d be
obtained by solving the congruence

1
ed = mtl mod m,

q

(i)
where m = . Then, if B is defined as in Theorem 3.1

Voed(P,1) = P mod n, if <P+2)1,
n
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Vaed(P,1) = +BP mod n, if <P * 2) - _1.

n
_ < P2—4)
P p
Proof: Observe that m is odd. As « P = (%) mod p, by equation

(10) also a™ = (%) mod p. The same congruence holds modulo ¢, and, by

the Chinese Remainder Theorem, o™ = +1 or +B mod n according as (%)
equals 1 or —1. Finally, o?*? = o™« mod n and the result follows from equation
(8).

On the basis of this theorem one obtains the following modification of the
RSA scheme of section 2.1:

Encryption: Let P € Z be a message, 0 < P < n, ged(P +2,n) = 1. In
order to encrypt first calculate by = (%) , bo = P mod 2. Then determine
¢ =V.(P,1) mod n and transmit [c, by, ba].

Decryption: The decryption exponent d by means of equation (10) can be
obtained by solving one of the congruences

szftyﬂ,quttﬂnmmwmn

m (= (5 ) (<54)

= — mod m, where m =

else

Mlmﬂm,w%mvn@(gp4)@<gq4). (13)

The second stage of the decryption process consists of the computation of

K= Vaa(e,1) mod nif p= — (ng‘l) L= — <02;4) mod 4
| Vale,1) mod n otherwise.

In the latter case K already equals the message P. In the former case put
K := KB~ ! mod n, if b = —1, where B is defined as in Theorem 3.1. Then the
decrypted text obtained from the ciphertext ¢ is K or n — K mod n, according
as K mod 2 equals by or not.

Remark: Note that is not essential to separately compute the decryption d
for each message. More efficiently, the possible values of d can be precalculated

and kept secret. Then simply the Legendre symbols (&sz;) and/or (CZT%) will

be sufficient to distinguish the correct d. Alternatively, d may in equation (13)
be calculated by setting m = (p? — 1)(¢? — 1).

We thus have established the equivalence of factoring the modulus n and
decrypting the modified Dickson/LUC scheme of this section. This statement is
made precise by the following Lemma:
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Lemma 4.3. Let b with (b%) = —1 be a message with corresponding cryp-
togram ¢ = V.(b,1) mod n and decryption exponent d. Suppose p = — (C%‘l)
and g = — <02;4) mod 4. Then by designing again the value 1 to by the number

ged(Vag(e, 1) — b, n) gives a non-trivial factor of n.

Proof: The result follows by the same arguments as in the proof to Lemma
3.2 when putting the encryption and decryption functions as V. (b, 1) and Vau(c, 1)
modn and observing that always Va4(Ve.(b,1),1) = +b mod p and ¢, but not si-
multaneously modulo n.

In summarizing we have

Theorem 4.4.

Suppose D is a decryption procedure for the encryption scheme of the Dick-
son/LUC system of this section. Then there is a probabilistic polynomial time
algorithm for factorizing n requiring on average four applications of D.

Proof: Obviously one gets a non-trivial factor if the message, and therefore
by equation (10), the cryptogram c satisfies the two Legendre symbols in Lemma
4.3. This corresponds to one fourth of the messages b with (b%) =—1.

Conclusion

Rivest has pointed out that any cryptosystem in which there is a constructive
proof of the equivalence of factorization and the breaking of the cipher will
be vulnerable to a chosen ciphertext attack (cf. [39]). Thus, our discussion is
mainly of theoretical interest. However, it does demonstrate the security of the
Dickson/LUC public key encryption scheme. The equivalence of decoding and
factorizing the modulus merely depends on a slightly modified choice of the
encryption and decryption parameters e and d and some minor modifications in
the encryption and decryption schemes. Without those changes no factorization
algorithm based on the original Dickson/LUC schemes are known which make
those schemes secure against chosen ciphertext attacks.
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Abstract. Existing proposals for adding cryptographic security mecha-
nisms to Unix have secured numerous individual applications, but none
provide a comprehensive uniform approach. As a consequence an ad-hoc
approach is required to fully secure a Unix environment resulting in a
lack of interoperability, duplication of security services, excessive admin-
istration and maintenance, and a greater potential for vulnerabilities.
SESAME is a comprehensive security architecture, compatible with Ker-
beros. In particular, SESAME provides single or mutual authentica-
tion using either Kerberos or public-key cryptography, confidentiality
and integrity protection of data in transit, role based access control,
rights delegation, multi-domain support and an auditing service. Because
of SESAME’s comprehensive range of security services, and because it
scales well, SESAME is well suited for securing potentially all Unix ap-
plications in a uniform manner.

1 Introduction

Over the last decade, many organizations have shifted their computing facilities
from central mainframes — accessed from simple terminals via serial lines — to
servers accessed from personal computers via a local area network (LAN). Al-
though the switch to LANSs solved some problems, it also introduced some new
problems, not the least of which are significant security issues related to user
authentication and access control.

Existing proposals for using cryptographic security mechanisms for securing
networked applications within the Unix environment have resulted in numer-
ous secure applications. However, none have provided a comprehensive uniform
approach. For example a typical network of Unix computers could have Secure
Sockets Layer (SSL) [M] secured telnet, ftp, web servers and browsers, use Secure
Shell protocol (SSH) [E2] for a secure replacement of the rtools and for secure X
sessions, use secure Network File System (NFS) based on Kerberos [, and use
Pretty Good Privacy (PGP) [ for email. Such an approach clearly results in a
lack of interoperability, duplication of security services, excessive administration
and maintenance, and a greater potential for vulnerabilities.

C. Boyd and E. Dawson (Eds.): ACISP’98, LNCS 1438, pp. 24-ll 1998.
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SESAME [[] is a security architecture, compatible with Kerberos, originating
in an EC sponsored research project. In 1994 a beta release (V2) was made avail-
able for testing. Taking into account the comments from the various testers and
adding more public-key support, a new version was released half-way through
1995 (V3). By then it was clear there was only one thing standing in the way
of making the code available to the general public: an approval by the U.S. gov-
ernment to use the Kerberos code, on which SESAME relied. It became clear
that this might never be achieved so it was decided to rewrite the Kerberos
part of SESAME, which resulted in V4. In order to increase the acceptability of
SESAME and to encourage the academic scrutiny, the C-sources for SESAME
V4 are available to the general public [E].

This paper is organized as follows. In section 2 the paper describes the
SESAME architecture in some detail. In Section 3 the difference between tradi-
tional access control and RBAC is explained. Section 4 outlines the securing of
a number of Unix applications with SESAME. Section 5 describes Unix applica-
tions that have been secured with other security mechanisms. The paper finishes
with a brief outline of future work and conclusions.

2 SESAME

This section describes the SESAME architecture as shown in Figure[ll It is pos-
sible to distinguish three boundaries in the architecture: the client, the domain
security server, and the server.

2.1 Client

The client system incorporates the User, User Sponsor (US), Authentication
Privilege Attribute Client (APA), Secure Association Context Manager (SACM)
and client application code.

User and User Sponsor: There is a difference between the user and the
US (the computer program which enables the user to authenticate to remote
services). The user is not able to perform complex cryptographic operations, or
to send data through the computer network. Therefore, the US is needed.

SESAME provides user authentication but it does not provide any authen-
tication mechanisms for the US. This is the result of a design decision. It was
predicted that these US would run on MS-DOS based personal computers. Since
these (nor Windows 95 for that matter) offer no access control mechanisms at
all, it was concluded that giving cryptographic keys to the US would be a futile
investment.

Authentication Privilege Attribute Client: This entity is implemented
as an application program interface. Through these calls, the US communicates
with the Domain Security Server to have the user authenticated and obtain the
necessary credentials.

Secure Association Context Manager: The SACM provides data au-
thentication and (optional) data confidentiality for the communications between
a client and a server. It is implemented as a library of subroutines.
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Domain Security Server
Client
AS
User
User | | Sponsor APA
PAS
KDS
Server
PVF
Application Application
Client SACM SACM Server

Fig. 1. Overview of the SESAME Components

2.2 Domain Security Server

The Domain Security Server is similar to that of Kerberos. The main differ-

ence is the presence of the Privilege Attribute Server (PAS) in SESAME. This

server manages the RBAC mechanism that is implemented by SESAME. The

function of the Authentication Server (AS) and Key Distribution Server (KDS)

(ticket granting server in Kerberos) is the same as their Kerberos counterparts:

providing a single sign-on and managing the cryptographic keys.
Authentication Server: The goal of the AS is two-fold:

1. To enable the US to convince remote servers that it has permission to act
on behalf of a particular user.

2. To convince the US that the person who is entering commands into the
computer system is a particular authorized user.

Realizing the first goal remote servers are protected against rogue USs which
have been created by people trying to attack the system. With the second goal
the computer on which the US runs is protected from unauthorized use by at-
tackers who walk up to the machine and attempt to use it.

SESAME implements two authentication services. The first is based upon
the Kerberos V technology and inherits all of its features and advantages. The
second is based on X.509 (strong) authentication. Both mechanisms support mu-
tual authentication. The second mechanism prevents the traditional dictionary
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attack. Mutual authentication (authenticating the AS to the US) defends users
from malicious or fake servers who pretend to be the real AS.

Key Distribution Server: The KDS provides mutual authentication be-
tween the user and a remote server (the target). Before the KDS can be used, the
human user on whose behalf the US acts must have already been authenticated
by the AS.

Several authentication protocols are provided, depending on whether or not
the target is in the same security domain as the user. If the application servers’
PAC Validation Facility (PVF) (discussed later) is equipped with a long term
public/private key pair, the KDS can be bypassed.

Privilege Attribute Server: The PAS provides information (privilege at-
tributes) about users and USs. This information is used in making access control
decisions. Because of its many advantages, the access control scheme imple-
mented in SESAME is RBAC.

The PAS supplies this information to other entities in the form of PACs. A
PAC contains the privilege attributes for a particular invocation of a US by a
user. This includes the user’s role, access identity, time limit on the PAC, etc. To
prevent PACs being forged by the user or by outside attackers, they are digitally
signed with the PAS’s private key.

It is necessary to protect against the PAC being used by other users, and
against the PAC being used by the same user with a different US or in different
contexts. SESAME provides two mechanisms for ensuring that PACs can only
be used by the entities to which they refer: the Primary Principal Identifier
(PPID) mechanism and the Control Value mechanism:

1. When the PPID mechanism is used, the PAC contains an identifier which
uniquely identifies the user. This PPID is also included in the ticket-granting-
ticket (TGT) for the PAS. Servers should refuse the US access if the PPID
in the PAC does not match the PPID in the service ticket.

2. When the control value mechanism is used, the PAS generates a random
number (the control value). Any entity wishing to use the PAC must prove
that they know the control value. Conversely, any entity which can show
that it knows the control value is assumed to be entitled to use the access
rights described in the PAC.

As PACs are only integrity protected, it would not suffice to simply place the
control value within the PAC. Instead the PAC contains a Protection Value,
which is the result of applying a one-way function to the control value. Given
both the control value and the protection value, it is possible to check that
they match. However, it is infeasible to derive the control value from the
protection value.

A target server takes the value that the client claims is the control value,
applies the one-way function to it, and compares the result with the protec-
tion value in the PAC. If they match, the server assumes that the client is
entitled to use the PAC. This control value mechanism supports delegation.
If another entity needs to act on behalf of the user, it can be given the con-
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trol value by the US; knowledge of the control value allows the delegate to
convince other entities that it is entitled to use the PAC.

The PAC also contains a list of time periods during which it is valid. The time
period during which a PAC is valid is intended to be short (i.e., of the order of a
few hours rather than months or years, and for delegatable credentials they need
to be of the order of minutes) so that the US must periodically re-contact the
PAS. This ensures that changes to a user’s privilege attributes are guaranteed
to take effect within a known, and short, period of time.

For more information on how SESAME implements RBAC, we refer to [i=].

2.3 Server

When the application server receives a message from an application client in-
dicating that it wants to set up a secure connection, it forwards the client’s
credentials and keying material to the PVF. This checks whether the client has
access to the application. If this check is successful, it decrypts the keying ma-
terial and forwards the integrity and confidentiality keys to the SACM on the
server machine. Through this the application server authenticates to the client
(mutual authentication) and it also enables the application server to secure the
communication with the client.

PAC Validation Facility: Application-specific servers are usually very
large and complex programs. It is often infeasible to check and test all of these
programs in their entirety with the thoroughness that is required for security-
critical code. The possibility exists that an application server accidentally reveals
information it knows to an unauthorized entity, or that the server contains a bug
which can be exploited by an attacker. Hence it is desirable to separate out the
security critical parts of the server into a separate process. In SESAME, this
separate process is called the PVF.

The SESAME architecture permits the PVF to be implemented either as a
subroutine within an application server, or as a separate process which is pro-
tected from the rest of the application by the host’s access control mechanisms.
If the PVF and application are co-located, both must be validated to a level of
assurance that is appropriate for security-critical code. If the PVF is protected
from the application, then only the PVF needs to be validated to a high level of
assurance.

As its name implies, the PVF validates PACs:

It checks that they have been issued by an entity which is authorized to issue
PACs.

— It verifies the digital signature on the PAC.

It checks whether the lifetime in the PAC has not expired.

Finally it makes sure that the PAC, that is offered to it, is intended for use
with the target server.

If one of these conditions is not met, the PVF does not accept the PAC,
and does not reveal the service ticket’s contents to the application server. This
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prevents servers from accidentally using an invalid PAC. This also prevents a
server which has been subverted by an attacker from making unauthorized use
of a PAC which was intended for a different server. The PVF thus performs key
management for servers and polices the delegation mechanism.

3 Role Based Access control

This section describes the benefits of RBAC over traditional access control meth-
ods, and therefore why SESAME has chosen RBAC to provide its access control
service.

3.1 Traditional Access Control

Referring to Lampson’s [#] terminology, the state of the system is described by
a triplet: subjects, objects and an access matriz. Subjects are active entities that
perform actions. Objects are entities that are accessed in some way. Subjects
can be computer processes running on behalf of a specific user. They can also be
objects at the same time. Normally a process is a subject acting upon objects,
but it can also be an object to another process (it can be killed for instance).
On these subjects and objects generic rights can be defined. They allow us to
specify what subject is permitted to do what action on a certain object. The
access matrix basically is a Cartesian product of the subjects and objects. An
access is permitted if the right is in the matrix. Referring to Tablell permissions
are read across the table, subject S1 has the right to read/write object 1, subject
S2 has the right to read/write object 2, subject S1 has the right to kill processes
of S1 and S2, and subject S2 has the right to kill processes of S2.

Table 1. A Lampson access matrix (r = read, w = write, k = kill, - = none.)

Subject Object 1|Object 2|Subject S1|Subject S2
S1 (vdwauver)| rw - k k
S2 (broom) - rw - k

Each column in this matrix is an access control list (ACL). It holds a list
of (subjects, rights) pairs. The authorization rules are kept with the accessed
objects. Each entry in the ACL specifies the subject and the allowed action with
respect to the object. There are some major problems that can be associated
with this system:

— It is resource oriented. This means that it is poorly organized to address
commercial and non-classified governmental security needs.

— It is a costly solution. Each resource has to keep its ACL up-to-date and
there are as many ACLs as there are resources in the system.
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— It is difficult to manage and scale. In distributed computer systems there
are numerous subjects and objects involved and this renders these schemes
unlikely to be implemented.

— It is situated at the wrong level of abstraction. To accommodate the ACL
access control mechanism, it is usually necessary to translate the natural
organizational view into another view.

3.2 Review of Role Based Access Control

Ferraiolo [] provides a definition of RBAC: Role based access control is a mech-
anism that allows and promotes an organization-specific access control policy
based on roles.

In comparison to traditional ACLs, the subjects are replaced with roles, and
which subject is entitled to act as what role is defined separately. This means
that access decisions are made based on the role of the user that is trying to
run an application or access a resource. This results in a massive improvement
in the manageability of the system.

Some examples of roles in environments that RBAC is particularly suited for:
university with student, lecturer, professor, and dean, hospital with secretary,
nurse, pharmacist, doctor, physician, and surgeon.

Table 2. Role Based Access Control Matrices (r = read, w = write, k = kill, -
= none.)

Role Subject
(R1) lecturer| vdwauver
broom
(R2) student| ashley
rutherford
Role |Object 1|Object 2|Role R1|Role R2
lecturer| rw - k k
student - r - k

Table B shows typical matrices for RBAC. This time subjects are defined to
have roles and this is shown in the matrices with two people (vdwauver and
broom) having the role lecturer, and two people (ashley, rutherford) having the
role student. Access control is determined by the role of the user, with an ACL
existing for each object with (roles,rights) pairs. The authorization rules are
kept with the accessed objects. Each entry in the ACL specifies the roles and
the allowed actions with respect to the object. Referring to Table B reading
permissions across the table, role R1 has the right to read/write object 1, role
R2 has the right to read object 2, role R1 has the right to kill processes owned
by roles R1 and R2, and role R2 has the right to kill processes owned by role
R2.
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Because administrators only have to maintain a list of who is entitled to
exercise which role, it is easy for them to switch somebody from one department
to another, or to add a user to the system. It also allows one person to take
on different roles as required by the organisation at different times (and have
different access rights). It solves the problem of revocation of privileges. If a user
leaves the organization then the user’s roles are simply removed. Administrators
can also create roles and place constraints on role memberships, and it is possible
to define role hierarchies and thus implement inheritance features.

Access control at the application side is even more straightforward. The only
thing needed is an ACL (one per application) that specifies which roles are
entitled to do what action. There is no need to care about who the user really
is, only the role is important.

This type of access control is also very user friendly. Experience has taught
us that usually there is a very nice mapping between the needs in the real world
and RBAC [E]. For example an organization with 500 users can typically be
mapped to 20 roles.

4 Securing Unix Applications With SESAME

We are endeavouring to sesamize the common Unix applications: to test whether
SESAME provides the security services necessary to secure the applications,
whether the services can be implemented with a reasonable effort, and to test the
performance of SESAME. We are also trying to encourage the use of SESAME.
To this end we have invested considerable resources in porting SESAME to Linux
[ and all of our secured applications are available at [H].

SESAME allows the programmer to incorporate the SACM into clients and
servers by making calls to a security library using the Generic Security Services
Application Program Interface (GSS-API) H]. The GSS-API is a mechanism
independent interface, so that the calls involved would be the same independent
of the mechanism that provides the GSS-API. Because SESAME provides a
greater range of services than e.g., Kerberos, there are calls available to SESAME
that are unavailable to the Kerberos implementation.

4.1 Telnet

Telnet is a client-server based program that is mainly used to get a remote shell
across the network. Telnet is still one of the most popular applications on the
Internet. In most cases it is used without any security considerations at all and
remains one of the most vulnerable programs: users’ password information is sent
across the network in the clear, and telnet provides no data protection services
for the data in transit.

We have secured Telnet with SESAME: the password based login has been
replaced with SESAME single or mutual authentication, full SESAME data pro-
tection is provided to the data sent across the network, Delegation of RBAC
privileges allows the applications executed from the remote host to have access
to the user’s privileges.
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4.2 rtools

The rtools are a suite of remote host-to-host communication programs. They
have been ported to most Unix based systems due to their popularity and use-
fulness. One of the major features of the tools, is the ability to access resources
(files, programs) on the remote host without explicitly logging into the remote
host. The security is ’host’ based, in that as long as a connection appears to be
coming from a 'trusted’ host it is accepted. The ease of masquerading as a host
by simply changing a computer’s address is widely documented, and this is the
rtools’ biggest weakness and the reason they have been disabled in most security
conscious environments. The rtools also provide no data protection services.

We have focussed on sesamizing three of the rtool programs: rlogin (remote
login), rsh (remote shell), and rcp (remote file copy). The sesamized rtools have
the same security advantages as Telnet.

4.3 Remote Procedure Call

Unix provides the RPC, which is a system that allows an application client
program to execute a procedure on a remote server. The RPC system allows an
application programmer to build a networked client-server application quickly.
The programmer can focus on the application and use the RPC system for the
network transport.

We have focussed on securing Open Network Computing (ONC) RPC be-
cause it is arguably the most popular version of RPC and is the version available
on most Unix systems. The current version of ONC RPC provides only limited
security: the most popular Uniz flavor provides minimal security, and the DES
and Kerberos flavors only provide strong authentication.

Existing applications that use RPC require minimal modifications to use
the sesamized RPC. The client only needs to be modified to request the new
SESAME flavor, and the server only needs to be modified to use the client’s
RBAC privileges. We have made the privileges available to the server in a con-
venient structure that requires minimal modification to server code.

The following security services are available to SESAME RPC: SESAME
single or mutual authentication of client and server, a choice of no protection,
integrity only, or integrity and confidentiality data protection, RBAC access
control allows the server to acquire the client’s role.

Because RPC is an infrastructure to build networked applications, we have
thus provided a SESAME secured infrastructure for building secured networked
applications.

4.4 Performance of the Sesamized Applications

Table B shows the performance results of the sesamized applications on a Pen-
tium 200MHz running Redhat Linux. The results are encouraging as we observe
no noticeable performance degradation in the sesamized telnet and rtools ap-
plications. There was considerable performance degradation in round trip RPC
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calls. This is a result of the way RPC is implemented, and we propose to rewrite
some sections of the code.

Table 3. Performance Results for the sesamized Applications

Application|Security Service Timing Results
telnet SESAME Authentication 215 ms
SESAME wrap/unwrap character 17.8 / 5.61 pus
rlogin SESAME Authentication 190 ms
SESAME wrap/unwrap character 32.1 / 10.6 ps
rsh Unix ’rsh cat file’ (File 100K) 5.11s
SESAME ’rsh cat file’ (File 100K) 6.41 s
rcp Unix ’rep file’ (File 100K) 3.29 s
SESAME ’rcp file’ (File 100K) 541 s
RPC SESAME Authentication 360 ms
Unix round trip procedure call (10 bytes of data) 0.66 ms
SESAME round trip procedure call (10 bytes of data) 22.1 ms

5 Other Mechanisms Used to Secure Unix Applications

Other mechanisms have been used to secure the Unix applications. These include
Kerberos, SSL and SSH.

Kerberos is the most successful with implementations of kerberized telnet,
rtools, RPC and NFS. Kerberos provides data protection, and single or mutual
authentication based on symmetric key cryptography.

SSL has been used to secure telnet and ftp, and provides similar services to
Kerberos. In addition it provides public-key based authentication. SSL provides
these services at the transport level layer, whereas Kerberos provides them at
the application layer.

SSH provides similar services as SSL, as well as a limited access control mech-
anism based on public-key technology, and compression of data. SSH provides a
secure replacement for the rtools and other functions such as secure TCP session
forwarding.

Our sesamized version of telnet and the rtools provide the same services as
the previous implementations, with the additional functionality of multi-domain
support, extensive auditing and an RBAC service with delegation (and note the
Kerberos implementation does not support public-key).

Our sesamized RPC provides similar advantages over the Kerberos imple-
mentation. Because RPC is commonly used to build networked applications, an
RPC with an RBAC service with delegation is potentially very useful.
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6 Future Work

SESAME is growing in popularity due to the public release of its source code,
because it has been ported to a number of Unix operating systems, and because
a library of secure Unix applications is now available. Developers are also see-
ing the advantage of using the standard GSS-API mechanism to secure their
applications, and the RBAC mechanism is particularly attractive.

There is additional application work that we want to complete:

— Improve the performance of the RPC implementation.
— sesamize NFS.

sesamize the file transfer protocol (ftp).

— sesamize a web server and browser.

Following on the work with sesamizing ONC RPC we are currently securing
NFS with SESAME. NFS relies on the ONC RPC for its security, so current
NF'S security has the same limitations as ONC RPC. Because we have already
sesamized ONC RPC we are some way to securing NF'S.

The first component of NFS that we are securing is the mount protocol.
The mount protocol has two main security concerns: the NFS file handle can
be eavesdropped as it passes from NFS Server to Client, and there is no au-
thentication of the NFS Client and Server. The second component that we are
securing is the NF'S file access. We have a number of security concerns: the user
and NFS Server need to be mutually authenticated, data is protected during
transit between NFS Client and Server, the NFS Server needs to securely obtain
the user’s privileges.

There are also a number of improvements in SESAME that need to be ad-
dressed in the near future:

— Support for hardware tokens needs to be provided.
— A port to Windows NT.
— A finer degree of delegation control, possibly using SDSI certificates [H].

7 Conclusions

Because SESAME provides such a wide array of services, it has the potential to
secure all of the important Unix applications. We have completed the securing
of telnet, rtools, and RPC, and are currently working on the securing of NFS,
ftp, web servers, and browsers. We have found that SESAME provides all of
the services we have required so far, the implementation has been reasonably
straightforward due to the convenience of the GSS-API, and the performance is
acceptable on modern hardware. The sesamized applications provide the follow-
ing advantages:

— Single or mutual authentication using Kerberos or public key based authen-
tication.
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— Confidentiality and integrity of the data during transit.
— Access control based on an RBAC scheme.

— Delegation of rights.

— Auditing service.

— Multi-Domain Support.

— Security implementation is based on the GSS-API.

In conclusion, we believe that SESAME can be used to secure all Unix ap-
plications in a uniform and scalable manner.
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Abstract. The security of a network depends heavily on the ability to
manage the available security mechanisms effectively and efficiently. Con-
cepts are needed to organize the security management of large networks.
Crucial is the possibility to cope with frequent changes of the configu-
ration and with the complexity of networks consisting of thousands of
users and components.

In the presented concept the network is divided into several adminis-
trative domains that are managed rather independent from each other.
FEach domain defines its own security policy. These are combined giving
the global security policy. To enforce it, different security mechanisms —
both network based and host based — can be used. Their configuration
can be derived from the global security policy automatically.

1 Introduction

A network access control policy defines what services may be used from what
source to what destination. Often only a firewall is used that enforces the policy
at the boundary to the internet. Other mechanisms are either not available or
they are configured openly due to the effort needed for their management. This
makes the network vulnerable to attacks from inside.

To make use of different security mechanisms an efficient management is
needed. This is valid especially in large networks with thousands of users and
components where the management tasks must be distributed to several admin-
istrators. In related work in this area (e.g. [EIf]) priorities are used to resolve
ambiguous policy entries made by different administrators. But no concepts are
presented how the management of big networks should be organized. Another
problem area lies in the variety of different security mechanisms. They must be
configured consistently according to the security policy. The challenge is not to
configure them once but to handle frequent changes.

In our approach the network is divided into domains. An administrator of a
domain is not confused by details of other domains as each domain exports an
interface with group definitions. He has to know only their interface definition
and thus has not to cope with internal details. Different security mechanisms
are used to enforce the access control policy. We describe a concept how the

C. Boyd and E. Dawson (Eds.): ACISP’98, LNCS 1438, pp. 36-ll 1998.
© Springer-Verlag Berlin Heidelberg 1998
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configuration of these security mechanisms can be adapted to a global network
access control policy automatically.

The paper is organized as follows: In Sec. Blwe present a model for an efficient
security management of large networks that addresses the problem areas pointed
out above. The example presented in Sec. ll shows how our approach can be used
in practice. Section [l ends with a conclusion and an outlook to further work.

2 Concept for an Integrated Management of Host and
Network Security

A Network Access control Policy (NAP) defines from what source which ser-
vice may be used to which destination. The source resp. destination is a tuple
consisting of a user and a component (hosts like e. g. workstations or personal
computers). Formally such a NAP can be defined as a relation over the sets U
of users, C of components and S of services:

NAPCUXCx S xUXxC
—— ——
source destination

The relation contains the allowed access types. All users, components and ser-
vices of the real world that are not contained as individual set elements are rep-
resented by special elements (Ly, Le and Lg). To specify users as both source
and destination is necessary e.g. for CSCW (computer supported cooperative
work) applications.

It is the task of the security administrator to define the sets U, C and S and
the relation NAP. In a network with many thousands of users and components,
administrators are faced with the following two problem areas:

Complexity. For an effective and efficient security management it is important
that a human administrator can have a clear view of the managed network.
For this it is necessary to have concepts to distribute the management tasks
to several administrators and to structure the management information so that
an administrator only needs to know that parts of the overall information that
are necessary to fulfill his job. He should not have to cope with details of other
management areas not important to him.

Consistency. Many different mechanisms can be (and are) used to enforce a
NAP, like e. g. firewalls, packet filters, PC firewalls and host or application spe-
cific access control systems [E. These have to be configured consistently ac-
cording to the security policy. The situation is even worse when considering
frequent changes caused by users entering or leaving the company, users chang-
ing their working area, installation of new components or moving components to
another location etc. If every change makes it necessary to modify the configura-
tion of many security mechanisms, a consistent overall configuration can hardly
be achieved. Furthermore it is important to bring together and to analyze the
logging information generated by the different security mechanisms.
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In the following we present a concept that addresses these aspects. It consists
of the following main parts: A network is partitioned into management domains.
A domain represents an area of responsibility, i.e. the management of different
domains is coupled only loosely. To allow an efficient management, groups of
users, components and services can be defined. Each domain exports the groups
it wants to be visible to other domains. These groups can be used by other
domains — besides the groups defined within it — to specify their NAP. The
domain specific NAPs are combined into an enterprise wide NAP such that traffic
between two domains is allowed only if both domains allow it. The NAP models
the security policy independently of the security mechanisms used. Different
kinds of security mechanisms that can be used to enforce the NAP are modeled
uniformly as security enforcers (SE), each one enforcing a part of the NAP.
They get the NAP from a server and adapt their configuration according to the
NAP. So changes in the configuration have to be entered only once in the NAP
and the different SEs adapt to them automatically. The SEs send their logging
information to a log server so that their logs can be analyzed together.

2.1 Control of Complexity

Grouping Constructs. Grouping is a well known principle to aggregate ob-
jects. In the proposed concept it is possible to group users, components and
services. A group can contain only objects of the same type (i.e. only users or
only components or only servicesi:

gu:pua gC:pCa QSZPS, g:gMUgCUgS

A group can be referenced by an identifier. This can be modeled as a function
mapping the set of identifiers to the set of all groups G, but as the identification
scheme is not important for our concept, this aspect is left open. In the examples
we will use simple text strings.

Management Domains. A domain represents an area of responsibility. Com-
ponents, users, services and groups are managed within a domain [[£4], i.e. each
of these objects is associated with a domain it belongs to. For the management
within a domain all information of that domain is available. But if manage-
ment depends on information of an other domain a visibility concept as known
from the module concept of programming languages (e.g. Modula-2 [E]) gets
involved: Each domain ezports groups it wants to be visible to other domains.
So an administrator of a domain cannot (and has not to) see the internal struc-
ture of an other domain, but he can see only the groups exported by the other
domain. Figure W illustrates this concept by showing the view that an admin-
istrator of the domain d_managed has. He can see the groups exported by the
domains d_i and d_j and the details of the domain d_managed. This concept has

1o denotes the power set, i.e. the set of all subsets.
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DOMAIN d_i DOMAIN d_managed
EXPORT EXPORT
di-users, di-ws dm-users, dm-ws
DEFINE
DOMAIN d_j dm-users = { ul, u2, ..., ux }
EXPORT dm-admin = { u3, ud }
dj-users, dj-ws dm-ws = { pc01, pc02, pcl7, pc28 }
dm-server = { hp01, hp02, sun2 }
ACCESS
allow from dm-ws service nis, nfs to dm-server

Fig. 1. Domains as a Means to Structure Management Information

shown useful to organize complex software systems. A module defines an inter-
face. A programmer who intends to use a module only has to know the interface
definition and not the implementation details. The same effect is achieved here:
Besides the objects of his own domain an administrator only has to know the
groups exported by other domains.

It is important to note that there exists a trust relationship between do-
mains. A domain that uses a group exported by an other domain trusts in the
correctness of the group definition. The domain concept is intended to organize
the management tasks within an enterprise. It is a topic for further study how
the domain concept can be used in environments where the assumption of the
trust relationship between domains is relaxed.

Specification of a Network Access Control Policy. Each domain maintains
its own network access control policy that defines that part of the enterprise-
wide NAP in which a component of the domain is involved — either as source
or destination or both. As traffic between two domains involves both domains,
it may be used only if it is allowed by the network access control policy of both
domains. This goes well with the concept that a domain is an area of responsi-
bility: A security administrator of a domain is responsible for the configuration
of his domain.

Let D = {dy,d2,...,d,} be the set of domains and DNAP : D — NAPS,
NAPS = p(U xC xS xU x C)I a function that gives the network access control
policy for every domain. Uy, C4 and Sy denote the set of the users, components
resp. services defined by domain d, d € D. These sets are pairwise disjunct, and
the sets of all users is the union of the users of all domains, analogously for
components and services.

Vdi,de'D,di%dj : udiﬂudj:Q) A CdiﬂCdj:(i) A Sdiﬂde:Q)
u:UUd,C:UCd,S:USd, UNC=0, UnS=0,cNS=10

deD deD deD

2 The sets C, i and S contain the elements of all domains.
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The enterprise wide network access control policy ENAP is then defined adl

p = (us, Cs, S, ug, cq) € ENAP iff p € DNAP(domain(cs)) A
p € DNAP(domain(cq))

“domain” is the (total) function that maps every object (user, component, ser-
vice) to the domain this object belongs tcl:

domain: YUCUS — D

Separation of Management Tasks. There are two orthogonal concepts of
how the management tasks are distributed to several roles. Firstly the network
is separated in organizational units called domains. Secondly the management
tasks can be divided by functional areas as user management, component man-
agement and policy management. In small domains these roles can be fulfilled
by the same human person or even several domains can be managed by one
administrator. But in very big installations with probably tens of thousands of
users and components these concepts can be used to distribute the management
tasks to several administrators.

2.2 Achieving Consistency

The model presented in Sec. E=ll allows to specify an enterprise wide NAP effi-
ciently. But the NAP has to be enforced correctly. In practice, many different
kinds of security mechanisms with different abilities are used that have to be con-
figured consistently according to the NAP. These different mechanisms are mod-
eled as security enforcers (SE). Conceptually an SE separates the network into
two sub-networks. The NAP concerning traffic between the two sub-networks is
enforced (partly, depending on the abilities of the SE) by the SE, see Fig. B
Our goal is not to proof that the NAP is enforced completely but to manage the
available SEs efficiently and consistently. It is the task of network and security
planning to decide what kinds of SEs are necessary at what places. Figure llshows
the system architecture for two domains. Generally each NAP server communi-
cates with each other to exchange grouping and policy information. Additionally
to the network access control policy, a NAP server provides information about
the logging desired. Each traffic type is associated with a logging type called log
tag. A very simple scheme could distinguish “intra-domain-traffic” and “inter-
domain-traffic”. These log tags do not have a fixed meaning, but during the
initial configuration of an SE a mapping from the log tags to logging actions
that the SE supports is given. Then the logging information of several SEs can
be combined on a log server.

3 The indices s and d denote the source and the destination. iff means “if and only
if”.

4 At first it might look unconventional that a service belongs to a domain. But usually
services used globally will be maintained only once by one domain that exports them
to the other domains, see Sec. H
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Fig. 2. A Network without and with Security Enforcers
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Fig. 3. System Architecture

Many different security mechanisms exist that can be used to enforce the
NAP. It would not be wise to demand that new implementations must be de-
veloped that support our management approach. Instead mechanisms already
available are extended with a uniform management interface, see Fig.ll. The box
labeled with “Security Mechanism” represents an arbitrary security mechanism
that can enforce a part of the access control policy between two sub-networks.
This mechanism is extended with the Policy Transformation Unit (PTU) that is
responsible for the mapping of the NAP into a format understood by the specific
security mechanism. This PTU is also responsible for the mapping of the logging
format provided by the security mechanism into the format understood by the
logging server. As possibly some information is lost during this mapping (either
because the log server cannot process all details provided by the security mech-
anisms or because the logging is configured appropriately) the raw log data is
archived, so that in the case of an attack or an audit all information is available.
An SE separates the components C in the two sets C; and C,, see Fig. B What
components are in C; and C, can be derived automatically from the topology
information of the network [E]. Alternatively the information can be entered
by hand if no such mechanism is available. Traffic flowing between a component
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Security Enforcer
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Transformation Security Mechanism | — | SE

Log Server Unit MT
V

Topology Information Raw Log Data  Sub-Network Connector

Fig. 4. Architecture of a Security Enforcer
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Fig. 5. The Separation of C in C; and C,

contained in C; and a component contained in C, traverses the SE. Only that
part of the ENAP is relevant for the SE where one component is in C; and the
other is in C,. It is mapped in a way specific for the special type of the SE.
Generally the policy is enforced only partly by an sHl. 1t depends on the type
of the SE which part of the ENAP is relevant for it. E. g. some security mecha-
nisms like xinetd or tcp-wrapper can enforce the security policy only for some
services. The different kinds of SE need various attributes of the objects. E. g.
for components their IP address, MAC address, DNS name, a public host key
etc. might be needed. It is important that arbitrary attributes can be used for
each type of object. It is the task of the NAP server to maintain the attributes
needed.

3 Example Scenario

In the following, the integration of network and host based security mechanisms
is shown in practice by an example scenario. Starting from a given network topol-

® E.g. packet filters usually do not support user specific policies and they have dif-
ficulties filtering services that use dynamic port numbers. But nevertheless a con-
figuration file for packet filters can be generated automatically from a high level
specification like the ENAP described here [i}H].
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ogy, domains are defined to describe areas of responsibility. Grouping constructs
for components, users and services are introduced to reduce complexity. The
NAP is specified for each domain identifying the necessary groups to export to
other domains. In addition, the flexibility of the concept is demonstrated by ex-
emplary changes, which can occur in daily operation, and which can be handled
by minor reconfigurations of the NAP.

Given Topology. The example scenario is limited to a fictitious company with
several departments and with internet access, although larger networks can be
integrated easily by the same mechanisms. Figure B shows the structure of the

@ File Server

Client

Firewall

5] o
] ]

(€] [cla  [C]m [C]n

Fig. 6. Structure of Exemplary Network Topology

exemplary network topology. There are three separated segments, each of it
instrumented with one file server and some client machines. Between two of
these segments, there is a packet filter installed to form a protected area for the
hosts x, y, and z. A three port application firewall is used to connect two of the
segments as well as to allow a restricted connectivity to the internet.

Definition of Domains. In order to describe areas of responsibility, domains
are identified and defined. Each component is associated to one single domain.
Components can be hosts, but also coupling devices like bridges, routers or,
in this case, firewalls and packet filters. The fictitious company is divided into
three major departments: production, sales and finance. As shown in Fig. B
domains are arranged according to these organizational units. In addition, a
company domain is introduced, which exports definitions and NAPs for the whole
company. Note, that there is no need for the logical classification to correspond to
the physical topology of the network. But in order to fulfill the desired security
requirements it would be necessary to take additional actions, if there is no
correspondence. All components with security mechanisms are supplemented by
SEs, as described in Sec. B8 The packet filter can be seen as one SE, while
the three port firewall is separated in a combination of three SEs connected
by an internal backplane. Due to the fact, that all file servers (named c, o
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Security Enforcer

Fig. 7. Definition of Domains with Associated SEs

and z) have management mechanisms for access control, these mechanisms (e.g.
/etc/exports file) can be instrumented the same way by introducing an SE for
each of them. And finally, the security mechanisms of the UNIX client named x
can be controlled individually by an SE related to the /etc/inetd.sec file. For
each domain, the NAP server functionality is installed, which makes the NAP
available to all SEs inside of this domain. Each SE requests the parts of the NAP
relevant to its security mechanism periodically or on demand.

Grouping and NAPs. Users, services and hosts are grouped to simplify the
definition of the NAP. Each domain defines a set of users, which can be mod-
ified by local administrators. Groups are defined for server machines (srv) and
workstations (ws). Only the group names are exported and visible to other NAP
servers.

In Fig.H, the domain company exports groups needed for the whole company,
e.g. all components that belong to the company (comp.hosts). Furthermore, a
group internet.hosts is defined, which represents the rest of the internet. In
this example, the NAP of the domain company defines the right for all worksta-
tion users to contact any host in the internet using the telnet service. When such
a traffic occurs, log actions of the class internet-access are takerll. But looking
at the NAP of the domain finance shows that this traffic is restricted so that
in the domain finance only users of the domain finance may use telnet and only
from host y. This is no contradiction: Both involved domains must allow the traf-
fic. In addition access to the file server z using NFJl or SMBH is allowed only for
the group fina.ws. This traffic type shall be logged as intra-domain-traffic.

As shown, a global defined NAP from domain company can be restricted by
local administrators to satisfy their local needs for enhanced security. And to

5 What information is logged depends on the configuration of the individual SEs.
" NFS, Network File System
8 SMB, Server Message Block
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DOMAIN company
EXPORT
comp.admin, comp.hosts, comp.netsve, internet.hosts, telnet
DEFINE
comp.users = { prod.users, sale.users, fina.users }
comp.admin = { prod.admin, sale.admin, fina.admin }
comp.ws = { prod.ws, sale.ws, fina.ws }
comp.srv = { prod.srv, sale.srv, fina.srv }
comp.hosts = { comp.ws, comp.srv }
comp.netsve = { nfs, smb }

ACCESS
allow from comp.users@comp.ws service telnet to internet.hosts log internet-access

DOMAIN production | | DOMAIN finance

EXPORT EXPORT
prod.users fina.users, fina.srv, sina.ws
prod.srv, prod.ws DEFINE

dm-users = { Smith, ...}, dm-admin = { Wilson }
dm-ws = { x,y }, dm-server ={z}

DOMAIN sales ACCESS

EXPORT allow from fina.users@y service telnet to internet.hosts
sales.users log internet-access
sales.srv, sales.ws allow from fina.ws service comp.netsvc to fina.srv

log intra-domain-traffic

Fig. 8. Exemplary Network Access Policies

define the NAP the local administrator just needs to know the names of the
groups exported by other domains.

Everyday management tasks. In opposite to the fact, that the configura-
tion of systems and networks is not static, the SE based architecture makes it
simple to configure different kinds of security mechanisms by just adopting the
relevant NAP description. The SEs then automatically reconfigure the related
mechanisms. This is shown by some exemplary change scenarios:

New Employee in Domain Finance. When a new employee is taken in the finance
department, the local administrator has to add the user data to the description of
the new account in the domain finance and the group fina.users is extended
by the new name. Now the user is known to the system, and the configuration
adapts to it. The firewall proxy and the other security mechanisms become aware
of the new user and allow him to login from host y to the internet.
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New Client Host. A new host w is installed in the finance department. A descrip-
tion of the host is entered and it is assigned to the group fina.ws. As in the
example above, the different SEs adopt their configuration according to the new
group description to allow the traffic. So the fileserver of the finance department
now allows to access files from the new workstation.

New security mechanism. As a consequence of a security analysis, the packet
filter between domain finance and sales is replaced by a second application
firewall in order to stronger restrict access from inside the company. Using the SE
architecture, there is no manual configuration necessary, because the SE get’s its
NAP from the server and transforms the description to the configuration needed
for the specific firewall. SEs even can be changed or rearranged to accommodate
the security needs without being reconfigured. But keep in mind, that an SE can
only introduce that level of security that is reached by the underlying security
mechanism.

4 Conclusions

We have presented a model for the efficient and effective security management
of large networks. The domain concept allows to partition the network in do-
mains which are coupled only loosely. We introduced a visibility concept for
management information that gives an administrator a restricted view of the
network that contains only the required information. From a security policy
description that is rather independent of the mechanisms used to enforce it,
their configuration can be derived automatically. While the basic idea of policy
based management is known in the literature [, we have developed a concrete
concept.

Future work will — beside the implementation of management tools and PTUs
— be to analyze the impact of relaxing the trust relationship assumption between
domains. This involves two aspects: What information a domain wants to export
to which domain, and what kind of information a domain is willing to accept
from another domain.

Our approach does not exclude the use of priorities: They could be used for
the specification of the domain specific NAPs. Ambiguous entries that can be
resolved through their priorities could be allowed. Unfortunately such concepts
make it difficult for an administrator to understand the specified policy.

Of course the management system itself has to be secured against attacks. It
is a very interesting starting point for the attack of a network because the secu-
rity mechanisms can be made functionless quite easily when their management
system is corrupted. This aspect is not unique to our approach. Every security
management system must be secured carefully.

Furthermore an analysis and planning tool would be very useful that helps a
network planer to decide what security mechanisms are needed at what places.
It could analyze which parts of the network access control policy are enforced
by the current configuration and which are not. Such a tool can support the
planning and analysis even if our management approach is not used.
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Abstract. We use the Web Spoofing attack reported by Cohen and also
the Secure Internet Programming Group at Princeton University to give
a new method of achieving covert distributed computing with Java. We
show how Java applets that perform a distributed computation can be
inserted into vulnerable Web pages. This has the added feature that users
can rejoin a computation at some later date through bookmarks made
while the pages previously viewed were spoofed. Few signs of anything
unusual can be observed. Users need not knowingly revisit a particular
Web page to be victims.

We also propose a simple countermeasure against such a spoofing attack,
which would be useful to help users detect the presence of Web Spoofing.
Finally, we introduce the idea of browser users, as clients of Web-based
services provided by third parties, “paying” for these services by running
a distributed computation applet for a short period of time.

1 Introduction

There are many problems in computer science which may be solved most easily
through the application of brute force. An example of such a problem is deter-
mination of the key used to encrypt a block of data with an algorithm such
as DES (Data Encryption Standard). The computer time required could be ob-
tained with the full knowledge and cooperation of the individuals controlling the
resources, or covertly without their knowledge by some means. A past suggestion
for the covert accomplishment of tasks such as this involved the use of computer
viruses to perform distributed computations [H].

Java is a general purpose object-oriented programming language introduced
in 1995 by Sun Microsystems. It is similar in many ways to C and C++. Pro-
grams written in Java may be compiled to a platform-independent bytecode
which can be executed on any platform to which the Java runtime system has
been ported; the Java bytecodes are commonly simply interpreted, however speed
of execution of Java programs can be improved by using a runtime system which
translates the bytecodes into native machine instructions at execution time. Such
systems, incorporating these Just-in-time (JIT) compilers, are becoming more
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common. The Java system includes support for easy use of multiple threads of
execution, and network communication at a low level using sockets, or a high
level using URL objects [H].

One of the major uses seen so far for Java is the creation of applets to provide
executable content for HTML pages on the World Wide Web. Common Web
browsers such as Netscape Navigator and Microsoft Internet Explorer include
support for downloading and executing Java applets. There are various security
restrictions imposed upon applets that are intended to make it safer for users to
execute applets from unknown sources on their computers. One such restriction
is that applets are usually only allowed to open a network connection to the
host from which the applet was downloaded. A number of problems with Java
security have been discovered by various researchers [{] [H].

Java could also be applied to performing a distributed computation. Java’s
straightforward support for networking and multiple threads of execution make
construction of an applet to perform the computing tasks simple. The possibility
of using Java applets to covertly or otherwise perform a distributed computation
is discussed by several researchers [ [ [@ pp. 112-114] [§].

There have been no suggestions, however, as to how this might be accom-
plished without requiring browser users to knowingly visit a particular page or
Web server at the beginning or sometime during the course of each session with
their Web browser, so that the applet responsible for performing the computa-
tion can be loaded. This paper describes how the Web spoofing idea described
by the Secure Internet Programming Group at Princeton University can be used
to pass a Java applet to perform a distributed computation to a client. The
advantage is that clients do not have to knowingly (re)visit a particular site
each time, but may rejoin the computation through bookmarks made during a
previous session.

There will be some indications visible in the browser when rejoining a compu-
tation through a bookmark that the user has not reached the site they may have
been expecting; however, these signs are small, and the authors believe, mostly
correctable using the same techniques as employed in a vanilla Web Spoofing
attack.

2 About Web Spoofing

Web Spoofing was first described briefly by Cohen [H]. The Web Spoofing attack
was later discussed in greater detail and elaborated upon by the Secure Internet
Programming Group at Princeton University [B]. Among other contributions,
the Princeton group introduced the use of JavaScript for the purposes of con-
cealing the operation of the Web Spoofing attack and preventing the browser
user from escaping from the spoofed context. JavaScript is a scripting language
that is supported by some common Web browsers. JavaScript programs may be
embedded in an HTML page, and may be executed when the HTML page is
loaded by the browser, or when certain events occur, such as the browser user
holding the mouse pointer over a hyperlink on the page.
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The main application of Web Spoofing is seen as being surveillance, or per-
haps tampering: the attacking server will be able to observe and/or modify the
Web traffic between a user being spoofed and some Web server, including any
form data entered by the user and the responses of the server; it is pointed out
that “secure” connections will not help — the user’s browser has a secure con-
nection with the attacking server, which in turn has a secure connection with
the server being spoofed [H].

Web spoofing works as follows: when an attacking server www.attacker.org
receives a request for an HTML document, before supplying the document every
URL in the document is rewritten to refer to the attacking server instead, but
including the original URL in some way — so that the attacking server is able
to fetch the document that is actually desired by the browser user. For example,

http://www.altavista.digital.com/
might become something like:
http://www.attacker.org/f.acgi?f=http://www.altavista.digital.com/

There are other ways in which the spoofed URL may be constructed. The Prince-
ton group gives an example [H].

The first part of the URL (before the ‘?’) specifies a program that will be
executed by the server. This is a CGI (Common Gateway Interface) program.
For those not familiar with CGI programs, the part of the URL following the ‘7’
represents an argument or set of arguments that is passed to the CGI program
specified by the first part of the URL. More than one argument can be passed
in this way — arguments are separated by ampersand (‘&’) characters.

So, when the user of the browser clicks on a spoofed URL, the attacking server
is contacted. It fetches the HTML document the user wishes to view, using the
URL encoded in the spoofed URL, rewrites the URLs in the document, and
supplies the modified document to the user. Not all URLs need be rewritten to
point at the attacking server, only those which are likely to specify a document
containing HTML, which is likely to contain URLs that need to be rewritten.
In particular, images do not generally need to be spoofed. However, as many
images would be specified using only a partial URL (relative to the URL of the
HTML page containing the image’s URL), the URLs would need to be rewritten
in full, to point at the appropriate image on the server being spoofed.

There will be some evidence that spoofing is taking place, however. For ex-
ample, the browser’s status line and location line will display rewritten URLs,
which an alert user would notice. The Princeton group claim to have succeeded
at concealing such evidence from the user through the use of JavaScript. Using
JavaScript to display the proper (non-spoofed) URLs on the status line when
the user holds the mouse pointer above a hyperlink on the Web page is straight-
forward in most cases; using JavaScript to conceal the other evidence of spoofing
is less obvious.

In the course of implementing a program to perform spoofing, we have ob-
served that some pages using JavaScript do not seem amenable to spoofing, es-
pecially if the JavaScript itself directs the browser to load particular Web pages.
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It seems that the JavaScript has difficulty constructing appropriate URLs if the
current document is being spoofed, due to the unusual form of the spoofed URLs.

We have implemented only the spoofing component of the attack, as well as
the simplest use of JavaScript for concealment purposes, that of displaying non-
spoofed URLs on the browser status line where necessary, for the purposes of
demonstration; the aspects of the attack that provide more sophisticated forms of
concealment were not implemented. We believe that the work on concealment of
the Web Spoofing attack done by the Princeton group can profitably be applied
to concealing the additional evidence when using Web spoofing to perform a
distributed computation.

2.1 Some HTML Tags to Modify

Any HTML tag which can include an attribute specifying a URL may poten-
tially require modification for spoofing to take place. Common tags that require
modification include:

— Hyperlinks, which are generated by the HREF attribute of the <A> tag. A new
HTML document is fetched and displayed when one of these is selected by
the user.

— Images displayed on an HTML page are specified using the <IMG> tag. Its
attributes SRC and LOWSRC, which indicate from where the browser is to fetch
the image data, may require adjustment if present.

— Forms into which the user may enter data are specified using the <FORM>
tag. Its ACTION attribute can contain the URL of a CGI program that will
process the data entered by the user when the user indicates that they wish
to submit the form.

— Java applets are included in an HTML page using the <APPLET> tag. Since
applets are capable of communicating through a socket connected to an arbi-
trary port on the applet’s server of origin, the applet should be downloaded
directly from that server. The default otherwise is to obtain the applet’s
code from the same server as supplied the HTML page containing the ap-
plet. An applet’s code can be obtained from an arbitrary host on the Internet,
specified using the CODEBASE attribute. For spoofing to function properly in
the presence of Java applets, the CODEBASE attribute must be added if not
present. Otherwise, it must be ensured that the CODEBASE attribute is an
absolute URL.

These are just a few of the more common tags with attributes that require
modification to undertake a spoofing attack.

3 Application of Web Spoofing to Distributed Computing

The Secure Internet Programming Group suggest that Web Spoofing allows tam-
pering with the pages returned to the user, by inserting “misleading or offensive
material” [B]. We observe that the opportunity to tamper with the pages allows
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a Java applet to perform part of a distributed computation to be inserted into
the page. Tampering with the spoofed pages in this manner and for this purpose
has not been previously suggested.

As Web pages being spoofed must have their URLs rewritten to point at the
attacking server, it is a simple matter to insert the HTML code to include a Java
applet into each page in the course of performing the other modifications to the
page. The Java applet can be set to have only a small “window” on the page,
which makes it difficult for users to detect its presence on the Web pages that
they view.

When the browser encounters a Java applet for the first time during a session,
it usually starts Java, displaying a message to this effect in the status line of
the browser. It may be possible to conceal this using JavaScript if necessary
(although this has not been tested); however, if Java applets become increasingly
common and therefore unremarkable, concealment may be deemed unnecessary.

Users may bookmark spoofed pages during the course of their session. If
this occurs, the user will rejoin the computation when next that bookmark is
accessed. Rather than knowingly (re)visiting a particular site to acquire a copy of
an applet, the user unknowingly contacts an attacking server which incorporates
the applet into each page supplied to the user.

A site that employed distributed computing with Java applets and Web
spoofing could potentially be running applets not only on machines of browser
users who visit the site directly, but also on the machines of users who visit a
bookmark made after having directly visited the site on some previous occa-
sion. Thus, the “pool” of users who could be contributing to a computation is
not limited to those that directly visit the site, as it is with other approaches
to covert distributed computing with Java. For example, consider a Web server
that receives on average 10,000 hits/day. If the operators of the Web server
elect to incorporate an applet to perform distributed computation in each page
downloaded from the server, they will steal some CPU time from an average
of 10,000 computers each day. However, by using Web spoofing as well, on the
second day after starting the spoofing attack and supplying the applet, CPU
time is being stolen from the (on average) 10,000 users who knowingly (re)visit
the site, and also from users who have visited the site on the previous day and
made bookmarks to other sites subsequently visited.

The level of load on the attacking server can be controlled by redirecting
if necessary some requests directly to the actual server containing the resource,
foregoing the opportunity to perform Web Spoofing, and of stealing computation
time from some unsuspecting browser user, but keeping the load on the server
at reasonable levels.

An attacker might decide to increase the likelihood of bookmarks referring to
spoofed pages by modifying a Web search engine to return answers to queries that
incorporate spoofed links, but not require the search engine itself to participate
in the spoofing (of course, if the pages of an unmodified search engine are being
spoofed when a search is performed, rewriting of the URLs in the response will
take place automatically).
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The user’s Web browser will display a URL in its location line which exhibits
the presence of spoofing when revisiting a bookmark made of a spoofed page;
however, the authors believe that this may be concealed after the page has com-
menced loading using JavaScript, although again this has not been implemented.

3.1 An Implementation

For reasons of simplicity, the Web spoofing attack for the purposes of demon-
stration was implemented using a CGI program. An off-the-shelf Web server was
used to handle HTTP requests.

The applet to demonstrate the performance of a simple key cracking task was
of course implemented in Java. The program which kept track of which subprob-
lems had been completed (without finding a solution) and that distributed new
subproblems to client applets was also written in Java (the “problem server”).

Client applets use threads, one for performing a computation, another for
communicating with the server to periodically report the status of their partic-
ular computation to the problem server. Periodic reporting to the server guards
against the loss of an entire computation should the client applet be terminated
before completion of the entire computation, for example, by the user exiting
the Web browser in which the applet is being run.

The thread performing the computation sleeps periodically, to avoid using
excessive resources and so unintentionally revealing its presence.

The problem server keeps records using the IP numbers of the computers on
which a client applet is running, and will allow only one instance of an applet
to run on each computer, to avoid degrading performance too noticeably. A new
client applet will be permitted to commence operations if some amount of time
has elapsed without a report from the original client applet.

4 Countermeasures?

4.1 Client-side Precautions

Obviously, disabling Java is an excellent way for a user to ensure that he or she
does not participate unwillingly in such an attack, as the Java applet to perform
the computation will be unable to run. The disadvantage of this approach is that
applets performing services of potential utility to the user will also not be able
to run.

The merits of disabling JavaScript are briefly discussed by the Princeton
group []. This prevents the Web spoofing from being concealed from the clients.
How many clients would take notice of the signs is an interesting question, espe-
cially given that in the future clients may have become accustomed to the use of
strange URLs such as those produced by a Web spoofing program, as there are
several sites providing legitimate services with a Web spoofing-style programl.

! “The Anonymizer”: see http://www.anonymizer.com/ [H; the “Zippy Filter”: see
http://www.metahtml.com/apps/zippy/welcome.mhtml [H]; the “Fool’s Tools” have
been used to “reshape” HTML: http://las.alfred.edu/ pav/fooltools.html.



54 Jeffrey Horton and Jennifer Seberry

4.2 Server-side Precautions

During the preparation of a demonstration of the approach to distributed com-
puting with Java described here, it was observed that there were some sites whose
pages included counters of the number of times that a site had been visited, and
links to other CGI programs, all of which failed to produce the expected re-
sults when the page containing the counter, or link to CGI program, was being
spoofed. Note that a page visit counter is commonly implemented by using a
CGI program through an <IMG> HTML tag.

The problem was eventually traced to an improperly set Referer: field in the
HTTP request sent by the spoofing program to fetch an HTML page from the
server being spoofed. The Referer: field that was originally being sent included
a spoofed URL.

The Referer: field of an HTTP request is used to specify the address of
the resource, most commonly a Web page, that contained the URL reference
to the resource which is the subject of the HT'TP request, in cases where the
URL reference was obtained from a source that may be referred to by a URL;
this field would be empty if the source of the request was the keyboard, for
example [H] [E3].

The value of the Referer: field can be checked by a CGI program to deter-
mine that a request to execute a CGI program comes only from a URL embedded
in a specific page, or a set of pages. This prevents easy misuse or abuse of the
CGI program by others.

An implementation of distributed computing with Java in the manner de-
scribed in this paper would want to keep the amount of data passing through
the attacking server as small as possible, to minimise response time to client re-
quests, and so that the number of clients actively fetching pages and performing
computations could be maximized. To achieve this, only URLs in pages which
are likely to point at an HTML document (whose URLs will need to be rewritten,
so that the client continues to view spoofed documents) are rewritten to point
at the spoofing server — all other URLs, specifically URLs in HTML <IMG> tags
are modified only so that they fully specify the server and resource path; they
are NOT spoofed.

It is easy enough for the attacking server to adjust the Referer: field so that
it has the value which it would normally have were the page not being spoofed.
However, this does not help with the fetching of non-spoofed resources such as
images — the attacking server never sees the HT'TP request for these resources.
So the Referer: field will not be set as the spoofed server would expect.

So we propose that an effective countermeasure against a spoofing attack
for the purpose of performing a distributed computation is for Web servers to
check the Referer: field for images and other resources that are expected to be
always embedded in some page being served by the Web server for consistency;
that is, the Referer: field indicates always that the referrer of the document is
a page served by the Web server. Usually it should be sufficient to verify that the
address of the Web server that served the page which contained the URL for the
resource currently being served is the same as the Web server asked to serve the
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current request. The Web server could refuse to serve a resource if its checks of
the Referer: field were not satisfied, or display an alternative resource, perhaps
attempting to explain possible causes of the problem.

While checking the Referer: field and taking action depending on its con-
tents does not prevent an attack from taking place, it does mean that unless all
the images contained on a page are also spoofed there will be gaps where a Web
server has refused to serve an image because its checks of the Referer: field
have failed. Given the high graphical content of many Web pages, it is unlikely
that a user would wish or be able to persist in their Web travels while the pages
were being spoofed. Either they would find a solution or stop using the Web.
Spoofing all the images would increase the amount of data processed by the
spoofing server, which as a result would greatly limit the number of clients who
could be effectively spoofed at the one time.

Unfortunately, at this time there are some inconsistencies in the way in which
different Web browsers handle the Referer: field. Common Web browsers like
Netscape Navigator and Microsoft Internet Explorer appear to provide Referer:
fields for HT'TP requests for images embedded in Web pages, for example. Other
less widely used browsers, such as Apple Computer’s Cyberdog, do not do so.

It should be noted that this countermeasure would be most effective in pro-
tecting users if many of the Web servers in existence were to implement this
sort of check. A site could, however, implement this countermeasure to help en-
sure that users of that particular site were likely to detect the presence of Web
spoofing.

5 Computing for Sale

It is not unusual to find that a Java applet that performs a distributed compu-
tation is classed as a “malicious” applet [@ pp. 113-114] [E]. The computation
is undesirable because the user is not aware that it is being performed.

On the other hand, it is not difficult to imagine a large group of users donat-
ing some of their computer time to help perform a long computation. Examples
include efforts to crack instances of DES or RC5 encrypted message;, or finding
Mersenne Primedl. Using Java for this sort of purpose avoids many troublesome
issues of producing a client program for a variety of different computer plat-
forms; there is, however, currently a heavy speed penalty that must be paid,
as Java is not as efficient as a highly-tuned platform-dependent implementation.
Improvements in JIT compilers, mentioned earlier, will help to reduce this speed
penalty, but will not eliminate it entirely.

We introduce the idea of “Computing for Sale” — that sites which provide
some form of service to clients could require that clients allow the running of a
Java applet for some fixed period of time as the “price” for accessing the service.
An excellent example of a service to which this idea could be applied is that of
a Web search engine, or perhaps an online technical reference library or support

2 See http://www.distributed.net/
3 See http://www.mersenne.org/
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service. Clients that are unable or unwilling to allow the Java applet to run so
that it may perform its computation could be provided with a reduced service.
For example, a client of a Web search engine who refused to run the applet
could be provided with E-mail results of their query half an hour or so after
query submission rather than immediately. This provides an incentive for clients
to allow computation applets to perform their tasks.

It would be possible for a service to deny access or provide only a reduced
service to a client whose computation applets consistently fail to report results
for some reason, such as being terminated by the client.

In the interests of working in a wide variety of network environments, ap-
plets used for this purpose should be able to communicate with the server using
methods apart from ordinary socket connections, such as, by using Java’s URL
access capabilities, HTTP POST or GET messages [ii]. For example, a firewall
might prohibit arbitrary socket connections originating behind the firewall but
permit HTTP message traffic.

The service provider would be able to sell computation time in much the
same way as many providers sell advertising space on their Web pages. Some
clients of such services might prefer to choose between an advertising-free service
which requires that client assist in performing a computation, and the usual
service loaded with advertising, but not requiring the client to assist with the
computation by running an applet.

6 Conclusion

There are many problems in computer science which can best be solved by the
application of brute force. An example is the determination of an unknown cryp-
tographic key, given some ciphertext and corresponding plaintext. Distributed
computing offers a way of obtaining the necessary resources, by using a portion
of the CPU time of many computers.

Such a project can either be conducted with full knowledge and cooperation
of all participants, or covertly. There have been some suggestions that applets
written in Java and running in Web browsers might perform covert distributed
computations without the knowledge of browser users, but requiring browser
users to knowingly visit a particular site.

We observe that Web Spoofing offers a way of not only adding Java applets to
perform covert distributed computations to Web pages, but also of increasing the
likelihood of past unwitting contributors contributing again when they revisit
bookmarks made during a prior spoofed Web browsing session.

Some simple measures which make a successful attack more difficult and less
likely have been examined. These include disabling Java. We also proposed that
servers examine the Referer: field of HIT'TP requests, and refuse to serve the
object, or serve some other object explaining the problem, should the Referer:
field not be consistent with expectations.

We introduced the idea of browser users “paying” for access to services and
resources on the Web through the use of their idle computer time for a short
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period. Service providers could then sell these CPU resources in the same way as
advertising is now sold, and may feel it appropriate to offer an advertising-free
service for users who “pay” using their computer’s idle time.
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Abstract. In this paper differential cryptanalysis of a secret-key block
cipher based on mixing operations of different algebraic groups is treated.
The results show the cipher is resistant to differential attack.

1 Introduction

A secret-key block cipher is proposed in [M]. The computational graph for the
encryption process of the proposed cipher is shown in Fig.1 (complete first round
and output transformation).

The cipher is based on the same basic principle as IDEA [l]: mixing oper-
ations of different algebraic groups. It encrypts data in 64-bit blocks. A 64-bit
block plaintext goes in one end of the algorithm,and a 64-bit block ciphertext
comes out the other end. The cipher is so constructed that the deciphering pro-
cess is the same as the enciphering process except that the order of their key
subblocks are different (see @] and [H]).

The user-selected key of the cipher is 128 bits long. The key can be any 128-
bit number and can be changed at any time. The 28 key subblocks of 16 bits
used in the encryption process are generated from the 128-bit user-selected key.
In its key schedule, the cipher is utilized to confuse the 128-bit user-selected key
so as to produce the “independent” key subblocks.

Only small-scale test of the cipher against differential attack is treated in [&.
The results of the test show the cipher with 8-bit block is resistant to differential
attack and even stronger than IDEA.

In this paper, differential cryptanalysis of the cipher with full size 64 bits is
treated. The results show the cipher is also resistant to differential attack.

2 Differential cryptanalysis of the cipher

One of the most significant advances in cryptanalysis in recent years is differential
cryptanalysis (see [@], [B] and [A]). In this section, differential cryptanalysis attack
to the cipher is considered.

C. Boyd and E. Dawson (Eds.): ACISP’98, LNCS 1438, pp. 58-ll 1998.
© Springer-Verlag Berlin Heidelberg 1998
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X X X5 X,
2z 2 Zhd

f —G%

one round

. 5 more rounds

output
ZL ZF A ZI-Btransformation

Y Y; Y3 Yy

X, 16-bit plaintext subblock

Y;: 16-bit ciphertext subblock

Z]: 16-bit key subblock

D: bit-by-bit exclusive-OR. of 16-bit subblocks
: addition modulo 2! of 16-bit integers

(®: multiplication modulo 2'6 + 1 of 16-bit inte-

gers with the zero subblock corresponding to
216

Fig.1. Computational graph for the encryption process of the cipher.

2.1 Markov ciphers

For the cipher, the difference of two distinct 64-bit blocks X and X* is appro-
priately defined as AX = X € X*, where € denotes bit-by-bit exclusive-OR, of
64-bit blocks. The appropriateness stems from the following fact:

Proposition 1. The proposed cipher is Markov cipher under the definition of
difference as AX = X P X*.

Proof. As far as one round of the cipher is concerned, we suppose (X, X*) is a
pair of distinct plaintexts. (Y,Y™) is the pair of corresponding outputs of the
round. Subkey Z of the round is uniformly random.
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Assume S=XP Z, Y = f(5),S* =X*"P Z,Y* = f(5*), then
AS=SP S =XPX*=AX
Because

AY =Y QY = f(9) D f(5) = f(5) D F(ASD S)
AY does not depend on X when AS and S are given. Therefore

Prob(AY =0 | AX =a, X =7)
=Prob(AY = | AS =0, X =7)
=> Prob(AY =3,S=A| AS=a,X =7)

X
=> Prob(AY = | AS =0, X =v,5 =N)Prob(S=X| AS =0, X =7)
X
=Y Prob(AY = 3| AS =«,S = \)Prob(Z =P ~)
)
=27045" Prob(AY = 3| AS =, S = ))
)

The above probability is independent of . Consequently, the cipher is Markov
cipher.

The strength of an iterated cryptosystem is based on the “hope” that a cryp-
tographically “strong” function can be obtained after iterating a cryptographi-
cally “weak” function enough times. For Markov ciphers, one has following facts
(see W] and [H]).

Theorem 1. A Markov cipher of block length m with independent and uni-
formly random round subkeys is secure against differential cryptanalysis after
sufficiently many rounds if

lim P(AY(r) = §| AX =a) = 1/(2™ — 1) . 1)

r—00

for alla £ 0,8 # 0.

The lower bound on the complexity of differential cryptanalysis of an r-round
cipher is

1
C’omp( ) > 2/(pma1: - om _ 1) . (2)
where
J— maxmgxxP(AY(r -1)=p0]|AX =aq) (3)
When p/- L ~ 2m 7, the actually used subkey can not be distinguished from

the other possible subkeys no matter how many encryption are performed, so
that the attack by differential cryptanalysis can not succeed.
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2.2 Differential cryptanalysis of elementary components

The round function of the cipher is chiefly made up of the four same elementary
components — Addition-Multiplication-XOR structures (shown in Fig.2).

X

Fig.2. Computational graph of the AMX structure.

As it appears difficult to analyze AMX structure, we reduce AMX structure
to M structure. Based on the characterization of AMX structure, we define the
differences of input/output of M structure as shown in Fig.3.

X, =X Xy PXo = X5E1Xo
(X1, X7) ® (X2, X3)
(Y, V")
Y =Y*@Y

Fig.3. The definition of differences of input/output of M structure.

In order to find the one-round differentials with highest probabilities of the
cipher, we should make sure the probabilities of some useful differentials of M
structure. The reason why these differentials are useful will be known in next
section.

Prob(6Y =0[0X; = 0,9X; =2'%) =0 (4)
Proof. Under condition of 6X; = X; € X7 =0,
Y = (XfOX3)PX1 OX2) =0
U
XiOX;=X10X
U
X; =X,

This is in contradiction with ¥ Xs = X3["1X5 = 2'°. As a result, the above
conditional probability is equal to zero.

In the same way, we can know

Prob(6Y = 0|6X; = 251X, = 0) =0 (5)
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The following probabilities of differentials are worked out on basis of exhaus-
tive experiments on computer.

Prob(6Y =2'5|6X, = 0,9 Xy = 21%) =271° (6)
Prob(3Y = 26X, = 2% Xy =0) =271 (7)
Prob(6Y = 00X, = 2'%, ¢ Xy = 21%) =271° (8)
Prob(3Y =2|6X, = 2% Xy =2'%) 271 (9)

2.3 One-round differentials with highest probabilities of the cipher

An exhaustive search for probable differentials was carried out on “mini ver-
sion” of the cipher with block size 8 bits. The results show that the one-round
differentials (AX, AY') with the highest probabilities are usually of the following
form:

((A13A23A33A4)a(BlaBQaBSaB4)) AZaBZ € {Oa anl} (10)
where n = 2. The phenomenon results from the fact:

XX =0+ XPpX =0 (11)

XEXx* =2"! o= X@PX* =271 (12)

where X, X* € F'(n = 2,4, 8, 16).

In previous section, for the cipher, the difference of two distinct 64-bit input
blocks X and X* was appropriately defined as AX = X @ X*. However, for
the M structure, in view of particularity of AMX structure, the difference of
two distinct 32-bit input blocks (X1, X2) and (X7, X5) had to be defined as
(X7 P X1, X3[-1X5), where X;, X are 16-bit blocks. Therefore, a conflict is
brought about.

The differentials of (10) eliminate the contradiction considering that both
(11) and (12) are held. So do the differentials of (10) when n=4,8,16.

Statistical experiments for the cipher with full size 64 bits show that the one-
round differentials that take on (10) also usually have the greatest probabilities.
Based on this statistical evidence and on other properties of the cipher, we con-
jecture that there is no other differential that has significantly higher probability
for the cipher.

In order to seek out the one-round differentials with the greatest probabilities
of (10), we calculate the transition probability matrix of the input differences
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(A1, Ag, A3, Ay) to the output differences (B, Ba, Bs, Bs) of round function of
the cipher,where A;, B; € {0,21%}. It is as follows:

00p>p*0 00 0000O0pP*0 0]
0p*00000000p>0 000
00000p>000p*0p*000
0000p 0000000D0O0O0OD
pP»0 0000000000000
0p*0000p 00 0p>0 000
00p>p* 0000000000 O
[I=]{0000000p*p* 0000 O0Op
0000000O0O0DpP 0p>000
00000p>000p*0p*000
000000D000DO0O0O0O0PO
00p*p> 0000000 O0PpP 00
0000000O0pP>0 000 0GP
000000O0pp> 0000 0P
[ 0p*0000p>000p>0 00 0|

The (i,j)-element of above matrix denotes the transition probability of the
input difference (ig2'%,41215,i215 i32'%) to the output difference (jp2'%,7;2%°,
J2215, 7321, where (igi1igiz) and (joj1j273) are the binary expressions of i and
j respectively. p = 2715,

Taking a careful view of above matrix, we conclude the following propositions:

Proposition 2. The probabilities of the most probable one-round differentials

of the cipher are approzimate to 2730,

Proposition 3. The transition probability matrix of the cipher is non- symmet-
rical.
Proposition 4. For the cipher,

Prob(AY (1) = B|AX = a) = Prob(AY (1) = Pr(a)|AX = Pr(8)) (13)

where AX, AY (1) denote the input difference of the cipher and the output dif-
ference of one round respectively. Pr represents the involutory permutation: for
all 16-bit subblocks Al, AQ, A3 and A4, P[(Al, AQ, Ag, A4) = (A3, A4, Al, AQ)

Proposition 5. The Markov chain AX, AY (1),---, AY(r) of the cipher is non-
periodic.
Proof. The reason is:

Prob(AY (1) = (0,0,2,0)|AX = (0,0,2'%,0) ~ 279 (14)
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2.4 2-round and 3-round differentials with the greatest probabilities

of the cipher

In order to find the 2-round and 3-round differentials with the greatest proba-

bilities of (10), we compute [J* and []* as follows:
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Although above matrixes are approximation of transition probabilities of 2-
round and 3-round differentials of (10), they show the distributed property of

the probabilities of the most probable 2-round and 3-round differentials of the

cipher to some extent.

According to the data in HQ, the probabilities of the most probable 2-round

differentials of (10) are approximate to 27°. On basis of the value and the results

of statistical experiments, we conjecture the probabilities of the most probable

2-round differentials of the cipher are less than 2746,
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Among the matrix HS, the greatest probability 2799 is very close to the
least probability 0. In other words, the probabilities of 3-round differentials of
(10) are very close to equal to each other. In view of this fact and the results
of statistical experiments, we conjecture all of the transition probabilities of 3-
round differentials of the cipher have already approached to 27%4. Based on the
conjecture and Theorem 2, we conclude the cipher with full size 64 bits is secure
against differential cryptanalysis after four rounds.

2.5 Evaluation of lower bound on the complexity of differential
cryptanalysis of the r-round cipher

For the cipher and IDEA with block size 8 bits, the greatest probabilities of
each round differentials of the cipher and IDEA, which are computed out by
exhaustive search method, are given in Table 1.

ROUND|THE CIPHER IDEA
1-round 0.2813 0.25

2-round 0.0635 0.1250
3-round 0.0157 0.0632
4-round 0.0067 0.0196
5-round 0.0045 0.0117
6-round 0.0041 0.0077

Tab.1. The greatest probabilities of i-round differentials of “mini version” of
the cipher and IDEA with block size 8 bits.

Based on Theorem 2 and Tab.1, for the cipher with block 8 bits, the lower
bound on the complexity of differential cryptanalysis of the 5-round mini cipher
is

Comp(5) > 2/(0.0067 — 1/255) > 2 x 256 (15)

This means that the complexity of attack to the 5-round mini cipher by dif-
ferential cryptanalysis is already greater than the number of plaintext/ciphertext
pair needed complete to determine the encryption function. IDEA(8) does not
reach the corresponding value until the seventh round.
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For the cipher with full size 64 bits, the lower bound on the complexity of
differential cryptanalysis of the 2-round cipher is

1
264 1

Comp(2) >2/(273 — )~ 231 (16)

The lower bound on the complexity of differential cryptanalysis of the 3-
round cipher is

1
264 1

Comp(3) > 2/(2746 — )~ 247 (17)

Because p3 .~ 2704 ~ ﬁ, the actually used subkey of the 4-round
cipher can not be distinguished from the other possible subkeys no matter how
many encryptions are performed, so that the attack to the 4-round cipher by
differential cryptanalysis can not succeed.

3 Conclusion

In above sections, differential cryptanalysis of a block cipher presented in [{] is
treated. The conclusions are as follows:

1. For the cipher with block size 8-bit, an exhaustive search for probable dif-
ferentials was carried out. The results show it is secure against differential
cryptanalysis after five rounds.

2. For the 2-round cipher with full size 64 bits, the greatest probability of one-
round differentials is approximate to 2739, The lower bound on the com-
plexity of differential cryptanalysis of the 2-round cipher is approximate to
231,

3. For the 3-round cipher with full size 64 bits, the greatest probability of 2-
round differentials is less than 2746, The lower bound on the complexity of
differential cryptanalysis of the 3-round cipher is approximate to 247.

4. For the 4-round cipher with full size 64 bits, the probabilities of 3-round
differentials is all approximate to 27%4. The actually used subkey of the 4-
round cipher can not be distinguished from the other possible subkeys no
matter how many encryption are performed, so that the attack to the 4-
round cipher by differential cryptanalysis can not succeed.

The block cipher with full size 64 bits attacked above by differential crypt-
analysis has six rounds total. Based on above conclusions, it is sufficient to be
resistant to the differential cryptanalysis attack.
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Abstract. Recently J. and R.M. Campello de Souza proposed a private-key
encryption scheme based on the product codes with the capability of correcting

a special type of structured errors. In this paper, we show that J. and R.M.
Campello de Souza’s scheme is insecure against chosen-plaintext attacks, and
consequently propose a secure modified scheme.

1 Introduction

In 1978, McEliece [1] proposed a public-key cryptosystem based on algebraic coding
theory. The idea of the cryptosystem is based on the fact that the decoding problem

of agenera linear code is an NP-complete problem. Compared with other public-key
cryptosystems [2,3], McEliece’s scheme has the advantage of high-speed encryption
and decryption. However, the scheme is subjected to some weaknesses [4,5]. R
and Nam [6,7] modified McEliece’s scheme to construct a private-key algebraic-code
cryptosystem which allows the use of simpler codes. The Rao-Nam system is stil
subjected to some chosen-plaintext attacks [7-10], and therefore is also insecur
Many modifications to Rao-Nam private-key cryptosystem were proposed [7,11,12].
These schemes are based on either allowing nonlinear codes or modifying the set
allowed error patterns. The Rao-Nam scheme using Preparata codes [7,11] wx
proven to be insecure against a chosen-plaintext attack [12]. The Rao-Nam schen
using burst-error-correcting codes, such as Reed-Solomon codes [6], was also prov
to be insecure [8]. The use of burst-error-correcting codes for private-key encryptior
was generalized elsewhere [13,14]. The idea of these two cryptosystems is based
the fact that the burst-correcting capacity of a binary linear block burst-error-
correcting code is, in general, larger than its random error-correcting capacitgt Sun
al. and Al Jabri [15,16] showed that these two schemes are insecure against chosen-

Thiswork was supported in part by the National Science Council, Taiwan, under contract NSC-
87-2213-E-324-003.
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plaintext attacks. In 1995, J. and R.M. Campello de Souza [17] proposed a private-
key encryption scheme based on product codes (CDS scheme in short). The idea of
their scheme is to use a product code which is capable of correcting a specia kind of
structured errors and then disguise it as a code that is only linear. This makes it unable
to correct the errors as well as their permuted versions.

In this paper, we first show CDS scheme is still insecure against chosen-plaintext
attacks. And then we propose a modified private-key cryptosystem based on product
codes, which is secure against the chosen-plaintext attacks proposed to break CDS
and other similar schemes.

This paper is organized as follows. In section 2, we give some basic preliminaries.
Sections 3 and 4, respectively, introduce CDS scheme, and analyze the security of
CDS scheme. In section 5, we propose a modified private-key cryptosystem based on
product codes, and analyze the security of the proposed scheme. In section 6, we
discuss the long-key problem in our scheme. Finally, we conclude the paper in
section 7.

2 Prdiminaries

Definition 1. The direct mapping with parameters r and s, denoted DM, ([}, is the

Dao,o o o B
one that maps the vector V = (v, ..., V) into the matrix A= 5 .

. . 0
%r -0 - ar -1s-1 EXS

SO

that a,; = Vv, fori=0,1,..,r-1j=0,1, .. sl

istj+l?
Definition 2: The vector E= (e, ...,&, ), & O the congruence class modulo g where
q is a positive integer, is said to be a biseparable error, denoted BSE, (r, s) if (i) its

nonzero components are nonzero distinct elements in the congruence class modulo g
and (ii) each row and each column of DM, ((E)contains, at most, one nonzero

component.

Note that the maximum weight of a BSE, (I, S) is W, = min (g-1, min(r, s)) and
the number of BSE'swith agiven weight wis

NBSEq(r,s) (W)ZCS_ll_l (r+1-i)(s+1-i).
1=1

Examplel: Letq=5r=3,s=4,E=(0,0,1,0,4,0,0,0,0,0, O, 3).

M 0 1 0O
Because DM ((E) = %4 0 0 OE , E isabiseparable error over GF(5).

B oo 3\,
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Theorem 1: A product code PC(N = (r +1)(s+1), k =rs, d =4) over GF(q),
whose constituent row and column codes are single parity-check codes C, (n, =r +1,
k,=r, d;=2) and C,(n,=s+1, k,=s, d,=2) respectively, can correct a
BSE, (r+1, s+1) of weight upto w,,, .

Proof: We assume that there exactly exists an error vector E which isa BSE, (r+1,
s+1) in the received word, R, and the (i, j)-th entry of DM ,, ,,(E) is a nonzero

element of GF(q), say e. Because no other error will be found in the i-th row of
DM ;.. (E) , we can detect an error e contained in the i-th row of DM, _,,(R) by

the single parity check codes C,. Similarly, we can detect an error e contained in the
j-th column of DM ,, .., (R) by the single parity check codes C,. Because the error
ein Eisunique, the error einthe (i, j)-th entry of DM _,, (., (R) can beidentified.

Note that product codes still work well in the congruence class modulo m, where m
is not a prime. Total number of the codes defined in Theorem 1 is NC =

(r+1)[s+1)rE)!. Inthefollowing, we give an example of PC(N =33, k=23, d =4)
over GF(5).

Example 2: We assume that the information word is M = (m,, m,, my, m,, mg, my),
where m O GF(5). The encoding rule is denoted by the matrix,

np p; Mg mgU
0 0
OP3 Pe Pa Psp

Hns p, my msHM

, where p,’s(1<i < 6) satisfy the following equations:

pp+m, +m, +m;=0 (mod>5),
p, +m; +m +m;=0 (mod5),
p; +m, +m;=0 (mod5),
p, +m, +m,=0 (mod 5),
ps + m; +m,=0 (mod 5), and
Ps + P, + P, =0 (mod 5).

Notethat ps + p;, + p, + ps = 0 (mod 5) also holdsif the above equations hold.

The codeword is C = (my, p;, M, My, P3, Pe. Pys Ps, My, P, M, M) We can also
use the concept of C = M G to denote the encoding procedure, where the generator
matrix of the code G =
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0000140041 00
14004100000 0
© 00001040 40 10
4100140000 07
000410014007
4010104000 0,

AssumeM= (3,2,0,1,4,2)andE=(0,0,1,0,4,0,0,0, 0, 0, 0, 3). From Example

1, weknow that E isa BSE; (3, 4). Thusthe received wordis

R=MG+E=(2,0,1,2,4,2,1,3,4,3,3,0)+(0,0,1,0,4,0,0,0,0,0, 0, 3)
=(2,0,2,2,3,2,1,3,4,3,3,3).

The decoding procedure need only put Rinto the matrix DM, , (R), find the errors by

checking these rows and columns, and remove the errors. The procedure of finding
errorsis demonstrated in the following.

@2 0 2 20
From R, we know that DM3V4(R):%3 o 1 3%

B 3 3 3G,

By checking these parity-check bits, we find that the first row contains one error 1,
the second row contains one error 4, the third row contains one error 3, the first
column contains one error 4, the third column contains one error 1, and the fourth
column contains one error 3. It is clear that the error vector (assumed to be a BSE; (3,

4))is (0,0, 1,0, 4,0,0 0,0, 0, 0, 3). Therefore, the errors can be found and
removed.

3 Campello de Souza’'s Scheme

In this section, we introduce the private-key encryption proposed by J. and R.M.
Campello de Souza. Their scheme is based on product codes introduced in the above
section.

Secret key: G is the generator matrix of aPC(n = (r +1)(s+1), k =rs, d=4)
over GF(q), Sis arandom kxk nonsingular matrix over GF(q), called the scrambling
matrix, and P is an nxn permutation matrix.

Encryption: Let the plaintext M be ag-ary k-tuple. Thatis, M =(m,,..., m,), where
m O GF(qg). The ciphertext Ciscalculated by the sender:
C=(MSG + E.yeyw)Ps Where E, iy 1S@ BSE, (r+1, s+1) of weight w.
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Decryption: Thereceiver first calculatesC’' = CP™ = M'G + E, ;i) Where M’

=MSand P istheinverse of P. Then the receiver removes the errors embedded in
C’ to obtain M’. At last, the receiver recovers M by computingM =M’ S™.

The encryption agorithm can be rewritten as C = (MSG+ E 45w )P = MG’ +
E' (yew Where G = SGPand E’ .y ciyw = EgragysiywP- The matrix G* can be

found by atype of attack called the Majority Voting Attack suggested in[7,9,14]. We
state this attack in the following. The cryptanalyst chooses a plaintext of the form M,

with only one 1 in theith position for i = 1, ..., k. He encrypts M, a number of times
and obtains an estimate of g’; , the ith row of the matrix G’, with a desired degree of

certainty. Repeating this step for i = 1, ..., k gives G’. Note that one who knows G’
cannot recover M because E’ ;) iSthe permuted verison of E gy -

The work factor for breaking this system is related with the number of product
codes. The total number of the product codes PC(n=(r +1)(s+1), k =rs,
d =4) isNC = (r+1)[{s+1)[rS)!. With G’ = SGP, the cryptanalyst must find, among
all NC matrices, one of the (r+1)![{(s+1)! matrices that can be used to decode the
corrupted received words (ciphertext). This means that the work factor is the size of

(r8)H(r! 8.

4 Cryptanalysis of CDS Scheme

In this section, we show that the errors embedded in the ciphertext can be removed
without knowledge of the permutation matrix P in CDS scheme. Thus M can be
computed by M = C(G’)", where (G’)* isthe inverse of G’. Therefore, CDS scheme
is not secure.

Because C = MG’ +E’ ;3511w @d G’ can be known from the analysis in section 3,
we can easily collect error patterns E’ 4. @ follows. Given a pair of plaintext
and ciphertext, (M, C), an error pattern E’ .,y .., CaN be computed by E’ 13y qi1yw
=C-MG'. Weassumethat E; .y =< €,€,, -y €, ..oy, € >a0d E' (1 ipy, =
<€,8,.,6,..,6 > Because E,.,yqywP =E iysmw Where P isapermutation
matrix, we write

Eiayspw P=<€,8,...6,..,6, >P

=< €& Gy G 2

=<e’e’,..,&",..,e, > wheret([}isaoneto-oneand onto function from {1, 2,
.., N} toitself.

)
n
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We define the checking set of g’ istheset CS(¢’) ={¢g’}0{ ¢ | ¢, and
&) ae in the same row or same column of DM, o1 (B .pyeyw) + @d the
complement of the set CS(g” ) istheset CS(e”)={ €, | &, and &, are neither in
the same row nor in the same column of DM, ; ..1(E;.ysimyw) }- Note that each
CY g’ ) hasr+s+1 elements and each Wq) hasrselements, i.e, [CY g’ )| =r+s+1
and |CS(g’)| = rs. For an error pattern E’ rsw = <8586 ., 8 >, if
g’ #0and ;" #0, we say that there exists arelation between ¢’ and e;" . Itisclear
that if ¢’ 20 and e’ #0, then ¢’ OCS(e,’) (i.e, ' 0 CHe;’)) and e’ OCS(g’)
(i.e, e’ OCYg")). Therefore, from an error pattern E’ ) q4y, With weight w, we

_ ww-1)
)= WD

can obtain (\év pairs of relations between €’ and e," . We assume that

each E’ ;. w OiVES Us a least one relation between g’ and e’ . Because the
total number of relationsis only (r+1)(s+1)rg/2, the expected average number of pairs
(M, C) required to collect all the sets CS(e’), 1< i <n, is about
((r+1)(s+1)rg/2)Ibg((r+1)(s+1)rs/2) [18]. Once all the sets CS(g’) are obtained,
CY(g’ ) can be determined. In the following, we give an example to show the sets
CY g’ ) and demonstrate how these sets can be used to remove the errors.

Example 3

Let Epy@iyw=< €,6,-6,..,€, >and hence

& & & g E
DM3,4(E(2+1)(3+1),W) = % & & &
B e & &

Assume P is a permutation matrix such that
E(2+1)(3+1),w P

=<e,8,...6,.,6, >P
=< € €21 iy Eraz) >

=< &.6.:60,8,6,6,,6,6,6,6,,6&,& >
=<8.6.6,6 6,66 66" ,6:,6,,8, >

We assumethat the setsCS( g’ )'s have been determined as follows:

CSe')+{e’ .&' & 6,,6,,6,'},CYe&’)={e’ &' ,6',8",8,,6,'},
CYeg')e'.&' 6" 6", 8",6,'},CIe’)={e’ 8", ,.6" 6", &'},
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CYe'){e’ &' 6.6 6" ,6,'},CY e’ ){e' & & 6" 6.8,
Cqe’')={e’ .&" " 8 & €'}, CY g’ )={e & € & €' &'}
CYe&')={e' e’ .8 e & 6}, Ce,){e & & 6 & &'},
CSe,){e'.e’,e',8"e,,6,'},CYe,')={ e .6 &' &' €, ,6,'}.

It is clear that if CS(g’ )nCYg;’)#0, C g’ )nCYg;’) denotes the set of
elements whose original positions in DM, ,(E;.qs) @€ in the same row (or
column). By observing the set CS(g’ )nC(g;’), we can find a parity-checking rule
in the ciphertext C. Let C = (c,,cC,,...,C,). Therefore, we can check if there is any
error embedded in those ¢; with respect tothe set CY(g’ )nCY(g;’). For example, if
CYeg' )nCY e, )={e’ e’ e, ,6,"}, we can check if there is any error embedded
intheset{ ¢, c,,c,,C,} by checking whether the value of c,+c,+c;;+c, (mod q)
is 0. If c¢+c,+c,+c,= 0 (mode @), no error is embedded in the set
{c.c,,cy,C}. If ¢+c,+c,+c, =a(mod g), where a 20, there exists an error a
embedded in the set { ¢, c,,C,,C,}. Notethat theset {e’,e’, e, ,€,'} can be
aso obtained from any of the following intersections: CYe,’)nCHe,’),

CYe,')nCHe,’), CY &’ )nCH&,’), CY&,')nCH &;,’), or CY &’ )nCH &,").

By comparing al pairs of CS(g’) and CY(eg;’), we can obtain other 6 parity-

checking rules as follows:

C4;+Cs+C+C =0 (mod q),

C;+CtCtCy =0 (modq),

C,+C+c,y, =0 (modq),

c,+c;+c, =0 (modQq),

Cs+CstCp, =0 (modo),

¢, +Cy+C, =0 (modq).

By these parity-checking rules, the errors can be identified and removed without
knowledge of the permutation matrix P. Note that these parity-checking rules are
equivalent to those in the product code with the generator matrix G.

In Table 1, we show the number of pairs (M, C) required to collect all setsCS( g’ )

for different product codes, i.e., the work factor to break CDS system. The parameter

g is not given because the value g don't influence the values of other parameters listed
here. Note that largeyprovodes longer plaintext and ciphertext (the information rate
is unchanged), and more number of biseparable errors which can be selected to
embedded in the ciphertext.
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Table1l. Number of pairsrequired to collect all sets CS( g’ ) for different product codes

r s |n=(r+1)(s+1) |k=rs |Info.Rate. [INC |Work Factor (# of Pairs
needed to collect all Cg" )

5 |5 |36 25 0.694 2% 2749

6 |6 |49 36 0.735 2 5982

7 |7 |64 49 0.766 2* 11537

8 [8 |81 64 0.790 2% 120374

9 |9 100 81 0.810 2% 133641

10 |10 [121 100 |0.826 2 |52682

5 A Modified Private-key Cryptosystem Based on Product Codes

From the cryptanalysis of CDS scheme in section 4, we know that the major weakness
of CDS scheme is the knowledge of G’. Therefore, the possible method to repair
CDS scheme is to protect G’ from leakage. In the following, we propose a modified
private-key cryptosystem based on product codes. Because the product codes work
well in the congruence class modulo mwhere mis not a prime, we use a product code
in the congruence class modulo 2' in our scheme.

Secret key: G is the generator matrix of aPC(n = (r +1)(s+1), k =rs, d =4)
in the congruence class modulo m, where m = 2. S'is a random binary (nt)x(kt)
matrix, called the scrambling matrix, and P is an (nf)x(nt) permutation matrix.

Encryption: Let the plaintext M be a binary kt-tuple. That is, M = (m,,..., m,),
where m O GF(2). The ciphertext C is calculated by the sender:

C={IM O (E.psenw NG + Ejipysinw } 0P, Where B pyqiyy isa BSE, (r+1,
s+1) of weight w, 1<w< min (m-1, min(r, s)). Here we use [0 and O to denote the
XOR operation and the matrix multiplication operation in GF(2), and + and [to
denote the vector addition operation and the matrix multiplication operation in the
congruence class modulo m. When [0 and [0 operations are executed, every hit is
regarded as a number in GF(2). When + and Coperations are executed, every t-bitsis
regarded as a number in the congruence class modulo m.

Decryption: The receiver first calculates C' = CO P™ = M'[G + E, 3., » Where

M = [M O (E;.pyemw 09] and P is the inverse of P. Secondly, by using the

decoding algorithm of the product code G, the receiver can find and remove the error
E( sy w €mMbedded in C' to obtain M’. At last, the receiver recovers M by

computing M* O (E, 3540w S = M.
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The information rate of this scheme is 5 =5 . As an example, we use
n (r+)(s+l

the following parameters to construct the system: t=3, m=8, r=6, s=6, n=49, and k=36.
In this case, the length of the plaintext is 108 bits, the length of the ciphertext is 147
bits, hence the information rate is about 0.735. The total number of possible codes
which may be chosen is NC = 49[(36!)=2"*. Note that larger r and s in this scheme
provide higher security and information rate. Basically, this scheme has the same
parameters as those in CDS scheme except g =m=2'. Therefore some suggestions
about r, s, n, k, the information rate, and the total number of product codes NC are
referred to Table 1.

Security Analysis:

Here we remind that the distributive law for the operations + and O doesn't hold.
That is @th)dc # allctblc, where + denotes the addition operation in the
congruence class moduln (m#2) and 0 denotes the multiplication operation in
GF(2). As an example, let=8, a=111=7,, b=110=6,, andc=10Q. It is clear that
(at+b)Oc=(7+6 mod 8)110Q, = 101 010Q, = <1,0,1%1<1,0,0> = 1=001,. However,
alJc+bOc =111 0100+ 110 010Q = <1,1,1%1<1,0,0> + <1,1,08/<1,0,0> = 1+1,
(mod 8) = 01Q Thus &+b)Cc # alc+bc. Note that this inequality still holds when
a, b are vectors, and is a matrix. ThereforeC = {{M O (E .y 09 LG +

Espsiywt OP Z [M O (B 1yysinyw D LGUP + Ejp4gysunyw OP- On the other hand,

the distributive law for the operationsand/doesn’t hold, either. That ial(lb) /¢ #
(ace)d(bLE), whered denotes the XOR operation andlenotes the multiplication
operation in the congruence class modul¢m#2). As an example, let=8, a=011,
b=110, andc=011,. It is clear thatdOb)/ ¢ =101, [01L,=5/83 mod 8 =7 = 111
However, &,£)0(b.L) = (011011) O (110011)= (38 mod 8)1(6.3 mod 8) =
001,0010=011,. Hence é0b) /¢ # (a/f)0(bLg). This inequality still holds whea,
b are vectors, and is a matrix. Therefore MO(E, 30 091G # (M LG) O

[( E(r+1)(s+1),w DS)EG]
These properties of the operations suggest that the encryption futtiofiM [
(Bpsaysrnw O9NLG + B igysinyw} 0P, is unable to be reduced to a simpler form.

Especially, the encryption function cannot be rewritten in the f@n= F; (M)+
F,(E), whereF; andF, are two mapping functions with input (the plaintext) and
(the added error), respectively. It is remarked that an encryption function which car
be reduced into this form may be insecure, especially, in the caseRwh®itinear
and the number of possible added errors is small. So far most algebraic-cod
cryptosystems as introduced in Section 1 belong to this type. These schemes &
vulnerable to the chosen-plaintext attacks.

Because it is difficult to distinguish the embedded error from the ciphertext and tc
reduce the encryption algorithm, our scheme is secure against the similar attacks us
to attack CDS and other well-known private-key algebraic-code schemes. Furthe
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research can be done on systematically analyzing the structure of this new scheme or
finding efficient attacks on this scheme.

6 Long-Key Problem

All algebraic-code cryptosystems have the same problem that the used keys are too
long. For example, McEliece’'s scheme [1] suggested the use of a x524)
nonsingular matrix over GF(2), a (52824) generator matrix, and a (162024)
permutation matrix as keys. In the Rao-Nam scheme [6-7], *64$sonsingular
matrix over GF(2), a (6472) generator matrix, and a Z2) permutation matrix
were suggested. If these matrices are used directly as keys, xa@rbits are
required for each user in McEliece’s scheme, and ovei(its are needed for
each pair of users in the Rao-Nam scheme. Fortunately, this problem can be solve
In [19,20], they proposed the use of a short sequence of bits (called seed-key or see
to specify these matrices.

In our scheme, the secret keys are the generator m@tx a product code
PC(n=(r +(s+1), k =rs, d=4) in the congruence class moduatovherem

= 2, a random binarynf)x(kt) matrix S, and an it)x(nt) permutation matrixP. If

t=3, m=8, r=6, =6, n=49, andk=36, thenG is a 3&49 matrix (each entry has the
length of 3-bits),S is a random binary 14108 matrix, andP is a 14%147
permutation matrix. Thus the total length of these used keys is ov@@’4dts. For

the permutation matrif, we can use a short seed-key to generate it, as suggested i
[18,19]. For the random binary mat&we can use a random number generator with
a short seed to generatt’ random bits and put them into am)(kt) matrixS. For

the generator matri of the product code, we don’t need to save it directly. All we
need to know is the encoding rule of the product code. The encoding rule can b
expressed into a matrix (not the generator matrix), as described in section 2. Fc
example,

Enz pl my %E
OP3 Pe Pa Psp

an P2 My nh%x4

section 2.

We can use a short seed-key to specify the matrix as follows:

(1) Use afew bits of the short seed-key to describe the informaitipn where the
parity-check bits are located (assume these bits are locatedith thev and thgth
column, for ki <r+l1, 1<j < stl).

(2) Use the remaining bits to describe the positionadfs, for 1<i<rs. Infact, if

we ignore the positions of the parity-check bits, the positions of M ’s can be mapped

denotes the encoding rule of a product code introduced in

to a permutation. Therefore, we can specify the positions of M ’'s by specifying the
corresponding permutation matrix.
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7 Conclusions

In this paper, we analyze the security of CDS private-key cryptosystem, which is
based on product codes. We show that this system is insecure against chosen-
plaintext attacks, and propose a modified private-key cryptosystem based on product
codes. Because of the difficulty to distinguish the embedded error from the ciphertext
and to reduce the encryption algorithm, our scheme is secure against the chosen-
plaintext attacks proposed to attack CDS and other well-known private-key algebraic-
code schemes.
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Key Schedules of Iterative Block Ciphers
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Abstract. In this paper a framework for classifying iterative symmetric
block ciphers based on key schedules is provided. We use this framework
to classify most of the standard iterative block ciphers. A secure method
for subkey selection based on the use of a one-way function is presented.
This technique is analysed as a method for generating subkeys for the
DES algorithm.

1 Introduction

In the past the focus of attention in the design of ciphers has been the algorithms
themselves. The key schedules of ciphers have almost been an afterthought,
not receiving the same scrutiny as the algorithms. However, as early as 1985,
Quisquater, Desmedt and Davio [ showed how to design the key schedules
of ‘conventional’ cryptosystems, including DES, to make them strong against
exhaustive key search attacks. Essentially what they propose is that a known
64-bit constant, «, is encrypted using master key K in the DES algorithm. The
output serves two purposes. It acts as the first round subkey, and the plaintext
input to DES using key K again, the output of which becomes the second round
subkey. The process is then repeated until all round subkeys are created.

More recently, debate has focused on the key schedules of block ciphers and
the role they play in a cipher’s security. In 1993, Biham [l] showed that, in cer-
tain cases, ‘simple’ key schedules exhibit relationships between keys that may
be exploited. Later that same year, Knudsen [ listed four necessary but not
sufficient properties for secure Feistel ciphers. Two of these, ‘no simple relations’
and ‘all keys are equally good’, can be achieved with strong key schedules. Fur-
ther, such schedules complicate differential and linear cryptanalysis, resistance
to which are the other two properties of a secure Feistel cipher, as listed by
Knudsen.

These properties are very general. In this paper we will use more specific
properties to classify key schedules of block ciphers that use round subkeys
generated from a master key. It should be noted that almost all existing modern
block ciphers are of this type. This taxonomy for key schedules provides one
useful method to measure the security of block ciphers.

We will indicate that the most practically secure type of subkey selection
procedure is where knowledge of one subkey provides no leakage of information

C. Boyd and E. Dawson (Eds.): ACISP’98, LNCS 1438, pp. 80-lll 1998.
© Springer-Verlag Berlin Heidelberg 1998
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about any other subkey. A procedure will be described for achieving this us-
ing a one-way function. In particular we will examine the security of the DES
algorithm using such a key schedule.

2 Existing Schedules

Existing ciphers fall broadly into two categories based on their key schedule type.
We will refer to them as Type 1 and Type 2. These categories will be further
subdivided into Types 1A, 1B, 1C, 2A, 2B and 2C. A Type 1 category is where
knowledge of a round subkey provides uniquely bits of other round subkeys or
the master key. Type 1A exhibits the simplest key schedule. Here, the master
key is used in each round of the cipher. The cipher NDS [ is such an example.
In one round of this cipher, which is Feistel in nature, a 64-bit half-block is split
into eight 8-bit subblocks. The most significant bit of each of these subblocks is
formed into an 8-bit block M, and permuted according to a fixed permutation.
Each of the 8-bit subblocks is then split again into two 4-bit subblocks, and each
of these is permuted according to two fixed permutations resulting in the output
(Cr,Cgr) where Cr, and Cg are each four bits. Each bit of M, then determines
whether or not the corresponding 8-bit subblock (Cr,Cgr) becomes (Cr,CrL)
or stays as (Cr,Cg), a one-bit occasioning the swap and a zero-bit leaving the
block unchanged. The entire 64-bit half-block is then permuted according to a
fixed permutation.

The key in this cipher is the permutation which results in M,,. It is the master
key and also the round key for every round.

In Type 1B round subkeys are generated from a master key in such a way
that knowledge of any round subkey determines directly other key bits in other
round subkeys or the master key. DES [E], IDEA [&] and LOKI [H] are some
well-understood examples in this category.

In other ciphers, knowledge of round subkey bits enables bits of the master
key or other round subkeys to be determined indirectly. Some manipulation of
the key schedule implementation is required to find the actual bits. We will call
these Type 1C. CAST [{] and SAFER [E] are examples.

In CAST, each of the first four rounds uses sixteen bits of the master key
split into two 8-bit blocks, and each is passed through a fixed S-box. Each S-box
outputs thirty-two bits and the results are XORed to produce the round subkey.
If any of these subkeys can be determined, then we can try all 216 bit patterns
which are the inputs to the S-boxes and find these patterns which yield the round
subkey. Note that if any of the subkeys from Round 5 onwards is discovered, it
is not obvious how to exploit this knowledge in the same way as is possible if
any of the Round 1 to 4 subkeys are known.

With SAFER, if K = (k11,---, k1,8) is an 8-byte master key, then the 8-byte
subkey in round 4, K j, is determined as follows:

ki,j = kifle << 3 (1)
Ki,j = ki,j + bZCLS[Z,]} mod 256 (2)
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Suppose K ; can be determined by some means. From equation (2), k; ; can
be determined by K; ; — bias[i, j] mod 256, since biasli, j] is a known constant
for given ¢ and j. Using the recurrence relation k; ; = k;_1 ; <<< 3, k;_1,; can be
determined and, hence, K;_; ; can be determined from the recurrence relation
K1 =ki_1;+bias[i —1, j] mod 256, where bias[i — 1, j] is a known constant.
Thus, knowledge of K; ; enables us to determine uniquely K;_; ;, the previous
round subkey. Clearly this process can be continued to eventually produce the
master key.

The second type, Type 2, occurs in those ciphers where knowledge of any
round subkey does not give any bits of any other round subkey or the mas-
ter key, as in the Type 1 case. Many of the more modern ciphers fall into
this category. In generating a particular subkey, some of these use informa-
tion about the quantities which make up previous round subkeys. In many cases
the newly-generated subkey is then used as part of the generation process of
subsequent subkeys. Thus, knowledge of a particular round subkey does pro-
vide some knowledge of previous and/or subsequent subkeys. RC5 [Z] is such
an example. In this cipher the ¢th round subkey, S[i], is calculated as follows:
S[i] = (Se[é] + S[i — 1] + Bi—1) <<< 3 where S[i] is a known constant, S[i — 1]
is the ¢ — 1 round subkey, and B;_; is dependent on the master key. Thus, if
S[i] is known, then S[i — 1] + B;_1 is known. Whilst this is not exploitable if we
cannot determine B;_1, should B;_; become known then we have the value of
S[i — 1]. Similarly, since S[i + 1] = (S.[i + 1] + S[i] + B;) <<< 3, knowledge of
S[i] could lead to the determination of S[i + 1]. Schedules such as these will be
called Type 2A.

Schedules in which knowledge of a round subkey provides no information
whatsoever about any other round subkey or the master key, unless one can
solve a difficult problem such as reversing a one-way function (OWF), will be
classified as Type 2B. The cipher Redoc IT [E] exhibits such a schedule.

An alternative way to generate a Type 2B schedule is to ensure that each
round subkey is a OWF of the master key alone. In this way, round subkeys
appear to be independent of each other, bearing in mind that they are all de-
pendent on the master key. The essential difference between a Type 2A schedule
and a Type 2B schedule is that, in the Type 2A schedule, if one more piece
of information becomes available, it is a simple problem to deduce other round
subkeys, whereas in the Type 2B, the availability of one more piece of infor-
mation still leaves a very difficult problem in determining other round subkey
information, or information about the master key.

The third Type 2 category, which we call 2C, consists of those ciphers in
which subkey generation is totally independent. Very few ciphers of this type
are in actual use as there are key management problems caused by impractically
large master keys. As well, there might be restrictions limiting the key to a
certain size, due to export control of cryptographic software and hardware. An
example of the Type 2C cipher would be DES with independent subkeys (DESI)

.
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Table 1 is a listing of some well-known ciphers and their key schedule cate-
gories.

Type 1A|Type 1B Type 1C Type 2A |Type 2B Type 2C
NDS[E |DES [ SAFER [[3]|RC5 [EH][Redoc 1T [l |DESI [H]
IDEA [id]
LOKI [
FEAL [
Madryga [
GOST [

Table 1: Classification of key schedules

3 Why Type 2B?

The most secure type of key schedule is where totally independent subkeys are
used for each round, i.e. Type 2C. In most ciphers this would require a very large
key. For example the DES algorithm, with sixteen rounds using a forty-eight bit
subkey in each round, would require a 768-bit master key. For reasons outlined
above, this is not considered practical in many cases. Thus, we recommend Type
2B.

In Category 2B we aim to copy as close as is practicable, a Category 2C
structure, i.e. totally independent subkeys. This can be viewed as the analog
of a deterministic keystream generator in a stream cipher aiming to copy the
attributes of a random keystream used in a one-time pad.

To date, attempts to create strong schedules have been cumbersome. Knudsen
[] suggested that round subkeys be generated using triple DES encryption with
two keys, those two keys forming the master key. Blumenthal and Bellovin [§]
proposed a schedule which is extremely complex and we believe, unnecessarily
s0, using the process of n-folding which produces a block of length n from a block
of any size. The first step is to 64-fold master key K to produce a seed value S.
They then use double encryption with S as the initial plaintext and S as the key
in both encryptions, to create an initialisation vector I'V. In a similar way, an
intermediate key I is created by double decryption using S as the initial plaintext
and S as the key in both decryptions. I and I'V are used to form a ‘generator’ key
G. This is accomplished by 192-folding the master key K to produce output 7.
T is split into three 64-bit chunks and each is encrypted in CFB mode using I as
the key and IV as the initialisation vector. The concatenation of these outputs
is G. The three outputs are used as keys in three-key triple DES. Finally, master
key K is 768-folded to produce K'. In 64-bit chunks, the 768 bits of K’ are passed
through triple DES with keys as described above. The output is then the sixteen
DES round subkeys.

We propose a two-step process which generalises many of the previous meth-
ods to form a Type 2B schedule. In this process we will assume the existence of
a strong OWF. Letting M K be the master key of an r-round cipher, the process
is as follows:



84 G.Carter, E.Dawson, and L.Nielsen

Step 1: OWF(MK) = Round subkey (1)

Step 2:fori=1tor—1
Permute bits in M K to create M K
OWF(M Ki) = Round subkey (i+1)

There are numerous choices for the OWF. The OWF could be a one-way
hash function (OWHF') of the master key, such as the SHA-1 algorithm [Z5]. In
the traditional development of one-way hash functions the primary goal is to
select a function which is difficult to reverse, i.e. given the output it is a difficult
task to find the input. If this property is satisfied then knowledge of a subkey
provides little information about the master key or any other subkey.

We suggest that, in Step 2, the permutations be selected such that for any
two rounds, different permutations of the bits of M K would be used. We further
suggest that these permutations be selected in such a way that the structure of
the resulting r x n array forms a latin rectangle, where n is the length of the
master key and the first row of the array consists of the numbers 1, ..., n referring
to the identity permutation. This will ensure that no bit of the master key is
used in the same position in any subkey. This maximises the probability that
the subkeys generated are distinct. It should be noted that it is possible to select
such a set of permutations provided r < n.

As shown in the above subkey generation algorithm, each subkey is generated
by inputting all the bits of M K, suitably permuted, into the OWF'. This process
provides greater strength than using only part of M K to generate a subkey in
relation to an attack that attempts to derive M K from knowledge of a round
subkey, i.e. inverting the OWF. This is the case since, the greater the entropy
of the input to the OWF, then the greater the difficulty of deriving this input
from knowledge of the output. Clearly, we obtain the largest entropy by using
the entire key as input.

Another advantage of using all the master key bits in the generation of a
round subkey is that it ensures the avalanche effect, that is, changing one bit of
the master key will produce many changes in the round subkey. If only a subset
of master key bits is used in the OWF, altering one bit of the master key, not in
this subset, will not alter the outcome. It should be noted that the overhead in
inserting all the bits of the master key, as opposed to a subset of bits, into the
OWF is negligible in most cases.

In most applications all round subkeys would be created from the master key
and stored in an array prior to any encryption taking place, as is the current
practice. Hence, this procedure for subkey generation does not affect the actual
speed of encryption/decryption of the block cipher. On completion of encryption
the array containing this expanded master key is destroyed.

4 Analysis

We will conduct an analysis of the security of the algorithm described in Section
3 for subkey generation. In order to simplify this explanation we will assume
that the particular cipher used is the DES algorithm.
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Based on the intractability of reversing the OWF, the recommended subkey
generation procedure creates round subkeys which are essentially independent
of both the master key and each other. While there certainly exist weak keys
under this scheme, for example the all-zero of all-one key, such keys would be few
in number when compared to the total number of keys available, and thus the
chance of randomly generating a weak key is very small. However, if this is not
satisfactory, then one could increment the master key instead of permuting its
bits, each time a round subkey is to be generated as indicated by Knudsen [
This, we believe, is as close to the total independence of Category 2C that one
can hope to achieve in generating round subkeys this way. As we will show, this
has ramifications for the cryptanalyst in that the very powerful tools of linear
and differential cryptanalysis are rendered largely ineffective.

In the case of differential cryptanalysis Biham, in [], showed that DES with
independent round subkeys would require 2°° chosen plaintext-ciphertext pairs
and time equivalent to about 26! encryptions to find all 768 bits of the keys.
We will use this level to measure the security of DES using the new subkey
generation procedure in relation to differential cryptanalysis. This is an increase
over the 2%7 chosen plaintext-ciphertext pairs and time equivalent of about 237
encryptions to find all 56 bits of standard DES. Such an increase in security
would not be significant in the case when the actual key is 768 bits. However,
using the process recommended for generating subkeys, this would be significant
particularly in the case where a relatively small master key in the range of 56
to 168 bits is used, since there has not been reported in the open literature as
vet a successful differential attack on the full sixteen rounds of DES. It should
be noted that this is a chosen plaintext attack requiring an insider to input data
into the device and collect output data from the device which is being used
for encryption. The aim of the attack is to determine the key. As well, in most
practical cases, the insider is limited to a single device, that is, in most cases, it
would not be possible to copy the whole encryption system, assuming that the
encryption system is hardware implemented. We can estimate the complexity of
conducting a differential attack on standard DES as follows. We will assume that
the device containing the DES key runs at the very high speed of 100 megabits
per second. At this speed the time to accumulate 247 chosen plaintext-ciphertext
pairs would be approximately 2.85 years. The time to undertake a differential
attack on DES using the same device would be 11 667 years if independent round
subkeys are used.

By the turn of the century, it may well be that many communications net-
works may require an encryption speed of one gigabit per second. It should be
noted that experimental DES hardware has been built to run at such a speed
[E5]. This will mean only a 10-fold reduction in the time taken, meaning 104
days for the differential cryptanalysis of standard DES and 1168 years for DES
with independent keys. This demonstrates the security of the proposed subkey
generation system from differential cryptanalysis in the foreseeable future.

The first successful attack on standard DES was carried out by Matsui [i5]
using linear cryptanalysis with 243 known plaintext-ciphertext pairs and using 12
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HP9735/PA-RISC 99MHz computers, the complete DES key being determined
in about fifty days.

In most practical cases, as in differential cryptanalysis an attacker applying
linear cryptanalysis would be limited to a single device to acquire the known
plaintext-ciphertext pairs. In this fashion, to accumulate 2*3 known plaintext-
ciphertext pairs on hardware running DES at 100 megabits per second would
require 65 days. To date, no results of the linear cryptanalysis of DES with in-
dependent or pseudo-independent round subkeys have been published, although
Biham [M] estimated the complexity of a linear attack on DES with indepen-
dent keys as O(2°Y). The difficulty in obtaining better approximations for the
complexity of the linear attack on DES with independent subkeys lies in deter-
mining enough suitable characteristics to determine all the bits in the last round
subkey. By suitable we mean with high enough probability to be useful. Most
suitable characteristics will give, at most, twelve bits of the last round subkey.
This corresponds to two active S-boxes. Thus, to determine all forty-eight bits
of the last round subkey, you will need at least four characteristics, assuming no
overlap in the key bits found. The two most suitable characteristics produce only
six bits each of the last round subkey, so at best we will need to use the third,
fourth and fifth best characteristics. It is also very unlikely that there will be no
overlap of key bits found using these characteristics, so more than five charac-
teristics will be required to determine all bits in the last round. This contrasts
with differential cryptanalysis where all last round key bits can be found using
three characteristics [d].

If we take the figure of O(2°?) for a linear attack on DES with independent
keys and assume a speed of 100 megabits per second is available, then the ap-
proximate time needed for the cryptanalysis is 5 850 years, or 585 years in the
case of a device running at one gigabit per second. This demonstrates that the
method of generation of subkeys using a OWF is secure from either linear or
differential cryptanalysis for the foreseeable future.

With ever increasing speeds attainable, many ciphers, once considered se-
cure from exhaustive key search, are now vulnerable to this attack. Wiener [R0]
proposed, using 1993 technology, the construction of special DES hardware, con-
sisting of many DES chips operating in parallel for conducting exhaustive key
search. This device could conduct an exhaustive key search of standard DES
requiring, on average, 25° keys and a couple of known plaintext-ciphertext pairs.
The estimated time required for this attack varied according to how many chips
were used. Wiener’s estimates for the costs in US$ and the time to complete
the attack are given in Table 2. Since the publication of these figures, speed will
have increased and cost will have decreased hence, an exhaustive key search of
DES would today be quite feasible, including the variant of DES described in
this paper using a 56-bit master key.

In addition to specially-built hardware, the most significant attack against
the DES algorithm is by exhaustive key search using parallel processing. In early
1997, the RSA $10000 DES Challenge was announced [Z4]. The challenge was
to decrypt certain given ciphertext blocks which had been encrypted with the
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DES cipher and an unknown key. The plaintext blocks were produced in June
1997 after an exhaustive search of about one quarter of the DES key space
(some 18000 million million keys). The winning team managed the successful
attack by coordinating and linking together results from thousands of distributed
computers, each individual computer searching a portion of the DES key space.
Such attacks, that can exploit the power of parallel processing, are a serious
threat to cryptographic algorithms such as the DES which use a relatively short
key size and where large scale collaboration can be organised.

Machine Cost|Time
$100 000{35 hours
$1 000 000(3.5 hours
$10 000 000|21 minutes

Table 2: Wiener’s time-cost tradeoffs

In order to prevent attack by using exhaustive key search, a larger key size
is clearly required. In [M], Blaze et al tabulated what they believed to be the
required key length, given the likely adversary, in late 1995. A summary of what
they presented is produced in Table 3. They further state that, for the next
twenty years, to protect information against exhaustive search the key length
should be at least ninety bits long. We would recommend a key size of at least
112 bits. This is clearly secure from exhaustive key search for the foreseeable
future.

It should be noted that the variation of DES generating subkeys with a OWF
applied to a 112-bit master key is also immune to the meet-in-the-middle attack
of Merkle and Hellman [Z] on DES using two 56-bit keys and double encryption.
In that case, with 257 encryptions and storage of 2°6 64-bit blocks, the 112 bits
of key in such a double encryption could be found. This attack relies on the
fact that each key is used in one complete DES encryption. Clearly this is not
the case in our new scheme with a 112-bit master key, so such an attack is not
feasible.

Type of Attacker Length of Key
Pedestrian Hacker 45-50
Small Business 55
Corporate Department 60

Big Company 70
Intelligence Agency 75

Table 3: Key Length for Protection

5 Conclusion

We have presented a taxonomy of iterative block ciphers based on their key
schedules and produced a simple method for creating key schedules immune to
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the most virulent forms of attack. We have shown that such a schedule is highly
resistant to differential and linear cryptanalysis, and that exhaustive search is
not practical for the DES algorithm provided a suitably large key is selected.
Our schedules require that, in any cryptanalysis, each round be stripped away
one at a time before the complete key can be determined. The complexity of
this process is at least the product of the complexities of finding the last round
subkey and the inversion of an OWF, or the product of the complexities of
finding each round subkey. What remains to be done is to select a suitable
OWF. In selecting a particular OWF there are trade-offs between speed and
security of the algorithm. An indepth analysis of various methods is required.
In addition, further analysis of applying this technique to strengthening other
ciphers is planned. In particular, we plan to analyse the ciphers we have classified
as Type 1, with the intention of upgrading them to Type 2B ciphers using the
techniques discussed in this paper.

It should be noted that the Type 2B subkey generation procedure provides
a simple method to greatly increase the security of a symmetric block cipher,
but still maintain the same speed of encryption and decryption, unlike the case
of multiple encryption which increases the security of the system at the expense
of slower encryption/decryption rates. The method described in Section 3 for
subkey generation provides a simple technique to produce various models of the
same cipher at different security levels as may be required.
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Abstract. In this paper we describe a low-cost method of establishing
a secure client-server connection. A commonly used Web procedure is
to establish a secure link and then authenticate the client. By reversing
the order and authenticating the client before the secure connection is
established, we save resources of the server.

Introduction

Service providers such as banks, are becoming interested in the expansion of their
business to the Internet and must solve certain security-related issues, among
which is the ability to distinguish legitimate customers from others. For example,
a bank wants to provide their customers with a Web-based “virtual” ATM, with
which they will be able to view their account balance, do money transfers, etcll

The bank must be able to ascertain the identity of the incoming client to
ensure that it does not grant access to an unauthorized person or leak sensitive
information. To this effect, the bank insists that the user “proves” his identity
by demonstrating that he knows the secret password, that the bank and the
customer agreed upon off-line (or that the bank explicitly assigned to the user
and sent it via registered mail).

The solution in use today. It is typical for a client and a server to establish an
encrypted SSL link, during which the server is authenticated to the client by
means of Public Key (PK) cryptography (see [H]). After this is accomplished,
the client just sends his user name and the password over this encrypted link to
the server.

This approach certainly works. However establishing an SSL link involves a
Diffie-Hellman (DH) key agreement (see [H]) that in turn requires exponentiation
— a computationally expensive operation. In the existing approach the server
cannot tell a “good” client from a “bad” one until after the SSL link has been
established and the user name and password are sent over it. As the number

! Except the cash withdrawal — at least until digital cash becomes widely accepted
in our society.

C. Boyd and E. Dawson (Eds.): ACISP’98, LNCS 1438, pp. 90-ll 1998.
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of online customers increases, the computational burden of weeding out the
illegitimate connections at some point can become intolerable for the server.
While we see few signs of this today, it should be reminded that the Internet
commerce is in its infancy — and probably in the beginning of the automobile
era few could predict miles-long traffic jams that are so common now.

We wish to propose a low-cost solution to this problem, namely to ascertain
the identity of the user, by verifying that he is in possession of the secret pass-
word, previously assigned to him, before an expensive SSL link is established.

This seemingly trivial reversal of the sequence of the authentication and the
secure link establishment will be shown to have an important effect in reducing
the computational costs for the server, without appreciably increasing that for
the client.

Goals, Requirements and Constraints

In current practice, an expensive secure connection is established before the user
identity is verified. We propose to reverse this sequence and use HMAC (see [])
for authentication.

In our example we assume that the user downloads an ATM applet. Our
proposal works equally well when the user runs a local application, through
which it communicates with the server.

The following assumptions and constraints apply:

— The server has full public key cryptography capabilities. Its public key is
certified by a well-accepted Certifying Authority (CA) that all the bank
customers “know” Il

— The server does not wish to spend its computational resources on behalf of
a client until and unless this client is authenticated. The server prefers to
detect a bogus client at the earliest opportunity and to spend as few CPU
cycles on this as possible.

— The client has public key signature verification capabilities.

— The client has a genuine (e.g. not a Trojan horse) Java-capable Web browser,
such as Netscape.

One or more of the following client limitations may apply:

— The client may be limited in resources, lack secure storage capabilities, or
any storage for a long-term public key pair. This is especially important for
lightweight and “thin” clients, like NetPCs.

— The client may not wish to permit the server to access the long-term secret
keys that may be stored on the client machine. ll

2 Perhaps a “fingerprint” of the bank’s public key is sent to the customers via registered
mail.

3 In that case — why would the customer tell the applet his password, which is a
sensitive information? Simply because by the virtue of being signed by the bank key,
the applet has provably came from the bank that is already in possession of that
secret, and thus nothing new is revealed.
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From the server point of view, the following scenario may be the most desir-
able: the user acquires and runs the applet, the user tells the applet his password,
the applet demonstrates to the server its knowledge of the password, at which
point the secure link is established between the server and the applet.

Protocol

Here is the sequence of the data exchange between the participants:

1. A signed applet is loaded and is accepted by the client if its signature is
veriﬁed.

2. The applet is invoked and prompts the user for his name and password. It
takes the password, runs SHA-1 (see [fH]) over it and uses the output as a
key (160 bits long) for the subsequent steps.

3. The applet generates or otherwise obtaini a random number to be used in
the Diffie-Hellman key agreement.

4. The applet sends a request for establishing a secure TCP link to the server,
which is “signed” by a client’s password using HMAC-SHA-96 (SHA-1 in
HMAC mode) with the key obtained in the previous step. For performance
reasons, the request is a UDP message and must include:

— the user name;

— the current date-and-time with the resolution no coarser than one second
— to limit replays to protect the server;

— a random challenge — to limit replays of the response for client protec-
tion;

— the IP address and port number of the requesting host — the local end
of the secure connection to be established;

— the applet’s part of the Diffie-Hellman key agreement value.

— the MACH (see M) computed using HMAC-SHA-96 — the authenticity
and data integrity seal.

5. The server receives the client’s request and verifies the date-and-time stamp.
If it is outside of the “tolerance window”ll — the server assumes that the
message “lifetime” has expired and drops the request.

6. Otherwise the server fetches the key of the user named in the request from
the database. If the user is not found in the database, the request is dropped.

7. The server verifies the MAC on the request. If the verification is success-
ful, the server opens a TCP connection to the applet and sends a response
message containing:

4 If a local application is invoked, this step is skipped.

5 It is strongly recommended, that the applet is granted access to the random number
source like /dev/random (if it exists on the client machine) to acquire true random-
ness.

5 We do not go into details of Diffie-Hellman algorithm at all. The reader can find all
the details necessary in [{].

" Message Authentication Code

8 Lifetime between 5 seconds and 30 seconds should satisfy most applications.
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— the random challenge value from the client’s request incremented by one
— to limit replays for the client protection;
— the server’s part of the Diffie-Hellman key agreement value;
— the MAC computed over this message using HMAC-SHA-96 with the
user’s key.
Otherwise if the signature verification failed, the server just ignores the re-
quest.

8. At this point both the applet and the server complete the Diffie-Hellman
computations and arrive at the common random session key material. Part
of the computed key material should be used for data authentication and
integrity, and part for data encryption. Note, that since the Diffie-Hellman
exchange is authenticated, it is not feasible to launch a “man-in-the-middle”
attack.

9. Both the applet and the server can now open Input and Output streams
on the corresponding sockets, create proper CipherInputStream and Cipher-
OutputStream and begin the payload traffic flow.

Certainly, an SSL connection can be established instead of the last two steps
above.

Implementation

Our requirement was to use Java, to accomplish portability and to be able to
use a GUI, that is widely available. We aimed to rely on the standard Java
classes and libraries as much as possible. The implementation we developed was
based on JDK-1.1.4 (see [H] and [E&]) from Sun, but it should work on JDK-
1.0.2 practically unmodified. JDK-1.1.x provides SHA-1 implementation, but
not HMAC. JDK-1.0.x offers neither.

For the sake of convenience we took the International Java Cryptographic
Extensions (IJCE) by the Cryptix Development Team from Systemics Ltd (see
[[). Among the many algorithms it provides are SHA-1 and HMAC-SHA, that
we chose for data integrity and authentication, and triple DES 3DES-EDE-CBC
that we recommend for data privacy.

SSL was not used. However, while we expect that the commercial products
will be SSL-based, the implementation of both the authentication phase, and
the subsequent secure link can be solely performed with the Cryptix library.

Alternatives

Public Key Approach

While technically feasible — there are several reasons why such a solution might
be unacceptable.
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— A computer that the customer is using may be nothing more than a NetPC
or a WebTV-like box with no long-term storage and thus no capability to
keep the customer’s keys.

— In the absence of home computer security, the bank might be reluctant to
trust the long-term keys that could be stolen or otherwise compromised,
regardless of their certification.

— The absence of an established PK infrastructure and especially Certifying
Authority infrastructure makes it difficult for the bank to accept a customer’s
public key independentlyl acquired and certified.

— The client may not wish to grant the applet access to his long-term storage.

— Finally, until the public key pair can be safely carried on a tamper-proof
smart card, the PK-based solution will tie the client to the machine, on
which the key pair is stored E1

This situation may change when we have firmly in place:

— An established and accepted PK Certification Infrastructureu;

— Tamper-proof cryptographic smart cards that can securely hold the keys and
perform key-related operations kf;

— Commodity software that can securely deal with both of the above.

Even then, to our knowledge, all the PK signature verification algorithms are
much more computationally expensive than HMAC-SHA-96 and thus will place
a heavier burden on the server.

Kerberos

Kerberos can also be used, from the inexpensive computations point of view.
However, while SSL-enabled Web browsers and servers are becoming commodi-
ties, Kerberos is much less wide-spread, and requires more maintenance. Thus,
we are reluctant to recommend such a large software package as a pre-requisite.

Smart cards

Tamper-proof smart cards that do not allow secret keys in their storage to be
pried out, would also make an excellent solution, however, there are no such
cards today. At best we have tamper-resistant portable cards, that do not meet
the bank requirements for security.

9 I.e. not from the bank.

19 Of course one may copy the keys to several machines, but that can increase the
possibility of exposure considerably.

1 First steps were made, but the light at the end of the tunnel is still too far ahead.

12 Smart cards today are tamper-resistant at best — see Ross Anderson’s report.



Low-Cost Secure Server Connection With Limited-Privilege Clients 95

Evaluation

Performance

This protocol uses HMAC-based authentication. It adds the CPU cost of two
“revolutions” of Secure Hash engine. Also, the user password will have to be
converted to a key for the cost of one more “revolution”.

No exponentiation (to negotiate a random session key, or otherwise) is done
until the identity of the client is positively established, which is an important
benefit for the server.

Portability and Programming

Client. A Web browser offers both a good GUI and a PK signature verification
platform. An applet written in Java can be used on any platform where a Java-
capable browser runs. A cryptographic library (such as IJCE) should either be
installed on a user’s machine, or be downloaded with the applet.

Server. A standard Web servel is needed to serve the signed applet to the
clients. A short program must be written to handle the connection establishment
requests, to weed out the bogus ones and to spawn processes to communicate
with the authenticated clients. The server software suite needs not be portable.

Attacks
Possible attacks include:

— spoofing the server and tricking the client by substituting the applet with a
fake one, or a Trojan horse;

— “subverting” the client by replacing [parts of] its software that would, for
example, monitor the keystrokes;

— launching a “man-in-the-middle” attack against the server and/or the client
(by an ISP?);

— cryptanalyzing the messages from the client or the server to determine the
user password;

— spoofing the client and trying to masquerade as a legitimate customer, pos-
sibly using intercepted prior messages from the client;

— spoofing the server at the secure connection establishment stage, possibly
using intercepted prior messages from the server;

— overloading the server with bogus requests, denying service to legitimate
customers.

An ISP could try to mount a “man-in-the-middle” attack against the client by
substituting the genuine applet with a rogue one, or by replacing the negotiation
messages with the falsified ones. Thus it is necessary for the client to ascertain

13 Apache is the most widely spread and its price is right.
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that the Public Key of the server is genuine. Since there are several things a
hostile applet could do, it is important to allow only the properly signed applets
to run. This can be accomplished by several means:

— obtaining the key via secure off-line channel, possibly together with the pass-
word that the server assigns to the user (that is represented by the client)
and making sure this is the key the browser uses when the signature on the
applet is verified;

— obtaining a “fingerprint” of the server’s key and making sure the key used
to authenticate the applet has a matching fingerprint;

— obtaining a Public Key of Certifying Authority that certified the server’s
Public Key and checking the certificate on the Public Key used to authen-
ticate the applet.

Since the secret password of the client is delivered to the client off-line and there
is no negotiations taking place, the attacker cannot falsify a token that could
confuse the server.

If a client computer has been “infiltrated”, all bets are off. We cannot and
therefore do not deal with this kind of attacks here. We only want to point out
the importance of ensuring that one’s computer (both hardware and software)
is “intact”, before any discussion on communications security can possibly take
place.

It is not feasible to substitute the applet because it is signed by the server
certified public key, and unless the signature is verified, the applet is not allowed
to be executed.

It is not feasible to determine the user password because it never leaves
the client machine, and there is no publicly known way to cryptanalyze HMAC
construct, nor SHA-1.

An attempt to tamper with the server’s response in order to spoof the client is
infeasible because it is replay-protected by inclusion of the challenge value from
the client’s request and HMAC-signed to prevent any undetectable modification.
This also defeats the man-in-the-middle attack.

Maximum resources that the attacker can cause the server to spend on a
bogus request are: one database retrieval and one HMAC operation. This is
much less expensive than the alternatives we mentioned above.

The worst an attacker can do is to deny access to the legitimate users, but
no unauthorized access can be gained, and sensitive information is secure.

Conclusion

We considered the problem when a server either does not trust or cannot usdd
any authentication token but the shared password. We have shown that it is pos-
sible to achieve a low-cost solution to establishing a secure client-server connec-
tion. The outlined approach saves server resources in the presence of erroneous

14 For performance, legal or any other reasons.
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(typing the name or the password incorrectly) or malicious connection attempts.
The larger the number of those, the greater the saving of the server resources.

Another benefit of our approach is that the password is not subject to dis-
closure even when the secure link is protected by a weaker cipher. For example,
in the commonly used approach if the SSL link is protected by a 40-bit cipher,
it was demonstrated that one can cryptanalyze the record of the session and
retrieve the plaintext password from the decrypt.

An authentication mechanism similar to what we proposed, has been ac-
cepted in SNMPv3 (see [] and [@]) and Secure IP (see [H]) protocols.

We discussed some potential attack directions and showed that the suggested
approach is immune to them.

It works. But is it needed? The answer depends on the rate of growth of (a)
the server performance, and (b) the quantity of the users. The approach we
suggested is likely to always be more efficient. But for as long as the ratio of
server performance vs. server load either stays the same (or changes in favor
of the server), the currently deployed method is likely to satisfy the customer
needs. If however, our prediction is true and the server performance will lag
behind the explosive growth of the online users, our proposed solution may
become necessary. Note, that (a) the computational performance is bounded by
the laws of physics, and (b) with the growth of the CPU capabilities, the size of
the PK problems has to increase to stay secure.

To conclude, we believe that our proposal reduces the computational load of
the server and merits deployment.
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Abstract. PKI (Public Key Infrastructure) is fundamental for many se-
curity applications on the network. However, there are so many di erent
kinds of PKI at current stage and they are not compatible. To solve the
problem, we propose to implement the authority of authentication veri-

cation service systems as personal autonomous software agents, called
security agents. In this paper, we introduce its concept and architec-
ture, as well as its communication language, which is needed for public
key management and secure communications among security agents and
application agents.

1 Introduction

It is well known that the integrity of public key vitally determines the whole
security of communication, especially electronic transactions on the network. So
di erent kinds of Public Key infrastructures (PKI) [1] are designed and their
implementations are currently evolving. The examples include IETF’s PKIx
(Public-Key Infrastructure,X.509) [2], PKCS (Public Key Crypto System)[3],
PGP (Pretty Good Privacy)[4], SPKI (Simple Public Key Infrastructure) [5],
SDSI (Simple Distributed Security Infrastructure)[6], etc. Most of the systems
are organized in a hierarchical manner to issue and verify the certi cates, and
there is no single agreed-upon standard for setting up a PKI. Even though those
implementations are based on the same scheme (say X.509 recommendation),
they are still not fully compatible with each other due to the independent in-
terpretations in their actual implementation. So it is a crucial issue to overcome
the incompatibility and enable wide spread authentication o ered by PKI.

The simplest solution is to establish a uniform system with only one kind
of certi cate format, name space and management protocol. However, it is not
only infeasible to enforce in practice, but also undesirable in many situations. For
example, in a given situation, the information of organizational relationships is
needed as an element in a certi cate, but in other situations, this information is
not needed and it shouldn’t be included in the certi cate for the sake of security
and privacy. This flexibility in PKI implementation requires that multiple types
of certi cates, de nition of name space, and management protocols tailored for
various applications must be developed]g].

C. Boyd and E. Dawson (Eds.): ACISP’98, LNCS 1438, pp. 99{[I10] 1998.
© Springer-Verlag Berlin Heidelberg 1998
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A software agent is a process which can travel from one place to another
within the telesphere. It can be unattended for a long time. Once an agent is in
a place, it can interact with other agents to learn new knowledge and ful Il a
goal. Nowadays, agents are widely used in many di erent kinds of applications.
In this context, our research makes an e ort at using the concept of agent to
flexibly implement decentralized PKI[7].

On the other hand, the development of the Internet is changing the tra-
ditional paradigm of software, which is monolithic and passively operated by
humans, to the new agent-based technology which works cooperatively and au-
tonomously. Agents, as the new generation of software, will be delegated by
humans to automatically perform tasks, including digitally conducting transac-
tions across the Internet. Security issues are identi ed as critical for the success
of agent-based Internet programming[8]. Agent-oriented authentication veri -
cation services must be supplied for most agent-based applications. In fact, as
primarily human-delegated software, agents will be an ideal application domain
of modern cryptography in the very near future.

Though agents have been widely used in many applications, it is still a new
idea to introduce the concept of agent to solve security problems. The treatment
on the security issues of software agent is also very scant. [9] discussed some basic
principles for agent developers. In [8], language for agents to support the secret
communication was discussed based on cryptography techniques. However, all
of security schemes and protocols designed for open agent society can not make
any sense without a scalable authentication service, and PKI aim at providing
such authentication service.

Further more, security protocols, operations and interoperation between prin-
cipals (agents), as well as public key management are really heavy burden for
the ordinary end-users to handle. The agents themselves should be autonomously
and cooperatively performed by programs running on the Internet so that the
workload of the users can be relieved.

We propose to implement the authorities of authentication veri cation ser-
vice systems as autonomous software agents, called security agents. This open
implementation of agent-based PKI facilitates interoperable, flexible, and agent-
oriented authentication veri cation service for various applications.

In this paper, we discuss two aspects of flexible PKI development: (1) The
security agent concept and its functional modules ]| the fundamental idea of
implementing PKI by means of a security agent. (2) An extension of a language
for exchanging information and knowledge between agents | Knowledge Query
and Manipulation Language (KQML)[I0]. We propose a set of new elements to
support key management and secure communication among agents.

2 Security Agent

2.1 Software Agent and KQML

Software agent is an emerging system-building paradigm. It is now widely used
in information retrieval, distributed systems, database and knowledge base, and
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many other aspects of Al. Some researchers believe, like expert systems in the
middle of 80’s and object oriented techniques at he beginning in 90’s, agent will
also become a revolutionary technology in computer science.

A software agent is a process characterized in the following ways:

1. Adaption: Agents adapt to their environment and their users, and learn from
experience.

2. Cooperation: Agents use standard languages and protocols to achieve com-
mon goals.

3. Autonomity: Agents act autonomously to pursue their agendas.

4. Mobility: Mobile agents migrate from machine to machine in a heterogeneous
network under their own control.

The properties of agents make them useful in many di erent kinds of applica-
tions, as well as in security area. As we mentioned above, agents can communicate
with each other by their own language, so they can cooperate to ful Il a com-
mon goal. There are several kinds of common agent communication language,
such as: KQML, KIF (Knowledge Interchange Format), Ontolingua (a language
for de ning sharable ontologies), Protolingua (a language for de ning protocols
based on communicative primitives). The most common language is KQML.

KQML is a high level language intended for the run time exchange of infor-
mation between agents. There are three layers involved in KQML.: the content
layer, the message layer and the communication layer.

The content layer contains the actual content of the message. The commu-
nication layer describes the lower level communication parameters, such as the
identity of the sender and the receiver. The message layer forms the core of
KQML, and determines the kinds of interactions one agent may have with an-
other.

The syntax of KQML is based on a balanced parenthesis list. The initial
element is called the performative, the remaining elements are the performatives
arguments (as keyword and value pairs). The following is an example:

tell:

:sender customer

:content (123 456 7890)
:receiver retailer

sin-reply-to credit-card-number
:language LPROLOG

sontology NYSE-TICKS

In this message, the KQML performative is \tell". The content is \123 456
7890", this is the content level. The values of the :sender, :receiver, :in-reply-to
keywords form the communication layer. The performative, with the contents of
:language and :ontology form the message layer. From this example, we can also
realize the necessity of a security mechanism in agent communication.

2.2 The ldea of Security Agent

Existing PKI implementations began with specifying their certi cate formats
and the name spaces through a pre-de ned hierarchies, such as the DNS(Domain
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Name System). Since agents can adapt to the environment, instead of specifying
the format of certi cates, name space or hierarchy structure, we allow user to
specify the details for implementation. Typically there are multi-parties involved
in a security protocol. They have to cooperate with each other to make the
protocol work. If the parties involved in the protocol are delegated by agents,
then they can naturally cooperate with each other according the the security
policy. And since agents are highly autonomous, human beings don’t need to get
involved into the details of the protocol. Thus, we can develop a security agent
to deal with the authentication service. This provides a flexible framework for
di erent applications.

From the viewpoint of a user, the security agent can be thought as a kind of
con gurable facilitator that can be employed by any group of users, organization,
community etc. to construct their own authentication veri cation service system.
Instead of pre-specifying any particular certi cation format and hierarchical re-
lationship in the software (like in other traditional PKI projects), we allow the
users to de ne the format(s) of the certi cation(s) and the name space(s) as they
need (customized). The hierarchical relationship is dynamically formed as the
agents apply/issue their certi cates according to the goals of the applications. Of
course, the certi cate formats in existing PKI implementations can be adopted
if they are suitable for an application.

From the viewpoint of PKI structure, a security agent can be thought of as
a node in a dynamically formed hierarchy. More than one authentication veri -
cation systems may cross a node, since a single security agent can hold multiple
certi cates with di erent certi cate name (such as \PGP certi cate”, \RSA
PKCS certi cate”, \X community certi cate", etc.), formats and hierarchical
relationships for name space (refer to Figure 2.1).

Security agents, like other application agents, communicate with each other
with KQML. However, the current version of KQML does not support many
security operations needed in public key management, although some changes
were made for agent security in [8]. We propose a security extension of KQML in
the following section, our extension enable agents to identify multiple certi cates
and cooperatively conduct security interoperations.

2.3 3-level Module for Security Agent
Like human being, an agent needs to know the following for a given task:

1. security policy: what security rule can satisfy the security requirements. (e.g.
which or what kinds of agents can access a certain kind of information?)

2. security protocol: how to put the policy into e ect. (e.g. do the job step by
step to reach the goal.)

3. security operation: in each step, what operation should be carried out on
which object. (e.g. verify signature on query to check the integrity of query,
etc.)

This top-down analysis gives us a hint for designing the architecture for security
agent.
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Figure 2.1 Multiple Hierarchies across a agent.

The security agent architecture is based on the agent architecture we have
developed in the RETSINA multistage infrastructure[1I]. In RETSINA, an agent
consists of a set of functional modules, each module would deal with a speci ¢
job. For instance, \communicator" module deals with the communication with
other agents. Three modules are directly involved into agent security: agent
editor, planner, and security module, which are corresponding to the three level
works, policy speci cation, protocol generation, and operation execution.

De ning a set of security policies for a given task is the rst level job for
agent security and it would be done during the period the owner of the agent
customizes his agent through the agent editor. A security protocol is generated
by \planner" for the agent to complete the task according to the security policy.
This is the second level job. To execute the security protocol, some basic security
functions, such as encryption, decryption, signing, veri cation, etc., would be
called during the execution of task. This is the third level job done by security
execution module. The detailed architecture will be discussed later.

The relationship among cryptographic functions, security operations, security
mechanisms, security protocol, and security policy are showed in Figure 2.2.

2.4 Function Modules and Architecture

Though security agent could potentially provide many services, such as retrieve,
transfer, exchange credentials among di erent hierarchy systems, introduce one
agent to another, or delegate one agent to act on another’s behalf, etc., the basic
operations are more or less the same. Here, we sketch the structure of security



104 Qi He, Katia Sycara, and Zhongmin Su

Security Policy . . .
S Implementation of Security Policy

Security Protocols

> Usage of Combination of Mechanisms

Basic Operations "= Encryption/Decryption Signing/verification

Basic Mechanisms | ( confidentialit

Symmetrical
CryptoSy

Public Key
CryptoSys

Basic Crypto Functions

Figure 2.2 Security Structure within An Agent

agent based on these basic operations: issue/apply a certi cate, update/revoke
a certi cate. We describe the components (modules) of security agents by their
functionality.

The modules in the current implementation of the security agent are as fol-
lows:

1. Communicator: Its main function is to accept and parse messages (KQML
packages) from outside agents, or to pack outgoing messages into KQML
packages and send them out to intended agents. The parser must recognize
if a message is encrypted, put it into a task object and send it to the plan-
ner. If the original KQML message includes recursive KQML messages, this
procedure may be repeated several times.

2. Task Planner: The message from outside is passed to the task planner as a
task object. Upon receiving a task object, the planner initializes a process
with the received data as the input according to a speci ¢ protocol extracted
from PDB (Protocol Database, see below). The protocol steps are passed to
the scheduler.

3. Task Scheduler: This module schedules the protocol steps to be executed.
Since its services are used by many other agents, the security agent needs to
arrange the priority and schedule the requests for security it receives from
many di erent agents. After the protocol steps have been scheduled, they
are passed to the execution module.
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Figure 2.3 Structure of Securifgent.

4. Execution Module: This module executes the process initiated by the task
scheduler step by step. The basic security operations executed by the exe-
cution module are: encrypt/decrypt, sign/verify a message.

5. Human-Agent Interface: Human/agent interface is designed as an interface
for user to set up and customize the system. More precisely, through the
interface users can:

(a) de ne or choose a format of certi cate, name space length of their public
key and algorithms of cryptography, as well as a name of certi cate.

(b) apply/issue some kind of public key certi cates - During the applica-
tion procedure, the applicants need to interact with their agents. When
applicants receive their certi cates, they also need to con rm that the
information included in the certi cate is correct and the signature is
signed correctly by the intended security agent.

(c) input the sets of security protocols for various certi cate management
strategies and policies of authentication service system.

6. PDB (Protocol Database): Every security agent should store all sets of secu-
rity protocols needed in its PDB for various managements tasks (routines)
required in all of the authentication service systems across it. The basic pro-
tocols are certi cate application/issuing/update/revocation protocols, etc.
Given a task object by the parser, the planner looks up the PDB, then starts
a process according to the matched protocol from PDB. Subsequently, the
execution module executes the protocol automatically.

7. CDB (Certi cate Database): When the agent applies for a certi cate from a
security agent, it will be given not a single certi cate but a chain of certi -
cates. This chain of certi cates consists of the certi cates of all the security
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agents along the path from the root security agent through the parent secu-
rity agent, from which it applies its certi cate, in the authentication hierar-
chy. Each security agent stores its chain of certi cates in its CDB. Later on,
when the security agent wants to communicate with another security agent,
it rstlooks up its own CDB. By caching some most frequently used certi -
cates, the communication costs will be cut down dramatically. The agents
can exchange their certi cate chains (or part of their chains) to prove their
authenticity according to their positions in the name space.

Figure 2.3 shows the relationships and data flow among the security agent’s
functional modules.

In the simplest situation, a message represents a request from another agent.
Having been received by the communication module, the message is parsed by
the parser, which outputs it as a task object and passes it as an objective to
the agent’s planner. After the planner has planned for this objective, the plan
actions are passed to the task scheduler module to be scheduled. Subsequently,
the scheduled actions are executed by the execution module. Results are sent
back to the agent who originated the message through the communicator.

3 Extensions to KQML

KQML (Knowledge Query and Manipulation Language) is a widely used com-
munication language and protocol which enables autonomous and asynchronous
agents to share their knowledge and work towards cooperative problem solving
[10]. However, agent security issues were not taken into consideration in the orig-
inal version of KQML speci cation. Though some changes were made for secure
communications based on KQML[8], it is still can not satisfy the requirements of
public key certi cation management. In order to implement KQML-based PKI,
we propose a KQML ontology, several new parameters and performatives as fol-
lows. The new ontology is:
PKCerti cate

It enable the agents to know that the performative they received concerns
interactions about public key certi cate management. Upon receiving the per-
formative, the receiver will check the authenticity of the updated certi cate by
verifying signature with the public key included in the original certi cate.

3.1 New Parameters

1. :signature
The signature is signed on the content of the performative by the agent that
sends the KQML message.

2. :senderCert
To verify the signature in a performative, the receiver needs the public key of
the sender. The included senderCert of a performative enables the receiver
to get and verify the authenticity of the public key, and then to verify the
signature with the authenticated public key.
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3. :senderCertChain
For the dynamic management of certi cates, the senderCertChain, in which
the certi cates of the agents along the path from the root security agent
through the agent that is the holder of the senderCertChain, will be needed
as parameter in the performative. See also [12].

4. :senderCertName
This parameter indicates which kind of certi cate is used by the sender of the
message, so that the receiver will be able to parse the information included
in the senderCert with certain format under the name of \senderCertName"'.

5. :receiverCert
The certi cate of receiver’s public key.

6. :receiverCertName
The name of the receiver’s public key certi cate. This parameter indicates
which public key is used to encrypt the content of message, because with
multi-certi cate authentication system, a receiver can hold more than one
public key certi cate. Being informed of the certi cate, the receiver can easily
choose the corresponding private key to decrypt the encrypted the message.

Following is an example of KQML message with some new parameters:
tell:

:language CIPHER

:content fthe encrypted Mg

:receiverCertName CMUCertificate
and M is another KQML message embodied in the rst KQML package:
tell:

:language PLAINTEXT

:content fthe contentg

:senderCert fa public certificate of senderg

:senderCertName RetsinaCertificate

:signature fsignature signed by senderg

\tell" is one of the performatives de ned in original KQML]L0], the new pa-
rameters in the performative enable agent to \tell" veri able secrets. The value
of parameter language, CIPHER, indicates that the content is encrypted. Know-
ing CMUCerti cate, the receiver is able to choose the corresponding private key
to decrypt the cipher. With the signature signed by sender and the senderCert,
the receiver can verify the authenticity of the cipher.

Generally speaking, signing before encrypting prevents the attack with \trap-
door" moduli for which the signed document can be forged by computing dis-
crete logarithms and changing the public key (key spoo ng)[L13]. Such a decision
is made by planner that schedules how to complete a task step by step.

A detailed processing the KQML message would be as following:

1. The KQML parser of receiver extracts the content of rst KQML package,
encrypts M and passes it with RetsinaCerti cate to security execution mod-
ule.

2. The security execution module picks up the corresponding private key, de-
crypts it and gets plain M.
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3. Since M is KQML message, it will be returned to KQML parser. The parser
parses M and passes the content, signature, and senderCert to security exe-
cution module.

4. The security execution module veri es the authenticity and integrity of the
content.

3.2 New Performatives

The following extension of new performatives is mainly for public key manage-
ment of agent-based PKI[IZ]. Additional performatives may be developed for
more sophisticated certi cate management in the future.

1. apply-certi cate
When an agent is created, it will apply for a certi cate in which an auto-
matically generated public key will be included. To apply for the certi cate
from an authentication authority, a security agent, the agent will send the
following performative in the KQML message.
apply-certificate:
:language fname of certificateg
ccontent fall the elements of certificate exceptsignature
of the authorityg
:ontology PKCertificate
Where the content of \content" is all the elements needed to be included
in the certi cate which is applied. The content of \language" identi es the
name of certi cate, which will enable receiver’s KQML parser to know what
elements are included as the \content™ of this performative and then extract
them out.
2. issue-certi cate
If an application for a certi cate is approved, the security agent in charge of
issuing certi cates will send back a performative as follow:
issue-certificate:
:language fname of certificateg
zcontent fissued certificateg
:senderCert fauthority’s certificateg
[:senderCertChain fthe certificate chain of authorityg]
[:signature fsignature signed by the security agentg]
zontology PKCertificate
Where the content of \language™ also identi es the type of certi cate which
should be the type intended by the applicant agent. The issued certi cate is
included as the content of \content".
Upon receiving this performative, the agent which applies for the certi cate
can extract the public key in \certi cate" (authority’s certi cate) and check
the authenticity of the issued certi cate.
3. renew-certi cate
Each time when an agent is going to change its public key, or other pieces of
information in its certi cate, it will send the following performative to the
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security agent that issued the original certi cate.
renew-certificate
:language fname of certificateg
:content fcontent of new certificateg
:senderCert foriginal certificateg
:signature fsignature on content of new certificateg
:ontology PKCertificate
When receiving the performative, the security agent will extract the public
key from the original certi cate and check the authenticity of the content of
new certi cate by verifying the signature with the public key. If the authen-
ticity has been veri ed, the security agent can sign the new certi cate and
send back an issue-certi cate performative.
. update-certi cate If a security agent updates its public key, it should
inform (1) the agents that applied for a certi cate from it, and (2) the agents
whose certi cates were issued by the agents to whom the updated certi cate
has been sent. All these agents, upon receipt of the update-certi cate, will
update their CDB and renew their certi cates. To inform others about the
updated certi cate, a security agent should use the following performative:
update-certificate:
:language fname of certificateg
:content fupdated certificateg
:senderCert foriginal certificateg
:signature fsignature on updated certificate with the
public key in the old certificateg
contology PKCertificate
Upon receiving the performative, the receiver will check the authenticity of
the updated certi cate by verifying signature with the public key included
in the original certi cate.
. revoke-certi cate
A certi cate could be revoked for some reasons. If a security agent is going to
revoke its certi cate, it will send the following performative to other agents
associated with it, especially the agents that hold the certi cates issued by
the agent whose certi cate is to be revoked. When an agent is informed of
revoked certi cate, it should also forward the performative to the agents that
hold the certi cates issued by it.
revoke-certificate:
:language fname of certificate to be revokedg
:content fthe certificate to be revokedg
:signature fsignature on the certificate to be revokedg,
:senderCert fcertificateg
:senderCertChain fcertificate chaing]
contology PKCertificate
Where the signature is signed with the public key included in the certi cate
to be revoked.
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4 Conclusion

In this paper, we propose to used agent-based implementation as an open stan-
dard as PKI. Compared with traditional PKI implementation, the security agent
makes the construction of scalable authentication system much more feasible by
employing the security agents in a bottom up fashion. It also makes interop-
eration of multi-certi cate authentication system possible and can relieve the
workload for certi cate users.

For the future work, we would like to study the construction and speci cation
of security policy, as well as increase the robustness of security agent against
di erent kinds of attacks.
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Abstract. Mixes allow anonymous communication. They hide the communi-
cation relation between sender and recipient and, thereby, guarantee that
messages are untraceable in an electronic communication network. Nonetheless,
depending on the strength of the attacker, several known attacks on mixes still
allow the tracing of messages through the network.

We discuss a trickyn¢l)-attack by mixes in pool-mode, which is commonly
used as mix configuration: Such an attacking mix is able to ‘randomly’ delay
messages in order to provide a stream of messages of its choosing to the next
mix(es). If the attacking mix delays all but one message, it can trace the
message it is interested in. The special problem is that this attack is not
detectable by the users as the behavior of the mix is completely legitimate. The
chances of preventing such pool-mode attacks depend on how well the users can
check the mixes in performing their tasks.

We present two possible solutions of checking the mix’ functionality. They
enable the detection of such attacks and, therefore, improve this situation. We
suggest the usage of commitment schemes, which are applied to determine the
random choices of mixes beforehand, and describe their protocols in detail. We
compare the commitment scheme for decisions on single messages and the
commitment scheme for decisions on hash values of messages.

1 Motivation

Modern electronic communication networks provide good opportunities for data
exchange. However, they also introduce new problems concerning data security. Many
efforts are made to hide the contents of messages by applying encryption mechanisms.
But for routing messages through a network or establishing connections, most of the
currently available systems need to evaluate user data and, therefore, store information
about participating users. Thisis a contradiction to privacy issues.

One possibility to confidentially handle such information is the usage of a mix-
mediated anonymous communication network. Mixes provide a mechanism for
anonymous communication - they enable the users of electronic data networks to
communicate with each other without identifying themselves. Moreover, if a mix-
mediated system is used to transmit messages, the communicating parties cannot be
correlated by anybody who observes the network and/or even corrupts some of the
mixes used.

1 Parts of this work were supported by the German Science Foundation (DFG), the Gottliel
Daimler- and Karl Benz-Foundation and the German Ministry of Education, Science,
Research and Technology (BMBF).

C.Boyd and E.Dawson (Eds.): ACISP’98, LNCS1438, pp. 111-121, 1998
© Springer-Verlag Berlin Heidelberg 1998
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Nevertheless, there are several known attacks on mixes that till allow the tracing
of messages. We will focus on one special attack by pool-mode mixes (Chapter 3)
after we have shortly introduced mixes and possible attacks. To improve this situation,
the usage of a commitment scheme is suggested. Two solutions are described in detail
(Chapter 4 and 5) and finally compared (Chapter 6).

2  Themix-mediated network

2.1 Basic idea of mixes

David Chaum [Chau_81] introduced mixes in 1981. Pfitzmann et. al. [PfWa_86,
PfPW_91] further discussed them in the following years.

A mix is a node, which must be added to a communication network for enabling
untraceable communication. An attacker of such a system is allowed to observe al
data traffic in the entire mix-mediated network and control all but one mix. To prevent
an observer from tracing messages through the network, mixes collect and buffer
incoming messages and change their order and appearance before forwarding them.
To guarantee the traffic load of the system or to improve the achieved security, a mix
may be allowed to generate dummies (meaningless messages). Anonymity of the users
aswell as the untraceability of their messages are guaranteed by this basic approach.

For sending a message N through the mixes, the user must prepare his messages.
This can be visualized as enclosing this message in successive envelopes where the
enclosing corresponds to encrypting a message with the public key of the mix. The
outermost envelope can only be removed by the first mix, the next envelope by the
second mix etc. This corresponds to decrypting with their private keys. Hence, each
mix can only open adistinct envelope.

N = N 1)

ml
N, = c(A..r.pN,,) fori=mmdil, .. 1

This meansin cryptographic terms (see Formula 1) that the sender encrypts a message
N plus some random bits r, with a public key ¢, of each mix M, (starting with the last
one) where M, is addressed by A. The last mix of the chain gets the address of the
recipient to whom the message N is intended and forwards it. Of course, it may still be
encrypted for the intended recipient; but thisis independent of the mix protocol.

There are two possibilities of connecting mixes. mix cascades and open mix
sequences. In the former, mix cascades connect a certain number of mixes in a static
order. In the latter, the user individually chooses a mix sequence for every single
message. Note, mixes must be developed and operated by independent providers.
Otherwise, an attacker who controls one mix would be able to control all.

2.2 Configurations of the mix functions

Our approach of modeling mixes, firstly presented in [FGJP_98], results from the
description of mixes in several applications, e.g. [PfPW_91, FaKK_96, GuTs_96,
LoEB_97, SyGR_97, JMPP_98]. They all describe possible configurations of mixes
This will be summarized as follows.
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Figure: Functions of amix

The functions of a mix can be divided in basic and additional functions. The figure
shows a general model of the functions of a mix. Each function can be implemented in
different ways. The basic functions ‘buffering’, ‘crypting’ and ‘re-ordering’ are
necessary to avoid correlation of incoming and forwarded messages of a mix.

Buffering is used to avoid time correlation. The buffer of a mix (of sigean
generally be organized in batch-mode or pool-mode. In batch-mode, the mix aollects
messages in its buffer, en-/decrypts and re-orders them and forwardeesbages at
once. Hence, the number of messages in the buffer varies from zem@nahe other
hand, if the mix works in pool-mode, the buffer contains exattiyessages. During
the startup phase the mix only collects messages, after that the number of messag
contained in the buffer constantly staysnaOn arrival of then+1* message, one is
randomly selected from the buffer. Combinations of the two modes are possible a
well.

Crypting is used to avoid correlation by the appearance of a message. l.e. a
incoming messagl = c(..., r, msg) must look different to the messagmsg that will
be forwarded after processing by the rMix We use the word ‘crypting’ if either
encrypting or decrypting is possible. Both asymmetric and symmetric crypting is
possible depending on the used crypting scheme (sender/recipient anonymity schem
The random numbernsincluded in a message (see Formula 1) need not be further
processed.

For some applications, it is necessary to store state information, e.g. informatiol
about key generation in hybrid systems.

If dummies are used, the mix can send them to trash immediately after decryptin
the incoming message.

Re-ordering is used to hide sequence correlation, i.e. the order of the message’
arrival. If the mix works in batch-mode, all messages of each batch have to be re
ordered before forwarding them to the next address. In order to prevent attacks kb
mixes, the re-ordering should be done in a manner, which is publicly known, e.g. ir
alphabetical order. If the mix works in pool-mode, only single messages will be
forwarded. Thus, instead of re-ordering, the random selection of the messages frol
the pool hides the correlation.

A mix as described above is controlled by events where the event corresponds t
the arrival of a message. Another possibility would be to use time-controlled mixes,
i.e. output takes place at certain time intervals.

Beside the basic functions described above, some more actions have to (or can)
performed by a mix to prevent an attacker from succeeding with active attacks. Th
functiontest for replaysis used to prevent replay-attacks [Chau_81]. l.e. an attacker
sends a message again and observes the outputs of the mix. Since all known, usa
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crypting systems work deterministic, the same output will occur and, therefore,
correlation would be possible. Thus, a message sent again will be transferred to trash.

To check the sender’s identityprevents an attacker from flooding a mix with
known messages [PfWa 86]. There must always be enough messages of enough
different senders. At least, attacks by a single attacker can so be avoided.

It is possible to give a time limit for delaying messages e.g. the maximum
allowed time or a min/max time [GUTs_96, FaKK_96]. By this the sender of a
message has extra information and may be able to check the correct processing of |
message by evaluating such delay times.

2.3 Theattacking model of mixes

An attacking model describes the full capabilities of an attacker. The importance of
an attacking model is often under-estimated and/or not described at all. It is ou
opinion that the analysis of a system’s security can only be successful if the strength «
a possible attacker has been stated. Thus, one should always describe the security ¢
system under a specific attacking model. Furthermore, the functionality of this systen
should not allow any attack, which is possible in the (assumed) attacking model.

In case of mixes the following attacking model was introduced in [Chau_81] and
further discussed in [PfPW_91]:

* An intruder can tap all lines.
» Even if he controlen-1 of m mixes, he cannot trace messages.

Thus, if one of the mixes used fulfills the expectations concerning trustworthiness
anonymity of the users’ communications can be achieved. Trustworthiness means th
the attacker must not control the mix: The attacker can neither observe what i
happening inside the mix nor manipulate the actions performed by the mix.

This is the strongest attacking model the mix system holds. It describes the securit
against an observing intruder. Protection against an attacker, who does globall
eavesdrop and also contraisl of n users, is not possible. Furthermore, protection
against an active attacker is not completely given by this model. In the following
sections an attack is described that is still possible.

3  The(n-1)-attack

3.1 Moaotivation

If we talk about attacking a system, we always refer to insiders of the system a
possible attackers, i.e. somebody who may be able to manipulate a mix - e.g. th
provider of the mix.

The main goal of an attacker on the mix network is to reveal the communicatior
relation, i.e. to trace a single message through the network. Most attacks are prevent
by the functionality of the trustworthy mix, e.g. replay attacks by the ‘test for replays’.
However, there are still some ways to achieve this goal: If the attacker knows al
messages except the one that he wants to trace, he may be successful. This kind
attack is known afn-1)-attack.

3.2 Strategiesfor the (n-1)-attack

We assume the strongest attacking model, i.e. only one mix is trustworthy. The
attacker wants to bridge this mix and, therefore, tries to pldcef n messages into
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the mix’ buffer. There are several ways to do sofl@ding a mix with messages, (2)
co-operation of n-1 attackers,(3) delaying of messages by the mixeBurther
possibilities occur if these strategies are combined.

As mentioned above, some attacks can be prevented by the functionality of the mi
E.g. the f-1)-attack by flooding can be prevented if the mix is configured in such a
way that it always generates dummies. Then, at least, the dummies increase tl
number of messages unknown to the attacker. However, if more traffic is generate
the mixes must automatically delay other messages. This can lead to other attac
covered by case (3). Especially mixes in pool-mode are candidateslfpattacks by
delaying since the messages are randomly delayed.

We are going to focus on pool-mode mixes as they are often implemented. Thei
relevance results from the fact that, in comparison to batch-mode mixes, the size «
the anonymity group can be kept larger.

3.3 Preventing pool-mode attack
For mixes in pool-mode the-{1)-attack by delaying is extremely hard to prevent.

Problem: All actions of the attacker are legitimate in this case: Message delaying is
allowed; the indeterministic (random) output is wished. Therefore, this attack is not
detectable by the trustworthy mix and/or the users. If the unauthorized delay o
messages would be recognizable by checking the mix, then attacks by delaying ar
flooding can be detected and, thus, avoided or at least stopped. Therefore, we mt
find a measure to make this fraud detectable. Only then the transmission process ¢
be stopped and the corrupted parties identified. Furthermore, if the correct executio
of the mix function is checkable, then the security for honest users can be increased.

Solution: To check a mix, we suggest the usage of a commitment scheme by which
statement is compulsorily committed without announcing it immediately.

The commitment scheme can be applied to mixes as follows: The mix must decid
how incoming messages will be processed before it actually knows these messages.
a mix manipulates its decision later, this will be detectable. We present and compat
two variants of this scheme. The commitment scheme for

 decisions on single messages, and
 decisions on groups of messages, i.e. their hash values.

For both schemes the general procedure of how messages are processed appl
Decisions are made inpre-processing phase. To assure that manipulations would be
detectable, all decisions are signed, i.e. a certificate is given by a trustworthy thirc
party (TTP). Later in therocessing phase, i.e. when the message actually arrives, the
appropriate decision is applied.

All steps can be summarized as follows: (1) decisions are made by the mix, (2
decisions are signed by the TTP, (3) decisions are selected depending on the arrival
messages, and (4) users can check the correct processing of their messages accort
to the published decisions. In the following section these protocol steps will be
described for both solutions.

Pool-mode mixes forward messages randomly. We, therefore, call the decision
made in the pre-processing phase ‘random decisions’. Such random decisions cou
be:

» the random selection of a message from the pool, or
» the random selection of messages within permitted periods of time.



116 E. Franz, A. Graubner, A. Jerichow, and A. Pfitzmann

Permitted periods of time could be individually defined by the users or generally pre-
defined for each mix. Both kinds of decision making will be discussed.

Last but not least, there are two ways how the users can check the correct
functionality of the mix: either constantly during the processing of messages or only
by request.

4  Commitment schemefor decisions on single messages

4.1 Basicidea

Pre-processing phase: The mix is forced to make its decisions in advance, i.e. it has

to decide how the processing of an arriving message will be made. For that purpose a
number is given and a decision made for every single message. These ‘randol
decisions’ are then signed by a TTP and afterwards stored by the mix secretly. Thel
must be always enough messages in the pool such that the probability to run empty
negligible. On the other hand, the mix cannot generate a list of random decisions fc
its whole life cycle. Therefore, we suggest that it always makes its decisions for on
working period according to these conditions.

Processing phase: On the arrival of a new message, the mix selects the appropriate
decision and follows the instructions. At the same time it reveals the decision to the
user whose message it was applied.

4.2 Description of the protocol

4.2.1 Pre-processing phase

The mix makes its decisidg for a numbemMr, that is later associated to an arriving
message: Ik more messages have arrived at the mix, forward the processed messac
msg with numbemr..

E: arrival ofNr,, — outputfnsg(Nr,)) 2

The mix then prepares a record, which the TTP is supposed to sign. The recor
includesk, mix, (the identity of the mix) antlr,, the number of the message to which
the decisiohwas made as well &s:= (mix_, Nr, Ei)s’“*, the data signed with the mix’
signatures ...

This prepared record rf{x,, Nr, E); s] is sent to the TPP in order to get a
certificate for each decisioB. Note, every decision is associated with exactly one
mix due tos andmix,. Thus, interchanging decisions between malicious mixes is not
possible.

2 As briefly discussed in Section 3.2 there are different ‘random decisions’ possible.
If messages are randomly selected from the pool, the selection depends on the control-mo
of the mix, i.e. if the pool is event- or time-controlled. For an event-controlled mix a decision
would consist of a number referring to a message in the input stream and a number statir
how many more messages have to arrive at the mix before the referred message will t
forwarded. If the mix is time-controlled then the second number of the decision asserts hov
many output-times have to pass before the message will be forwarded by the mix.
If the decision is to randomly delay messages within permitted periods of time, the pool is
time-controlled. A decision should consist of a number addressing a message in the inpt
stream and an absolute or relative delaying time, which controls the output of the message.
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The TTP verifies the correctness of the mix’ signature with the mix’ verifying key
t.. If it is ok, it adds a time stamgt and signs the new record with its own signing

Key S
it (5)™=(mix,Nr,E)  then sig,,,:=[(mix, Nr, E)its]™ ©)

Otherwise it will be ignored. The next step is that the TTP sends the data back to th
mix, which stores

E’ = [(mix,, Nr, E);tsf], sig,, 4

after it has verified sig,, with the TTP’s verifying key, which must also have a
certificate.

To minimize the traffic load, mixes should make their decisions for a certain
number of messages in advance and send them in lots to the TTP.

4.2.2 Processing phase

Assume that¥-1) messages have arrived after the mesllag&hus, if messaghir,,,
has arrived, the decisidgy for the messag8lr, is applied (compare Formulae (2) and
(4)). Thus, messagensg(Nr,) is forwarded together with a control messagmsg.

This allows the sender of the message to chegkis correctly applied.

output:msg(Nr), c_msg := (E)" (5)

c_msg corresponds to the decisi@i that is encrypted bi. Due to the fact thdtis a
secret key between sender and mix, only the sender of the message is able to read &
therefore, check the correct execution of this decision. Depending on the crypto
system usedk is either directly included in the sender’'s message or generated from
the always included random bits (compare Formula (1)).

Since the user prepared his message for the chosen mixes he knows how tl
messagemsg(Nr)) looks like. If this output occurs at the mix to be checked, he
decrypts E’)* and performs the two following checks: Firstly, he verifies whether the
decision has really been made before the message has arrived at the mix and whet
it has been certified by the above mentioned institution. This is done by examining th
time stamp and the signature which are both part of the decision.

if outputfmsg(Nr)) then observe(arrival oNr,, ); (6)
from FE’ learn arrival ofNr,,;
if X=y then mix works correct.

Secondly, the user must check whether the mix correctly processed its messag
according to the revealed decision. As summarized in Formula (6), the user ca
observe which message triggered the output of his own message and so he c
compare this observation with the revealed decision.

4.3  Achieved security

By the protocol described above it is possible to detect a malicious mix, i.e. one the
manipulates its random decisions. Therefore, it can be identified as an attacker.

The TTP can be seen as a weak point of the system. However, the situation can
improved if several independent TTPs are used.

Another problem is that delaying messages for very long time periods cannot b
prevented without extending the protocol. Mixes are not prohibited to choose higt
time delays when making decisions. However, since a mix cannot predict, whict
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message will be affected by such a decision, this can only result in a denial-of-service
attack but very seldom in the (n-1)-attack.

Even denial-of-service attacks can be limited if maximum time limits for delaying
messages in the mix are introduced. If a message is delayed longer, the delaying mix
is exposed as an attacker sinceit did not act within its boundaries. The users can check
the observance of these limits by checking the correct outputs of their messages.

In summary it has to be said that this protocol is secure but results in a very high
traffic load. The following solution will decrease thisload but also limit the security.

5 Commitment schemefor decisions on groups of messages

5.1 Basicidea

Pre-processing phase: The mix makes its decisions for all future incoming messages,
i.e. for the complete range of possible messages.

The procedure consists of applying a publicly known hash function to an arriving
message and later, in the processing phase, looking up the decision for the appropriate
interval of this hash-function result. The reason to make a decision for an interva, i.e.

a group of hash values, is that normally the hash function has more results than the

mix has different meaningful decisions. That is why we call this scheme ‘commitment
scheme for decisions on groups of messages’. Thus, the mix assigns a decision to e:
interval and publishes the association table.

Processing phase: If a message arrives at the mix, the hash function is applied to the
decrypted message. The result refers to the interval, which decision the mix has to u:
for processing the message. Since the hash function as well as the association table
hash-function results and decisions) are publicly known, the user can easily check tf
correct working of the mix.

5.2 Description of the protocol

5.2.1 Pre-processing phase
First, the mix has to make its decisions. It, therefore, chooses a one-way hash functic
h. It must be nearly impossible to work out an original message from any hash value
In addition, the hash function has to fulfill the following condition: Even if the input is
partially known, the calculation of the entire corresponding input to the observed
output must not be easier than just guessing it.

As described in 5.1, intervaltg, of hash values are built such that

ONe U h, =range (h) ODi,j «h, 0 h,=0 ©)
Ni

For eacth, the mix has to make its decisi&nsuch thatli. /E, < h; - E whereE, is
built according to formula (2).

5.2.2 Processing phase
On arrival of a messagaesg(Nr,) at the mix, the hash function is applied:

if arrival ofmsg(Nr,) := c(..., r, msg) then calculateh(r,msg) (8

The hash value is calculated from the random number contained in the message a
the crypted message itself. Simply hashing the incoming message or the crypte
message only is not possible because then everybody could calculate the hash va
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from any observed input or output message. Thus, an attacker would be able to
completely expose the association of incoming and outgoing messages of a mix.
The hash-function result is used to select the associated decision:

if (h(r,msg) /hy) O (hy ~ E) then apply(E) 9

As explained in 5.1. messages are grouped where h,, is an interval of hash-function
results. The range of al possible hash values must be covered by all h,, such that

Oi « h, = range(h) O (E, - h, (10)

E, is then processed by the mix as stated in the decision. That means it will stay in the
mix’ buffer until x further messages have arrived before it is forwarded.

Because the mix makes its decisions only once and publishes them immediate
afterwards, i.eE - hy, no additional protocol steps for enabling the users to check the
correct working of a mix are necessary. To guarantee that the correct association tak
is published, the mix should sign it.

For the checking, the users can apply the hash function to their messages. From t
result they can learn which decision is applicable. Checking is fairly easy as al
decisions are publicly available. The only thing that needs to be confirmed is the
signature of the association table to ensure that the correct table is used. The corre
processing of their messages by the mixes is checked by the users as described
Formula (6).

5.3 Discussion of problems

If decisions are made for hash values of messages, a strict event-controlled pool-mo
of a mix cannot be guaranteed anymore: The mix cannot plan the outputs of messag
in advance like it was possible in the commitment scheme for single messages. Tt
time when a message has to be forwarded by the mix depends on the content of t
message, hence the mix cannot control its output process itself.

When a message arrives at the mix several situations can occur: (a) If no output
triggered, the number of messages contained in the pool increases. This contradicts
the normal behavior of an event-controlled mix, but is not critical at all in concern of
security matters. (b) Exactly one message is forwarded. This corresponds to th
normal event-controlled pool-mode of a mix. And last but not least (c), if several
messages are forwarded, the number of messages contained in the pool gets lower t
it is supposed to be. Thus, this case is the only critical. The following four possibilities
describe how to act when situation (c) occurs:
 The mix does not forward any message to ensure the minimum number o

messages contained in the pool: This would give the mix some freedom to perforn

delay-attacks: In order to check the correct work of the mix all users had to co-
operate and reveal the contents of their messages amongst each other.

» The mix forwards exactly one message: In this case the mix can successfull
perform attacks as well. It has to choose one of the messages for output. Even
this happened according to a certain strategy the users would only be able to che:
the mix if they co-operated as described in the case above.

» All output-considered messages are forwarded: It might happen that the poo
becomes empty at some point. As a result the probability for linking incoming with
outgoing messages increases.

» All output-considered messages are forwarded and the pool is filled up with
dummies: The buffer is prevented from becoming empty but it is not sufficient to
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use dummies just for filling up a buffer. If the mix is a malicious one the dummies
do not contribute to improving the security of the system. This would only be the
case if every single mix added dummies to the normal message traffic. Thereby, the
traffic load in the network is increased.
The two latter possibilities can be used without loosing the advantage of being able to
check the correct work of the mix. For security reasons the usage of dummies
(contributed by every single mix) is necessary.

Another problem is the starting phase of mixes running in pool-mode. Because of
the fact that a decision is chosen according to the hash value of an incoming message
it is not possible to get the buffer filled up before the mix starts the output of
messages. Nonetheless, if dummies are used to increase the security of the system,
they could also be used to fill up pool in its starting phase.

6 Summary and further work

6.1 Comparison of the discussed methods

commitment scheme for commitment scheme for

decisions on single messages | decisions on groups of messages
manipulations of | immediately by output + | immediately by output +
mixes are delaying is sooner detectable | +
detectable (since the users aready know

the commitments)

event-controlled | can be performed (= pool | +| cannot be performed —

pool-mode never becomes empty)

making decisions | randomly + | depends on message contents | —
for every message an — | once at the beginning for all | +
extra decision (can be messages
done concurrent)

expense of com- | yes, considerable —|no +

munication to en-
sure the checking

initialization of no +|yes -
pool necessary

dummies no +|for a minimum number of |—
necessary messages in the pool

necessary in all mixes —

Table: Comparison of both commitment schemes - advantages/disadvantages (+/-)

The table compares a few criteria of the commitment scheme for decisions on single
messages and the commitment scheme for decisions on hash values of the messages.

Especially the second criterion shows that more security can be achieved by using
the commitment scheme for decisions on single messages. But this variant resultsin a
quite high traffic load on the communication network.

The commitment scheme for decisions on groups of messages using hash values
needs fewer processing steps. Nevertheless, extra measures are necessary to fulfill the
security requirements.
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6.2 Conclusions

Mixes provide a mechanism for anonymous communication. After a brief introduction
to mixes and attacks, we discussed a tricky (n-1)-attack by mixes in pool-mode. This
attack cannot easily be discovered as the attacking mix performs only legitimate
actions. To detect such an attack it is necessary to extend the mix functions such that
the mix must violate its protocol when performing this attack. Thus, with further
measures the attack is detectable by checking the correct work of the mix.

We discussed two variants of a commitment scheme for improving the checking of
mixes in pool-mode. Both can avoid manipulations by delaying and flooding.
Nevertheless, if the attacker just waits for the appropriate system state without
performing any action then he till can successfully attack the user. However, such a
system stateis not very likely to occur.

The comparison showed that the commitment scheme for decisions on single
messages should be preferred for security reasons. If performance is to the fore, the
scheme for decisions on groups of messages using hash values should be used.

The commitment schemes can be used for both event- and time-controlled
processing of messages. The former achieves more security due to the fixed size of the
pool and the possible checks. In the latter the delaying of messages is predictable.
Since the size of the pool is dynamic, the processing of few messages in the pool
demands additional measures like dummy-traffic.

In future work, probabilistic examinations must be performed for quantitative
statements about the size of the anonymity groups and the achieved security.
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Abstract. Conditional and unconditional correlation weaknesses of cas-
cades of up/down clocked shift registers are determined. The correspond-
ing systematic correlation attacks are proposed and the conditions for
their success are obtained.
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and stop/go cascades, cryptanalysis, correlation attacks.

1 Introduction

When designing keystream generators based on linear feedback shift registers
(LFSR’s), in order to obtain a large period and a high linear complexity of
the keystream sequence, one can make use of a technique known as irregular
clocking. Particularly well-known schemes based on this idea are the cascades of
clock-controlled LFSR’s where the first LFSR is clocked regularly (see [H], [@]).
Some examples of the irregular clocking proposed include the stepy ,, clocking,
the stop/go clocking (k = 0, m = 1), and the up/down clocking (k = 1, m = —1)
[, [. The main objective of this paper is analyzing the security of up/down
cascades with respect to correlation attacks on individual LFSR’s in a cascade.

Every stage of an up/down maximum-length sequence cascade consists of an
LFSR with a primitive feedback polynomial which is irregularly clocked by the
input to the stage. In an arrangement known as add-then-step (ATS) stage (see
[, [E2]), to obtain the output bit z; of an up/down ATS stage, the input bit
x; to the stage is modulo 2 added to the output bit y; of the LFSR. Then, to
produce the next bit 341, the LFSR is up or down clocked according to x;.
Namely, the LFSR is clocked one step forwards or backwards if x; is equal to
zero or one, respectively. By connecting L up/down stages in such a way that
the output of any stage is used as the input to the next one and that the input to
the first stage is the all-zero sequence, we obtain an up/down cascade of length

* This work was done while the first author was with the Information Security Research
Centre, Queensland University of Technology, Brisbane, Australia. Part of this work
was carried out while the first author was on leave at the Isaac Newton Institute for
Mathematical Sciences, Cambridge, United Kingdom.
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L. If all the LFSR’s have the same length d, then the sequence generated at
the output of the cascade has period (2¢ — 1) and linear complexity at least
d(2¢ — 1)E=1 (see ).

Cascades of stop/go shift registers have been cryptanalyzed in [#] based on
a specific lock-in effect, which has been extended to a more general case of
stepg,m cascades in [[]. However, the needed keystream sequence length and the
computational complexity are proportional to L - (2¢ — 1)2, which renders the
attack infeasible for moderately large LFSR length d. A conditional correlation
weakness of the stop/go cascades of length two has been derived in [[], has been
later extended to arbitrary lengths in [{], and has been analyzed in more detail in
[@. An unconditional correlation attack on the stop/go cascades of an arbitrary
length has been introduced in [B], ], whereas the same weakness has been
explained in [H| by the so-called linear model approach.

In this paper, a thorough probabilistic analysis of up/down cascades is con-
ducted in order to study the statistical dependence between the cascade output
sequence and the output sequences of intermediate stages. We will first deter-
mine a bitwise unconditional correlation between the second derivatives of the
output and intermediate sequences. We will then establish a conditional corre-
lation between the second derivative of the output sequence and the first and
second derivatives of intermediate sequences. The conditional correlation is de-
rived theoretically for a single stage in a cascade. This is then used to explain
the conditional correlation for a cascade of an arbitrary length which is analyzed
in terms of the appropriate transition matrices. An efficient recursive method for
the construction of these matrices is developed. The corresponding systematic
conditional and unconditional correlation attacks are proposed and the condi-
tions for their success are obtained. It turns out that up/down cascades are
vulnerable to the introduced correlation attacks even if the LFSR length is large
(around 100) and the cascade length is relatively large (around 10), which is
similar to the experimental results reported for stop/go cascades in [B. This is
not surprising, because our theoretical analysis can also be applied to explain
the correlation weaknesses of stop/go cascades, which has not been done in [H]
and [&].

Sections @ and B are devoted to the analysis of the unconditional and con-
ditional correlations, respectively, and the correlation attacks are described in
Section @ Conclusions are given in Section [l

2 Unconditional Correlation

Let A denote a binary sequence {a:} = ag,ai,as,... and let A™ and A}
denote the strings ag, a1, ...,ap—1 and a;, @441, ..., Gr4n—1, respectively. Unless
stated otherwise, the ‘+’ sign is used to denote the (bitwise) modulo 2 addition
of binary variables (strings). Then, let A = {a,} = {a; + as11} and A =
{d+} = {at+ai42}, denote the first and the second derivative of A, respectively.
If the probability Pr{a; = b;} is time-independent, then the (unconditional)
correlation coefficient between A and B is defined as ¢(A, B) = 2 - Pr{a; =
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b} —1 = ¢(A + B,0). Binary sequences A and B are called unconditionally
correlated if ¢(A, B) # 0.

A binary random sequence A of balanced (uniformly distributed) and inde-
pendent binary random variables is here called purely random. For simplicity, we
keep the same notation for random variables and their values. In the probabilistic
analysis to follow, we take a probabilistic model in which the regularly clocked
(in both directions) LFSR sequences corresponding to individual stages of an
up/down cascade are assumed to be purely random and mutually independent.
This implies that the input sequence to the second stage is purely random. First
note that if a binary sequence A is purely random, so are A and A. This is
easily proved by using the fact that the linear boolean functions a; + a;+1 and
at+ a2 are both balanced for each fixed value of a;. Let X and Z respectively
denote the input and output sequence to a stage of an up/down cascade. Then
Z = X+4Y where Y is the output sequence of the irregularly clocked LFSR. As-
sume that the input sequence X is purely random. The following simple result
shows that this property is maintained through the cascade.

Lemma 1. The output sequence Z is purely random.

The main source for both the unconditional and conditional correlation weak-
nesses of an up/down cascade is explained by the following basic lemma.

Lemma 2. For any t > 0, we have

Proof Because of the clocking rule, when the input triple x4, 141, 142 is such
that x;y1 # ¢, the triple v, Y141, Yr42 is such that y,yo =y (the same LFSR
bit is produced). This implies that the corresponding output triple z, zi41, 2t42
satisfies zy42+ 2 = 1+ x142 and (@) follows. On the other hand, when z;1 =
Xy, the triple yi, Yi+1, Yt+2 is not constrained by w, 41, Ti42, so that Pr{y, =
Ys12} is then equal to 1/2 and (@) follows. |
The unconditional correlation properties of a single stage in an up/down cascade
are given by the following theorem.

Theorem 1. The sequences X and Z as well as their respective first deriva-
tives X and Z are unconditionally uncorrelated, i.e., ¢(X,Z) = ¢(X,Z) = 0.
The second derivatives X and Z are unconditionally correlated with

(X, 2) = 1/2. (3)

Consider now an up/down cascade of an arbitrary length L > 2. Let Z ®
denote the output sequence of the Ith stage in this cascade, for any 1 <[ < L.
Recall that the output sequence Z() of the first stage is assumed to be purely
random. Then we have the following generalization of Theorem [l

Theorem 2. For any L > 2, the following is true. The output sequence Z(%)
is purely random. The sequences Z() and Z(L) as well as their respective first
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derivatives ZW and Z®) are unconditionally uncorrelated, i.e., c(Z(l), Z(L)) =
c(ZM, Z(F)) = 0. The second derivatives Z(!) and Z(F) are unconditionally
correlated with

c(ZW, 20y = 172871, (4)

Theorem B is in accordance with the linear model approach from [H]. A similar
result for stop/go cascades has been established (in a different way) in [8] where
the first derivatives are found to be unconditionally correlated. The result can
be used for fast correlation attacks on up/down cascades (see Section H).

3 Conditional Correlation

3.1 One stage

Let X and Z respectively denote the input and output sequence to a stage of
an up/down cascade. As in the previous section, it is assumed that the input
sequence X is purely random. Recall that for any sequence A, A}, denotes the
string of n elements ap,, @m+1, ..., @myn—1- Let 0™ and 1™ denote the strings
of n consecutive zeros and ones, respectively. All the results in this subsection
are true for any initial time ¢ > 0, but, for simplicity, we assume that ¢t = 0. The
following result derived from the basic Lemma [l shows the main cause for the
conditional correlation weakness of an up/down cascade.

Lemma 3. Forany £>2 and 0 < s <k —1, we have
Pri{ip 1 =0]ZF =01 = Pr{X;T! | =05t | ZF 2 =0k 1) = 1/2F. (5)
Proof If Zp_; = 0 and Z;_5 = 0, then from (M), Lemma M, we get that

d_o = 0. Consequently, if @, =0 and Z¥F~1 = 01 then X;T! = 0s!
holds for any 0 < s < k — 1. Thus for any 0 < s < k — 1 we get

Pr{ig_1=0]Z" 1 =01} = Pr{X;*! =0T | ZF 1 =01} (6)

Taking into account that both X and Z are purely random (Lemma M), from
(@ for s = k — 1 we then have

Pr{i,1=0]Z" "' =0""} =pPr{X* = 0" | ZF " = 0"}
=1/2 -Pr{ZF 1 =0k | x* = 0%}
=1/2% (7)

where the last equality comes from the fact that an input string X**! such that
X* = 0F cannot constrain the output string Z¥*1, so that all the binary random
variables in Z*+! are distinct and, consequently, Pr{Z*=1 = 0*=1 | X* = 0¥} =
1/2k—1, |
Lemma B can be extended to the following general theorem yielding the prob-
ability of the first derivative of the input sequence conditioned on the string of
consecutive zeros in the second derivative of the output sequence.
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Theorem 3. For any k> 2 and 0 <r < s <k —1, we have

Priig o1 =1]2F 1 =01} =pPr{X;T! =17+t | ZF-1 = oF~ 1y

=1-1/2F"s (8)
Pri{ig_siro1 =0 2" =081} = Pr{X; Tl =0t | ZF 1 =0F 1)
= 1/2k=str, (9)

Finally, the conditional probability for the second derivative of the input se-
quence is given in the following corollary to Theorem H

Corollary 1. Forany k> 2 and 0 <r < s <k — 2, we have

Pr{i,_s o=0] ZF 1 =01} = 1-1/2F (10)
Pr{X;fl =0 | ZF1 =01} = 1 (2ot —2577) /28 (11)

The importance of the conditional correlations as established in Theorem
H and Corollary ll is that they show that a sufficiently long series of zeros in
the second derivative of the cascade output sequence is with high probability
maintained through the cascade all the way to the first stage, with gradually
reduced length. This can then be used for conditional correlation attacks on
up/down cascades, as described in Section [l

3.2 Any number of stages

In an up/down cascade consisting of a number of stages, it is no longer possible
to derive the conditional correlations as in Theorem M and Corollary ll. However,
the conditional correlation between the cascade input and output can then be
studied by using the up/down transition matriz T, for a single stage which is
defined by taking the approach from [| for a stop/go cascade. The entries of T;,
are the conditional probabilities Pr{Z™ | X™} for all possible inputs, X", and
outputs, Z", of a single stage. Matrices 17 and T5 can be readily obtained and
all of their entries are 1/2 and 1/4, respectively. Transition matrices of higher
order n can be derived recursively by the following theorem.

Given a binary string A"*!, denote by d&,(A) the difference between the
numbers of zeros and ones in its prefix A" with 0 < h < n, and put
d_1(A) = 0. A binary string A"™! is called constraining (with respect to
up/down clocking) if there exists an integer h, —1 < h < n — 2, such that

Theorem 4. For any n > 2, X**t! and Z"*!, we have

Pr{z"*t' | X"t} = Pr{z, | 2", X"} . Pr{Z" | X"} (12)

1+ zp41 + Tn + 2p41 + 2, for constraining X™

1/2 otherwise (13)

Pr{z, | 2", X"} = {

where h is any integer such that —1 < h <n —3 and §,(X) = d,—1(X), and
(B is evaluated only if Pr{Z™ | X™} > 0.
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When constructing a transition matrix, several symmetries can be exploited.
Let A™ denote the string ag, @, ...,a,—1 obtained by negating every bit of
A", and let A" denote the string ag, ay, ..., a,—1 obtained by negating the
odd-index bits of A™. Then we have the following theorem.

Theorem 5. For any n > 2, X", and Z", we have

Pr{Z" | X"} = Pr{Z" | X"} (14)
Pr{Z" | X"} = Pr{Z" | X"} (15)
Pr{Z" | X"} = Pr{Z"| X"}. (16)
Also, if Pr{Z™ | X"} # 0, then for any x, and z, we have
Pr{z, | Z", X", &,} = 1 —Pr{z, | 2", X"}. (17)

Note that the combination of () and (EH) yields that the conditional probability
also remains the same if the even-index bits in Z™ are negated. The recursive
construction and properties of up/down transition matrices can be summarized
in the following corollary to Theorems H and B Let T,, = [t,(¢,7)] where i
and j are the integers whose binary n-bit expansions are equal to X™ and Z"™,
respectively, that is, i = ZZ;S xp -2 17" and j = ZZ;S zp - 20 1R

Corollary 2. We have Ty = 1/2-Us, To = 1/4-Uy (Uy, is the h x h all-one
matrix), and for n > 3,

(26,2 +1) = tn(2i + 1,2j) = (1 = an(21, 2))) - tn-1(3, j) (20)

where a,,(2i,2j) is evaluated according to (), Theorem Bl

Suppose now that we have an up/down cascade of L stages. As before, let
Z® denote the output sequence of the Ith stage in this cascade, for any 1 <[ <
L. Theorem @ shows that if Z() is purely random, then so are Z(®, ... Z(L),
In order to analyze the statistical dependence between Z® and Z(F), 1 <[ <
L — 1, the main point is to observe that, due to the cascade connection, the
conditional probabilities between the cascade input and output strings of length
n are determined by the (L — 1)th power of the transition matrix 7,, (Markov
chain property). More precisely, let ZMOm 1 <1 < L, denote a string of n
elements z(()l), z%l), ey z,(fll Also, let T! = [t%l) (i,7)] denote the Ith power of the
transition matrix 7,,. The following theorem yielding the conditional correlation
between the output sequence of the cascade and the output sequences of its
intermediate stages is then easily proved. It holds for any initial time ¢ > 0, but,
for simplicity, we assume that ¢ = 0.

Theorem 6. Forany L >2, n>1, 1 <[l <L -1, we have

Pr{z0m | 200} = 170G, j) (21)
where i = Y575 2 27717 and j = Y05 2" - 2n
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Observe that, for a cascade of L > 2 stages, the probability of the first or
second derivative of the output sequence of the Ilth stage conditioned on the
second derivative of the output sequence of the cascade is obtained by the sum-
mation of appropriate entries in the corresponding TX~!. The results obtained
by computer simulations are given in Tables 1 and 2. Except for the first rows,
the other entries are not necessarily identical but are very close to each other,
respectively. In accordance with Theorem [l and Corollary[ll for any fixed [ (ef-
fective cascade length is L = [ 4 1), both the conditional probabilities increase
with k (series length is k — 1). Interestingly enough, from Tables 1 and 2 one
may draw a heuristic conclusion that both the conditional probabilities become
significant (close to 0.9 or bigger for the LFSR length around 100 or less) if the
series length is 2L — 1 or bigger (i.e., k > 2] + 2).

Table 1: Evaluation of Pr{éliljl =1 | ZU0k=1 = gk—1},

k=2k=3|k=4|k=5|k=6|k=7|k=8|k=9|k=10

=1

.750001{.87500(.93750(.96875|.98438|.99219{.99609|.99805(.99902

=2

.625001.71875|.82031.88477|.93213|.95959|.97720|.98698|.99284

=3

.56250{.61719|.69043.76599|.83720|.89100{.92935|.95540{.97253

1=

.53125|.56055|.60461(.66599|.73415|.799001.85430|.89845(.93129

| =

.51562|.53076|.55534(.59597|.64734|.70661|.76571|.82095(.86791

=6

.00781{.51550/.52869|.55267|.58644|.63159|.68300|.73785|.79069

=7

.00391|.50778|.51469(.52795|.54830|.57866|.61734|.66346|.71324

=8

.50195|.50390/.50747(.51451|.52609|.54480|.57102|.60537|.64634

=9

.50098(.50195.50378.50743|.51376|.52462|.54108|.56443|.59479

=10

.560049{.50098/.50191.50378|.50714|.51317|.52293|.53773|.55846

Table 2: Evaluation of Pr{ééljz =0 | 20Dk = k-1,

k=2\k=3|k=4|k=5|k=6|k=7|k=8|k=9|k=10

=1

.750001{.87500(.93750(.96875|.98437|.99219{.99609|.99805(.99902

[ =2.625001.71875|.78906|.87695|.92236|.95715|.97464|.98634|.99219
[ =3.56250{.61719(.67090|.76160{.82494|.88409|.92477|.95278|.97080
[ =4.53125|.56055.59534|.66224|.72189|.78933|.84679|.89258|.92680
[ =5.51562(.53076|.55138|.59335|.63866|.69796|.75778|.81310|.86066
[ =6 (.50781|.51550(.52708|.55118|.58134/.62532|.67633|.73021|.78271
[ =7.50391|.50778|.51406|.52721|.54562|.57471|.61261|.65748|.70620

=8

.50195(.50390(.50723|.51417|.52478|.54257|.56807|.60131.64095

=9

.50098.50195|.50369|.50729|.51316|.52345|.53940|.56193|.59107

=10

.50049{.50098/.50187.50372|.50687|.51260{.52204|.53630|.55609

4 Correlation Attacks

In this section we show that the results established in previous sections can be
used to mount practical correlation attacks on up/down cascades. The correla-
tion attacks to be described are based on conditional, unconditional, or combined
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correlations, respectively. For an up/down cascade of L stages, for any 1 <1 < L,
let Z® denote the output sequence of the Ith stage in this cascade, and let Y ()
and U® denote the output sequences of the Ith LFSR, LFSR;, when up/down
and regularly clocked in both directions, respectively. Then Z®) = z(-1) 4y ®),
2<1<L,and ZM =Y® = UW since the input to the first stage is the all-
zero sequence so that LFSR; is always regularly clocked forwards. In correlation
attacks, it is assumed that the LFSR feedback polynomials (of the same degree
d) are known, and the objective is to reconstruct the LFSR initial states for all
the stages from a given segment of the cascade output sequence, i.e., to recover
the regularly clocked LFSR sequences UV, 1 <1< L.

4.1 Conditional correlation attack

Theorem H together with Corollary B shows that if a sufficiently long series
of zeros is observed in the second derivative of the cascade output sequence,
then with high probability a series of ones occurs in the first derivative of the
output sequence of any stage in the cascade, where the series length is gradually
reduced backwards through the cascade. Consequently, for a number of bits
near the end of the observed series, the conditional probability that the first
derivative of the output sequence of the [th stage is equal to one is close to one
for | = L—1, decreases as [ decreases, and may still be close to one for [ = 1. This
is confirmed by the experimental results based on the analysis from Subsection
E=2 and displayed in Tables 1 and 2. Such an effect can then be exploited for a
conditional correlation attack on an up/down cascade of an arbitrary length, in
a similar way as for stop/go cascades [E], [f] and for the summation generator
[7]. The technique used is essentially one of information set decoding and is first
applied to the first stage to reconstruct the initial state of the regularly clocked
LFSR;.

If by scanning the second derivative of the cascade output sequence for suf-
ficiently long runs of zeros, where the length is to be determined, m bits of
ZW = UM are found such that the conditional probability for them to be
equal to one is greater than or equal to 1 — ¢, then the probability of ran-
domly choosing d of them that are indeed equal to one can be estimated [i] as
g > (1—em/(m—d+ 1)) (in fact, the probability is bigger since, by Theo-
rem B, the events are not independent within the same series). If the bits are
linearly independent, which is very likely, then the candidate initial state of
LFSR; can be recovered by solving the corresponding nonsingular system of
linear equations. Each candidate initial state is then tested by estimating the
conditional probability on the remaining m — d bits. The required number of
trials, which is roughly ¢~!, for the correct initial state to be found should not
be too large. For a given d and an assumed m/d (typically, less than 10), one
can then determine an upper bound on the required . The minimum necessary
series length at the cascade output for the conditional probability to be equal
to or greater than 1 — ¢ can be obtained by computing the conditional prob-
ability from the powers of the transition matrix T,, for sufficiently large n, as
described in the previous section. Tables 1 and 2 show the obtained results for
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the string lengths n = k+ 1 = 3,...,11 (the series length is £k — 1) and the
cascade lengths L =1+ 1 = 2,...,11. If the computation is not feasible, one
may then use a heuristic recommendation justified by Tables 1 and 2 that the
minimum necessary series length for the conditional probability to be close to
0.9 or bigger (which suffices for d around 100 or smaller) is about 2L — 1. In this
case, the required cascade output sequence length can be estimated as m - 227,
which is, interestingly enough, relatively close to the length needed for testing
the unconditional correlation.

The above considerations show that the conditional correlation attack on the
first stage of an up/down cascade is feasible even if the LFSR length is large
(d ~ 100) and the cascade length is relatively large (L ~ 10). According to the
experimental evidence from [{] for step-then-add stop/go stages (without essen-
tial difference), similar conclusions are also true for a stop/go cascade. This is
not surprising since the corresponding transition matrix, which we have com-
puted, is very close (but different from, except for the first row) to the transition
matrix for an up/down cascade given in Table 1. By the same token, the exper-
imental results from [d], where the conditional attack is reported to be realized,
also support our conclusions for up/down cascades.

Once the LFSR; initial state (i.e., the sequence Z (1)) has been reconstructed,
a similar information set decoding technique is applied to the remaining stages
of the up/down cascade. However, there is an important difference which does
not exist in stop/go cascades. Namely, for the second stage, for example, we have
that Y?) = 2 4 Z() where Z( is known. Accordingly, the conditional prob-
ability for any bit of the first derivative Z(®) to be equal to one is the same as
the conditional probability for the corresponding bit of the first derivative Yy®
to be equal to one or zero depending on the corresponding bit of ZM which
is known. Since the clocking sequence Z() is known and the clocking is of the
up/down type, the obtained conditional probabilities for the first derivative y®
are the same as the conditional probabilities for the corresponding bits of the
first derivative U of the regularly clocked (in both directions) LESR sequence
U® to be determined. The difference is that for up /down clocking, it takes only
about v/N bits of U® to produce N bits of ¥2), so that multiple conditional
probabilities for the same bits of U® are likely. Such probabilities can be com-
bined together to improve the estimates of the involved bits of U in which
case shorter series can be exploited as well. It remains to explain how to combine
these probabilities. For the same series the estimates are not independent (see
Theorem H), so that the probabilities are combined by taking the maximum one.
For different series the estimates are independent, so that the probabilities are
combined in the following way. For a probability p, first define the probability
ratio as p/(1 — p). Then transform each conditional probability p into 1 — p if
the corresponding bit of ZW is equal to one. The resulting probability ratio is
then the product of the individual probability ratios. The resulting conditional
probability that the considered bit of U® s equal to one may then be much
closer to zero or one than the individual conditional probabilities. This improves
the success of the conditional correlation attack on LFSRs. The same procedure
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is successively applied to all the stages except for the final one, where the recon-
struction of U™ from known Z(*~=1 and Z() is directly performed by solving
the corresponding linear equations.

4.2 Unconditional/conditional correlation attacks

Theorem [l shows that the second derivative sequence 7MW = UM for the first
stage (LFSR;) is unconditionally correlated to the second derivative Z(F) of the
cascade output sequence which is known. The sequence U™ also satisfies the
LFSR; feedback polynomial and uniquely determines U). Accordingly, Z@)
can be viewed as a noisy version of UM at the output of a binary symmetric
channel with the noise probability p = 1/2 — 1/2, so that standard iterative
probabilistic decoding algorithms used in fast correlation attacks on memoryless
combiners [H] (see also JE&]) can then be applied to recover U and then U™ as
well. The success of fast correlation attacks is determined by the number of found
polynomial multiples (i.e., parity-checks) of the LFSR; feedback polynomial of
low weight (number of nonzero coefficients) and of not too large a degree (see
[=9]). Of course, if the LFSR length d is small, one may just apply the basic
Hamming distance based correlation attack &) using 10 - d - 22(F=1) bits of the
output sequence. However, for fast correlation attacks, the minimum length is
generally bigger than that, so that the attacks may practically work for relatively
small L only (e.g., smaller than 10).

Once the LFSR; initial state has been recovered, a modified fast correlation
attack can then be applied to other stages of the up/down cascade by taking
the approach already described in the systematic conditional correlation attack
(see [ for stop/go cascades). As before, the last stage is settled by solving
the linear equations. Take the second stage, for example. It follows that Z@)
can be viewed as a noisy version of Z® =y® 4 Z(l), which is in fact Y@
modified by known Z(). By using the known clocking sequence Z(1) one can
then obtain a noisy version of a segment of U® from the noisy version of the
modified segment of Y @ This is possible since for up/down clocking, a segment
of successive bits of Y(?) is obtained from a segment of successive bits of U(?)
and any bit of the second derivative Y@ ig equal either to the corresponding
bit of U@ or to zero, in which case it is discarded. However, unlike the stop /go
cascades [, it is not possible to mount directly a fast correlation attack on the
determined segment of U?), because of its short length, which is close to v N
where N is the length of the observed output sequence. One solution would be
to increase N, but this is not practical. A much better solution is to combine
and use the multiple estimates for bits of U . For most bits of U2 one obtains
about v/N such estimates. They can be modeled as independent and combined
in a similar way as already described for the conditional correlation attack. More
precisely, for each estimate the probability ratio is defined either as p/(1 —p) or
(1 — p)/p depending on whether the corresponding bit of ZW is equal to zero
or one, respectively, where p = 1/2 — 1/2E. The resulting probability ratio is
then the product of the individual ones and determines the probability that the
considered bit of U is different from the corresponding bit of Z(¥). Since the
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number of estimates is large, the resulting probability is generally much closer
to zero or one than p. Consequently, one may start the fast correlation attack
on the considered segment of U (2), with the modified probabilities as the initial
noise probabilities, provided that the used set of parity-checks is large enough
compared with the available length of the considered segment. Alternatively, one
may also identify the significant noise probabilities that are close to zero or one
and then run the conditional correlation attack, this time by using the second
derivative U®.

There is yet another possibility to be used in the fast correlation attack
on the first stage of an up/down cascade. Namely, instead of the initial noise
probabilities all being equal to p, by essentially the same technique as in the
conditional correlation attack one may find and use the significant conditional
probabilities for the second derivative sequence ZO = (see Corollary land
Table 2). In this case, much shorter series of zeros in the second derivative of
the cascade output sequence can be exploited. A similar procedure can also be
applied to other stages as well. The resulting fast, combined unconditional and
conditional correlation attack may work for shorter output sequences than what
is required by the conditional one alone, especially if the LFSR length is large
(e.g., bigger than 100).

5 Conclusion

In this paper, for cascades of up/down clocked shift registers, the statistical
dependence between the cascade output sequence and the output sequences of
intermediate stages is investigated and the conditional and unconditional cor-
relation weaknesses are established. The corresponding systematic conditional
and unconditional correlation attacks are proposed and the conditions for their
success are obtained. The correlation attack on the first stage of a cascade is the
most critical one, whereas for the remaining stages the attacks are easier not
only because of the effectively reduced cascade length, but also due to the spe-
cific characteristics of up/down irregular clocking. It is concluded that up/down
cascades are vulnerable to the introduced correlation attacks even if the LFSR
length is large (around 100) and the cascade length is relatively large (around
10), which is similar to the experimental evidence for stop/go cascades reported
in [A]. Thus, despite the fact that output bits in an up/down clocked LFSR are
repeated many more times than in a stop/go clocked LFSR, up/down cascades
are not more vulnerable to the described correlation attacks than stop/go cas-
cades. This is because in both cases the attacks start with the first stage which is
regularly clocked. Note that the correlation weaknesses appear to exponentially
decrease with the cascade length for both up/down and stop/go cascades.
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A Stream Cipher Based on Linear Feedback over
GF(2)
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Embedded applications such as voice encryption in wireless telephones can
place severe constraints on the amount of processing power, program space and
memory available for software encryption algorithms. Additionally, some
protocols require some form of two-level keying which must be reasonably fast.
This paper introduces a mechanism for creating a family of stream ciphers based
on Linear Feedback Shift Registers over the Galois Finite Field of otder 2
wheren is chosen to be convenient for software implementation. A particular
stream cipher based on this methodology, SOBER, is presented and analysed.

1. Introduction

Encryption of digitised voice data in wireless telephony has been hampered by the
lack of computational power in the mobile station. This has led to either weak
encryption such as the Voice Privacy Mask used in the Time Division Multiple Access
standard [8], or hardware generated stream ciphers such as the A5 [1] cipher used in
the European GSM digital phone standard. The disadvantages of hardware based
stream ciphers are that there is additional cost of manufacture of the mobile station,
and in the event that the encryption needs to be changed there is a large time and cost
involved. Since most of the mobile telephones in use incorporate a microprocessor and
memory, a software stream cipher which is fast and uses little memory would be ideal
for this application.

Stream ciphers combine the data to be encrypted and a stream of pseudo-random
bits generated by the encryption algorithm, usualy with the exclusive-or (XOR)
operation. Decryption is the process of generating the same bit stream and removing it
from the encrypted data. For the encryption to be secure, it must be computationally
difficult to predict the output of the generator.

Many of the techniques used for generating the stream of pseudo-random numbers
are based on Linear Feedback Shift Registers (LFSRs) over the Galois Finite Field of
order 2. The register is updated by shifting it by one bit, and calculating the new bit to
be shifted in as a linear function of the other bits. The operations involved, namely
shifting and bit extraction, are efficient in hardware, but inefficient in software,
especidly if the length of the shift register exceeds the length of the registers of the
processor in question. In addition, only one bit of output is generated for each set of
operations, which is again inefficient use of the general purpose CPU. There are a
large number of different stream ciphers which utilise LFSRs as their underlying
mechanism; for good surveys, see[5] or [7].

C.Boyd and E.Dawson (Eds.): ACISP’98, LNCS1438, pp. 135-145, 1998
© Springer-Verlag Berlin Heidelberg 1998
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This method utilises a number of techniques to greatly increase the speed of
generation of the pseudo-random stream in software on a microprocessor, while
retaining the good characteristics of stream ciphers based on LFSRs, namely that they
have been extensively studied and there are empirical techniques thought to produce
good encryption characteristics. The particular agorithm presented, SOBER,
additionally implements a two level keying scheme which is useful in mobile
telephony applications.

2. Fast Linear Feedback Shift Register Byte Generation

Linear feedback shift registers are normally based on a recurrence relation over the
GaloisField of order 2 (GF(2)). The output sequence (of hits) is defined by

Sn+k = Ck-lsn+k-1 + Ck-zsmk-z oot Clsml + COSn

where s, isthe nth output of the sequence, the constant coefficients c, are elements of
GF(2), that is, single bits, and k is called the order of the recurrence relation.

The software inefficiency of such registers comes from the fact that a genera
purpose processor which can manipulate byte- or word-sized objects instead needs to
perform many operations on single hits.

2.1 LFSR over GF(2)

LFSRs can operate over any finite field, and can be made more efficient in software
by utilising a finite field more suited to the processor. A particularly good choice for
such afield is the Galois Field with 256 elements (GF(2°)). This is good because the
elements of the field and the coefficients of the recurrence relation occupy exactly one
byte of storage and can be efficiently manipulated in software. In the meantime, the
order k of the recurrence relation which encodes the same amount of state is reduced
by afactor of 8.

The field GF(2°) (and more generally for orders which are a power of two) can be
represented (the standard representation) as the coefficients modulo 2 of al
polynomials with degree less than 8. That is, an element a of the field is represented
by a byte with bits (a, a,, ..., a;) which represents the polynomial

ax'+ax +..+ax+a,

The addition operation for such polynomialsis simply addition modulo two (that is,
XOR) for each of the corresponding coefficients; the additive identity is the
polynomial with all coefficients 0. Multiplication in the field is polynomial
multiplication with modulo two coefficients, with the resulting polynomial being
reduced modulo an irreducible polynomial of degree 8. The multiplicative identity
element is (a, &, ..., &) = (0, O, ..., 0, 1). The choice of an irreducible degree 8
polynomial alters the way elements of the group are mapped into encoded bytes on the
computer, but does not otherwise affect the actual group operations. For the purpose of
this paper, and SOBER, we use the irreducible polynomial

X+ +x+x2+1

but any irreducible monic polynomial of degree 8 would work.
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Now that there is a known representation for the 256 elements of the underlying
field to be stored in a single computer byte, the LFSR can be specified in terms of
bytes instead of bits, and successive output values will be bytes instead of bits.
Calculating these successive output values requires a number of constant
multiplications followed by addition of these terms.

Polynomial multiplication and subseguent modular reduction are complicated
operations on a general purpose processor, but since there are only a small number of
field elements the operations can be replaced by table lookups and simpler operations.
For general multiplication within the field, exponentiation and logarithm (index) tables
can be used. In the case of GF*(2°) the tables are each 256-bytes long and would
normally be precomputed and stored in read-only memory. Note that when one of the
operands is zero, there is no corresponding entry in the logarithm table, so the
operands must first be tested to seeif the result is zero.

For the generation of outputs from an LFSR, however, the situation is much
simpler. The only multiplications required involve the constant coefficients ¢ above.
For efficient implementation, these would be chosen to be 0 or 1 most of the time. The
¢, which were other values would have precalculated tables t[] stored in read-only
memory, where the jth entry of the table would be

thil=j* ¢ (=0.2%1)

In the example implementation shown below, only two of the coefficients ¢ are
neither O nor 1, and so for the same 2* 256 bytes of tables, the multiplications can be
done with a single table lookup for each, and no conditional tests.

In the discussions below, the operations of addition and multiplication over the
Galois Field of order 256 are shown as the symbols [0 and O (respectively) to avoid
confusion with the more normal uses of addition and multiplication.

2.2 Circular Buffer or Sliding Window for the Shift Register.
Another important improvement can be made to the software implementation of an

LFSR, when the elements of the register are bytes or words and not bits. When
implemented in hardware, shifing bits is a very simple and efficient operation. In

software and for ,registers” larger than the processor registers, it becomes an iterati\
procedure, and very expensive. When the units to be shifted are bytes or word:

shifting becomes a little simpler, but it is still iterative.

There is no good reason for a software implementation of a byte or word oriente

shift register to actually shift at all. Another data structure calledcalar buffer is

often used in corresponding situations. In this, instead of shifting all of the values ir
memory, a single index or pointer is moved by one memory location. When this inde»
reaches the end of the buffer it is reset to the beginning, and so the buffer acts as if

were a circle and not a straight line.

The following diagram shows how a buffer might represent the current state of ar

LFSR, and how it might look after the next value in the sequence was generated.

Sa|Se| | ]s|s




138 Greg Rose

When the next value is generated and the circular buffer pointer is moved:

Generating new values of the sequence and other aspects of this cipher (as will be
seen later), requires addressing elements of the buffer other than the last one, defined
by their offset in the sequence. There are a number of straightforward ways to do that
with a circular buffer, such as maintaining multiple indexes or pointers and updating
all of them, or calculating offsets modulo k (which can be fairly efficient when k is
aso a power of 2, but is otherwise usualy an expensive operation on
microprocessors). Another way called a dliding window in which a buffer up to twice
as long as would otherwise be required is used. When a new value is written into the
buffer, it is written into two places in the buffer, and all of the intermediate values can
be accessed at fixed offsets from the current index or pointer. The pointer starts in the
middle of the double length buffer, and when it reaches the end it is reset to the middle
again. The following diagram shows what a diding window implementation would
look like.

SK+1 SK %.1 a(.z e Sz SK+1 SK

t

In the diagram it can be observed that no matter where in the left half of the buffer
the pointer appears, the previous k-1 elements can be addressed to the right of it.
When the pointer reaches the left end of the buffer, both halves have identica
contents, and it can be reset to the middle. Note that with this diding window
approach, the shift register can be arbitrarily long and till be addressed efficiently,
and the update time is constant and short. These attributes are important for this
application.

3. Using Linear Feedback Shift Registersfor Cryptography

Correct use of LFSRs for stream ciphers can be difficult. Any linearity remaining
in the output stream derived from the shift register can be exploited to derive the state
of the register at some point, and the register can then be driven forward or backward
as desired to recover the output stream. A number of apparently successful ciphers
have been derived from the use of LFSRs, however. A few of the techniques used in
these ciphers are applicable to the case of LFSRs over larger order fields, and in
particular GF(2°) asis used here.

1. Suttering, clocking the register a variable and unpredictable number of times
between outputs, can be used to good effect.



A Sream Cipher Based on Linear Feedback over GF(2°) 139

2. Using a non-linear function of the state of the shift register, instead of its natural
Loutput®, can be effective, particularly as there are some good choices for non:
linear functions which work on byte-sized data on general purpose processors.

3. Using multiple shift registers and combining outputs (again in a non-linear fashion)
from them, or using a variable feedback polynomial on one register, can be used 1
good effect. Multiple shift registers are useful in hardware, where the cost relates t
the total capacity, and operating the shift registers can happen in parallel. I
software on a commodity processor, a single larger shift register which can be
updated in constant time is preferable.

Some other simple design rules for the cryptographic use of LFSRs also apply. Th
recurrence relation should be chosen carefully so that the output stream is of maxim
length. Paar [6] gives an efficient algorithm for finding primitive polynomials over

GF((P)").

4. SOBER: A Stream Cipher based on LFSRs over GF(2)

The stream cipher described here uses the byte operations described above o
GF(2). Table lookup is used for the constant multiplication required. The sliding
window approach is used to allow fast updating of the shift register.

The shift register, after keying, is clocked normally, but its output is not used
directly. Instead, a nonlinear (with respect to Gfj(Runction of some of the state
bytes is used. An irregular decimationguttering of these nonlinear outputs results
in an average of four octets of output for every nine shifts of the register.
Diagrammatically this is shown in Figure 1 below.

Figure 1. Block structure of SOBER
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4.1 TheLinear Feedback Shift Register

136

The shift register is 17 octets long, which alows the generator to be in 27°-1
(approximately 8.7x10") states (the state where the entire register is 0 prevented). The
time to update the register with a particular number of non-zero elements in the
recurrence relation in software is constant irrespective of the length of the register, so
the only cost of having along register is afew extra bytes of memory. This length was
chosen because it conveniently allows for keys of up to 128 bits.

The Linear Feedback Shift Register is updated according to the recurrence relation:

S.,=1410s .0 s,, O 1750s,

where addition (0) is the exclusive-or (XOR) operation, and multiplication (00) is
polynomial modular multiplication using byte table lookups on precomputed tables.
To disguise the linearity of the register, two of the above techniques are used.

4.2 Nonlinear Function of the Shift Register State

Five of the bytes of the state are combined using functions which are non-linear
with respect to the linear operations over GF(2°). The five bytes used are s, s,.., S...,
S..» ad s,,... These values were chosen so that as the register shifts, no two values
will be used in the computation of two of the non-linear outputs. The pairwise
distances between them are distinct values, and thisis a so true of the elements used in
the recurrence relation; the distances between the elements used were chosen so that
as the register shifts, no pair of elements will be used twice in either the recurrence
relation or the non-linear output calculation.

Simple byte addition is made non-linear by the carry between bits, however it is not
ideal; the least significant bits have no carry input and are still combined linearly. The
use of stuttering (below) should be sufficient to disguise this linearity, but a better
solution is to introduce explicit non-linearity from ANDing two of the bytes. The
nonlinear function used in SOBER is simply addition of four of the bytes modulo
XORed with the logical AND of two of the bytes.

V,=(S,+ S, + S+ S U (S USin)

Other methods of forming a nonlinear function of the state of the shift register, such
as table lookups implementing nonlinear functions, or operations over other finite
fields such as multiplication modulo 257, might be used.

4.3 Stuttering the Non-Linear Output

It is easily conceivable that this nonlinear value derived from the state of the LFSR
could be used to efficiently reconstruct the state. The task is made much more difficult
if some of the states are not represented in the output, in a way which is difficult to
predict. In this implementation, occasional bytes of nonlinear output are used to
determine what other bytes of nonlinear output do or don't appear in the outpu
stream. When the generator is started, the first output byte is taken to be used as
stutter control byte. Each stutter control byte is broken into 4 pairs of bits, with the
least significant pair of bits being used first. When the four values have all been use«
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the next non-linear output from the register is used to form the next stutter control

byte, and so on.

There are four possible values for each of the two-bit stutter controls. These
determine the output from the stream generator as follows:

(0,00  Theregister iscycled but no output is produced.

(0,1) The register is cycled, and the nonlinear output XOR the constant
‘01101001, becomes the output of the generator. The register is then cycled
again.

(1,0)  The register is cycled twice, and the (second) nonlinear output becomes th
output of the generator.

(1,1) The register is cycled, and the nonlinear output XOR the constant
10010110, becomes the output of the generator.

The constants which are used in the above steps are chosen so that any particular
of the output has &, probability of being inverted.

4.4 Keying the Stream Cipher

This cipher is designed for applications in wireless telephony. In such applications
packets may be lost due to noise, or synchronisation between the Mobile Statio
(cellphone) and the Base Station may be lost due to signal reflection, or a particule
call might be handed off to a different base station as the phone zooms along
freeway. Any loss of synchronisation with a stream cipher is disastrous. One solutior
used in the GSM system, is to have each encrypted frame implicitly numbered, an
the stream cipher is re-keyed for each frame with the secret key and the fram
number. SOBER supports such a two tier keying structure. There is one secret ke
which should be from 4 to 16 in length. As the shift register state holds 17 bytes o
information, there is ample provision for the upper limit of the key material. Initial
keying proceeds as follows:

1. The 17 bytes of state information are initialised to the first 17 Fibonacci humbers
modulo 256. The register uses these,ds s, respectively. There is no particular
significance to these numbers being used, except for the ease of generating them.

2. nis initialised to 0.

3. each byte of key material is added modulo 256, starting with the firsf, tois
incremented and the register is cycled.

4. The length of the key is addeddg,,

5. The register is cycled and n is incremented uti0.

The 17 byte state of the registsy,.. s, can be saved at this point. The key is no
longer required. Alternatively, for shorter keys, the key could be saved and this
procedure repeated as necessary, trading extra computation for saving some mema
The value 40 above ensures that any single bit change to a key will have had an effe
on every byte of the register state. This value is obviously dependent on the length «
the register, but is also dependent on the recurrence relation.

In addition to the secret key, the secondary key, which is not considered to b
secret, is used in wireless telephony applications to generate a unique cipher stree
for each frame of data. This cipher accepts a per-frame key &alieelin the form of
a 4-octet unsigned integer. The per-frame initialisation is similar to the initialisation
above. If the use of the cipher makes it unnecessary to utilise per-frame ke
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information, for example for file transfer over a reliable connection-oriented link, this

initialisation step can be omitted entirely.

1. The 17 bytes of state information are initialised to saved state from the key
initialisation. The register uses these as s, to s, respectively.

2. nisinitialised to 0.

3. The least significant byte of frame is added modulo 256 to s, n is incremented,
frame is shifted right by three bits, and the register is cycled.

4. Repeat step 4 until n=11, at which point frame will have shifted to zero.

5. Theregister is cycled and nisincremented until n=40.
The stutter control byte must be initialised to be the first non-linear output from the

shift register. This is done by setting the stutter count variable to zero; the first call to

generate a byte of output will perform the actual initialisation.

5. Complexity, Memory and Computation Time.

When the register is cycled but the nonlinear output is not used, the nonlinear
function need not be calculated. The bytes used for stutter control themselves never
appear in the output stream, and therefore form part of the stuttering. Since the non-
linear output bytes can be shown to be extremely close! to uniformly distributed, a
simple analysis shows that for every byte of output from the stream generator, on
average the register will be cycled 2% times, and a nonlinear output will be calculate
1Y, times. On a Sun Ultra workstation at 167MHz, using the code shown below anc
compiled withgcc, bytes can be generated and XORed into a one megabyte buffer a
over 3 Mbytes/second, which is about 55 clock cycles per byte.

The underlying LFSR with its maximal length recurrence relation has a period of
(2°)"-1 outputs before repeating. Soon after the LFSR outputs repeat, one of the stutt
control bytes will repeat, at which time the stream will also begin repeating. It is
clearly impossible for any sequence of output longer than 17 octets to repeat unless t
contents of the Linear Feedback Shift Register also repeats. Thus the minimum strea
output before SOBER repeats/ig(2°)"'-1) bits (approximately ¥10%) octets.

The memory requirements of SOBER are minimal. As shown, static memory for
the register and stutter control occupy 37 bytes, and the post-keying state of th
register is a further 17 bytes. Using circular buffers, and rekeying as necessary, tt
total can be reduced to only 20 bytes. There are 512 bytes of pre-initialised tables, at
the code compiles to less than 512 bytes on popular architectures.

6. Security Analysis

Using GF(2) instead of GF(2) in the shift register has very little effect on the
properties of the register itself. Herlestam [3] shows that the individual bits of this
shift register go through the same sequence as if they were generated by a regis

11t is a property of maximal length Linear Feedback Shift Registers that every possible state
appears exactly once during each cycle except for the state of al zeros. This yields an
extremely tiny bias (2'128) against zero bytes in the register. Ignoring this, it is easy to
demonstrate that unbiased input to the non-linear function generates unbiased outputs.
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over GF(2) with the same total state of 136 bits. The different bit positionsin the bytes

are merely offsets in the output sequence of that LFSR. Therefore, recovering 136

distinct bits, or linear functions thereof, from any known positions in the output

sequence yields the state of the register. It is no surprise then that the security of this

cipher rests entirely upon the interaction of the nonlinear function and the stuttering.

The carry bits in the addition modulo 256 account for most of the nonlinear
behaviour in the function. As there are four quantities being added, carries from lower
bits add quite complicated functions of many other bits. There is no carry input to the
least significant bit of the sum, which means that it is equivalent to XOR, and entirely
linear. SOBER brings in a directly non-linear term, the AND of two register bytes, to
correct this problem. There is a ¥ probability that the least significant bit from the
sum will be inverted by this. That there is additional nonlinearity introduced into the
other bits is coincidental.

The stuttering of the output provides a degree of uncertainty regarding the positiol
in the register sequence of particular outputs. Some simpler systems using decimatic
have proven to be insecure. To date there is no convincing argument that thi
particular scheme is secure. However, most decimation schemes use the linear state
a register, while this one utilises a much more complicated, nonlinear, state (one of tt
major benefits of a software implementation).

Associated with the stuttering function, the output bytes are XORed with constant:
(Ox69, 0x96, 0x00). A particular form of enumeration attack is significantly
complicated by these trivial computations, as the amount of state information grow:
exponentially.

To recover the contents of the register unambiguously, a minimum of 17 octets o
output are required. There are approximaté&f§ @ays in which the output could have
been stuttered to produce these 17 output octets (2.25 LFSR cycles per output). Al
naive brute force approach must start with such an enumeration and then attempt
recover the actual contents of the register from the nonlinear outputs. The five byte
which are used to generate these outputs were organised so that no pair are direc
involved in more than one computation; the pairwise distances are incommensurat
Each output can have been generated™bgifferent partial states, and many of these
partial states must be simultaneously resolved before the register state can be relial
determined. The numbers involved quickly exceed the number of possible keys.

Lastly, statistical tests can be used to bolster confidence that nothing entirely stupi
has been done. SOBER outputs have been examined using CRYPT-XS [2] , with n
anomalous results reported. A total of 27 8192 bit files were tested together, generate
as follows:

8 files were generated with the single byte key fOx@ in [1..8], and frame 0.

8 files were generated with the single byte key fOx@ in [1..8], and frame 1.

» These files were pairwise XORed, to yield a further 8 files. If there was inadequate
avalanche from keying, these files should have shown something wrong.

» Two files were generated containing only the least significant bits of each octet
from the original 16 files. These should have shown any problems with linearity in
the least significant bits.

* For completeness, the XOR of these latter two files was also tested.

Over 95% of the individual tests were passed at the 95% confidence level. All of
the tests passed at the 99% confidence level. Further testing, with CRYPT-XS an
Marsaglia's DIEHARD [4] package, is ongoing.
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7. Conclusion

SOBER is a conservatively designed stream cipher with a very small software
footprint, designed for embedded applications in wireless telephony. Software
implementations of LFSRs over GF(2") can be extremely efficient, allowing well tried
design principles to be brought to bear in software ciphers.
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Appendix: Excerptsof SOBER Source Codein C

Some source code of SOBER is below. The two multiplication tables, a header file,
keying functions, and a test harness are not shown, but can be obtained from the
author or from the Web at http://ww. hone. aone. net . au/ qual comm
Also available at that site is ssmail (an enhancement to Sendmail which encrypts
messages while in transit between consenting agents. It utilises SOBER.)

When initialised with the 8 byte ASCII key ,test key*, and a frame number of 1,

the first 16 bytes of output should 36, 36, a3, a9, 90, 29, cd, de,
7b, fO0, 4b, 9b, 2e, b0, al, 43.

#define N 17

typedef unsigned char uchar;
typedef unsigned | ong word32;

typedef struct {
uchar R 2*N]; /* Working storage for register */
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uchar stcnt; /* stutter control, when == 0 next
out put stored */
uchar stctrl; /* used 2 bits at a tine */
uchar r; /* current offset in w ndow */

} sober_ctx;

#define cycle(Rr) { \
RI(r)-N = Rr] = mul 175[R(r)-NT ~ R(r)-N+4] ~ 2\
mul T41[ R (r)-N+15]]; \
if (++(r) == 2*N) (r) =N \

#define nltap(Rr) \
((unsigned char)( \
((RECr)-NI + RE(r)-N+2] + RI(r)-N+5] + RI(r)-N+12]) A\
))(R[(r)-N+12] & RI(r)-N+13])) \

voi d sober_genbyt es(sober_ctx *s, uchar *buf, int nbytes)

{

uchar *endbuf ;

endbuf = &buf[nbytes];
while (buf !'= endbuf) {
s->stctrl >>= 2;
/* reprime stuttering if necessary */
if (s->stent == 0) {
s->stcnt = 4;
cycle(s->R, s->r);
s->stctrl = nltap(s->R, s->r);

--s->stcnt;

cycle(s->R, s->r);

switch (s->stctrl & 0x3) {

case 0: /* just waste a cycle and | oop */
br eak;

case 1: /* use the first output fromtwo cycles */
*puf ++ A= nltap(s->R, s->r) ~ 0x69;
cycle(s->R, s->r);
br eak;

case 2: /* use the second output fromtwo cycles */
cycle(s->R, s->r);
*puf ++ *= nltap(s->R s->r);
br eak;

case 3: /* return fromone cycle */
*puf ++ "= nltap(R s->r) ~ 0x96;
br eak;
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Abstract. A probabilistic correlation attack on irregularly clocked shift
registers is applied in a divide and conquer attack on the shrinking gen-
erator. Systematic computer simulations show that the joint probability
is a suitable basis for the correlation attack and that, given a keystream
segment of length linear in the length of the clock-controlled shift regis-
ter, the shift register initial states can be identified with high probability.
The attack is conducted under the assumption that the secret key con-
trols only the shift register initial states.

Key words: Cryptography, Stream ciphers, Correlation attacks, Shrink-
ing generator.

1 Introduction

Stream cipher algorithms based on shift registers are commonly used as key-
stream generators for encryption. Algorithms based on regularly clocked shift
registers, which produce a keystream bit each time the registers are clocked,
have been shown to be susceptible to correlation attacks. To avoid this weak-
ness, stream ciphers which irregularly produce keystream bits have been pro-
posed. The shrinking generator [# is one such stream cipher. However, in this
paper we show that the shrinking generator is not secure against all correlation
attacks. In [H] an unconstrained probabilistic correlation attack on irregularly
clocked shift registers is proposed. Since the keystream from the shrinking gen-
erator can be viewed as the output of an irregularly clocked shift register, this
attack can be applied in a divide and conquer attack on the shrinking generator.
A theoretical rationale for this attack to be successful in terms of a conjectured
capacity of a communication channel with independent deletion synchronization
errors is given in [H. The probabilistic correlation attack is based on computing
the joint probability for two strings of different lengths. In this paper computer
simulations are conducted, firstly to demonstrate the validity of the joint prob-
ability as a measure of the correlation between two strings of different lengths,
and then to apply the proposed attack to the shrinking generator.

C. Boyd and E. Dawson (Eds.): ACISP’98, LNCS 1438, pp. 147l 1998.
© Springer-Verlag Berlin Heidelberg 1998
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2 Shrinking Generator

The shrinking generator consists of two regularly clocked binary linear feedback
shift registers (LFSR’s). Denote these LFSR 4 and LFSR g, as shown in Figure ll
and denote the lengths of these LFSR’s as r 4 and rg, respectively. The shrinking
generator output is a ”shrunken” version or subsequence of the output from
LFSR 4, with the subsequence elements selected according to the position of 1’s
in the output sequence of LFSRg: the keystream sequence z consists of those
bits of the sequence a for which the corresponding bit of sequence s is 1. The
other bits of a, for which the corresponding bit of s is 0, are deleted.

LFSRs

Sip }

{aik}

LFSRA SELECTION IREI N

Fig. 1. The shrinking generator.

More precisely, let a = {a;}$2; denote the LFSR4 sequence produced from
a nonzero initial state {a;};2,, and let s = {s;}92; denote the LFSRg sequence
produced from a nonzero initial state {s;};5,. Let z = {2 }%2, denote the output
sequence of the shrinking generator. Then z; = a;, where 7 is the position of the
kth 1 in the sequence s. The keystream sequence z is an irregularly decimated
version of the LFSR 4 sequence a, with the decimation controlled by the LFSR g
sequence .

If the LFSR feedback polynomials are primitive, then a and s are maximum-
length sequences with periods 2"4 — 1 and 2" — 1, respectively. If in addition
r4 and rg are relatively prime, it is then shown in [#] that the period of z is
(274 —1)2"s~1 and that the linear complexity, LC, of z satisfies 7427572 < LC <
ra2rs 1

If the LFSR feedback polynomials are fixed, then the secret key of the gen-
erator is only the initial states of the two LFSR’s. Assuming that all zero initial
states are avoided for either LFSR, the total number of secret keys for the gen-
erator is (2"4 — 1)(2"s — 1). In the worst case brute force attack, this is the
number of trials required to recover the key. For fixed LFSR feedback polyno-
mials, the number of different keystream sequences that can be produced equals
the product of the number of 1’s in s and the period of a, that is, (274 —1)27s 1,
Therefore, there exist some keystreams which can be produced by more than
one pair of LFSR initial states. For a particular keystream produced by a known
pair of LFSR initial states, to determine the number of (equivalent) pairs of
LFSR initial states that produce the same keystream, consider the initial state
of LFSRs as part of a maximum-length sequence. As the all zero initial state
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can not be used, at some position ¢, 1 < ¢ < rg, the first one appears, termi-
nating an initial run of zeroes. A phase shift of s that changes only the number
of zeroes in this initial run does not alter the keystream produced provided the
same phase shift is applied to a. Thus there can be equivalent pairs of LFSR
initial states which produce the same keystream, with the number of equivalent
pairs determined by the length of runs of zeroes in the sequence s. When s is
a maximum-length sequence, the distribution of runs in s results in half of all
possible keystreams being produced by a unique pair of LFSR initial states, one
quarter by two equivalent pairs, one eighth by three equivalent pairs, and so on,
approximately, up to the maximum number of equivalent pairs, rg. For a par-
ticular known keystream, this knowledge can be applied to reduce the number
of effective keys to be tested in the brute force attack to (274 — 1)2ms 1,

As an alternative to exhaustive search of the keyspace, a possible attack on
the shrinking generator [H] is an application of the linear consistency test [H].
This is a divide and conquer attack which targets the LFSRg subkey, whereas
the probabilistic correlation attack presented in this paper targets the LFSR 4
subkey. The attack is conducted under the same assumptions as the probabilistic
correlation attack: the structure of the generator and a segment of the keystream
are known to the cryptanalyst. For each possible initial state of LFSRg, a seg-
ment s* is generated until at least 74 1’s have been produced. This segment and
the first 74 bits of the keystream are used to determine r 4 bits of the underlying
sequence a. The initial state of LFSR 4 can then be recovered by solving a sys-
tem of linear equations based on the LFSR 4 feedback function. If the system of
equations is not consistent, then the candidate LFSRg initial state is incorrect.
The complexity of this attack is O(2"sr%). If the LFSR 4 feedback polynomial
is not known, then a similar attack employing the Berlekamp-Massey algorithm
is proposed in [H{].

3 Unconstrained Probabilistic Correlation Attack

Embedding and probabilistic correlation attacks on clock-controlled shift regis-
ters that are clocked at least once per output symbol are proposed in [H]. The
output sequence of a clock-controlled shift register is defined as a decimated se-
quence, and the objective of the known plaintext attacks is to recover the initial
state of the clock-controlled shift register from a given segment of the output se-
quence, without knowing the decimation sequence. It is assumed that the length
and the feedback polynomial of the clock-controlled shift register are known,
and that the details of the clock-control generator are unknown, except for the
probability that a bit in the shift register sequence will be deleted.

Embedding attacks are based on the possibility of embedding one binary
string into another. Say a given binary string Y™ = {y;}?; of length n can be
D-embedded into a given binary string X™ = {x;}1; of length m, m > n, if
there exists a decimation string D™ = {d;}?_, of length n such that d; € D and
Y = a:Z 4. for 1 <4 < n. To determine whether embedding is possible, the

j=1 "7
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edit distance is calculated. A widely used edit distance measure is the Leven-
shtein distance [{]: the minimum number of edit operations, such as insertion,
substitution and deletion, required to transform one sequence into another. For
a D-embedding correlation attack, the objective is to find all the initial states
of the shift register that, under regular clocking, result in a sequence X™ into
which a given keystream segment Y™ can be D-embedded. The attack is consid-
ered successful if there are only a few such initial states. For the unconstrained
case, it is assumed that deletions take place independently with a given proba-
bility and with no constraint on the maximum number of consecutive deletions
that can occur, that is, D = Z+.

Generally, embedding is possible if and only if the edit distance is equal to the
difference in string lengths. In the case of the shrinking generator the embedding
is unconstrained. However, in [H] the unconstrained embedding attack is proved
to be successful if and only if the deletion rate is smaller than one half and if
the length of the observed keystream sequence is greater than a value linear in
the length of the shift register. For the shrinking generator, the deletion rate is
equal to one half, so the embedding attack will not be successful in recovering
the initial state of LFSR 4.

3.1 Model for the probabilistic attack

The statistical model for the unconstrained probabilistic correlation attack on
an irregularly clocked shift register reflects the structure of the shrinking gener-
ator described in Section B, but with the sequences a = {a;}72, and s = {s;}52,;
regarded as random binary sequences rather than the outputs of LFSRs. That
is, we assume that a = {a;}$2; is generated by independent and identically
distributed random variables and that the output sequence z = {z;}52, is ob-
tained from the input random binary sequence a by a random binary sequence,
s = {s;}52,, with a; selected if s; = 1 and deleted if s; = 0. We assume that
deletions of symbols from a occur independently with deletion probability p.
Hence z = {21 }5°, is also a random binary sequence.

The Hamming distance between two strings of equal lengths can be used as
a measure of correlation between them. For the probabilistic correlation attack
on an irregularly clocked shift register, a measure of the correlation between the
output string produced by irregular clocking and the output of the LFSR when
clocked regularly is required; that is, a measure of the correlation between strings
of different lengths. In this attack, the measure of the correlation between two
sequences X", of length m, and Y, of length n, m > n, is the joint probability.

The joint probability P(X™,Y™) for arbitrary binary input and output
strings X™ = {x;}/"; and Y™ = {y;}",, respectively, is computed using a
recursive algorithm [W] based on string prefixes. Let X¢* = {z,;}°1% denote the
prefix of X™ of length e + s and Y® = {y;};_; denote the prefix of Y of length
s. Let P(e, s) denote the partial joint probability for X¢*¢ and Y*, for1 < s <n
and 0 < e < m —n. Let §(z, y) denote the substitution probability, with § = 0.5
if z = y and zero otherwise. The partial probability satisfies the recursion

Ple,s) = Ple—1,s)p+ P(e,s = 1)(1 = p)o(zets; ys) (1)
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for 1 < s <mnand0<e<m—mn, with the initial values P(e,0) = p¢,0 < e
m —mn, and P(—1,s) =0,1 < s <n. Note that P(X™,Y") = P(m —n,n). The
computational complexity is O(n(m — n)).

To make a decision on the relationship between two considered strings, there
are two hypotheses to be considered:

— Hp: X™ and Y" are independent.
— Hy : X™ and Y™ are correlated, that is, Y™ is obtained from X™ by the
statistical model.

In the correlation attack on an irregularly clocked shift register, Hy corresponds
to an incorrect guess of the LFSR initial state, and H; corresponds to the cor-
rect guess. The statistic upon which the hypothesis testing is based is the joint
probability.

3.2 Validity of the joint probability as a measure of correlation

For p = 0.5, corresponding to the shrinking generator, we use computer simula-
tions to determine whether the joint probability is a useful measure to differenti-
ate between a purely random pair of strings and a pair of correlated strings. The
two cases were examined: firstly, the random (RAND) case where X™ and Y™
are two independent random strings, and secondly, the correlated case (CORR)
where the string Y™ is a decimation of X"*. Simulations were performed for the
string lengths n = 150,225 and 300 bits, with m(n) = n/(1 — p) + 3y/n. The
length m(n) is chosen so that the probability that m* > m(n) is very small,
where m* is the random length of an input string that actually produced an
output string of length n. For a particular string length n, for each case, ten
thousand pairs of strings were generated and the normalized joint probability
calculated for each pair. The normalized joint probability was generated by the
recursion (M) multiplied by 4/(3(1 — p)), as otherwise, for large n, the joint
probability values too rapidly approach zero. The sample distributions of the
normalized joint probability values are given in Table [ll Table entries are the
joint probability values below which a fixed percentage of the sample points lie.
For example, for the case where n = 150 and the strings are generated indepen-
dently at random, ten percent of the 10 000 normalized joint probability values
calculated lie below 2.4 - 10735,

The results show clear differences in the distributions of the normalized joint
probabilities between the random and the correlated cases. For example, for
n = 150, over 75 percent of the ten thousand probability values generated in
the random case were less than 1.9 - 10727, the smallest value generated in the
correlated case. As n increases, the distinction between distributions increases:
for n = 225, over 90 percent of the ten thousand probability values generated
in the random case were less than the smallest value generated in the correlated
case, while for n = 300, the figure is over 97.5 percent. The differences in the
distributions of the normalized joint probability values indicate that the normal-
ized joint probability is a useful measure of the correlation between two strings
of different lengths.
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Table 1. Distributions of normalized joint probability values.

Keystream length n
% 150 225 300
RAND | CORR | RAND | CORR RAND | CORR

0 0 1.9-1077 0 1.5-10°% 0 2.5-107°7
254.2-1008[1.4-107%*1.1-107°7|1.4 - 10735]2.8 - 107 77|7.9- 10~
5 [7.2-107%®4.4-1072%6.3 - 107°%(6.3 - 10736]9.9. 10~ "?|4.0 - 10~ *®
10 [2.4-1073°(1.7-1072]2.2-107°1[3.0 - 10~ 3°|2.6 - 10~%%]|2.4 - 10~ %7
25 [1.7-107%%[1.4-1072%(3.9- 10~ %8[4.2 - 1073*]1.8 - 107 %*|5.4 . 10~ %°
50 [4.5-1073°]1.5-107212.9-10~%°{7.2-10733[3.9- 107 °%1|1.4- 10~
75 [4.1-107%%[1.5-1072°(8.2- 10" %3[1.3-10731[2.8 - 107 °%|3.6 - 10~ %
90 [1.4-107%°[1.1- 107 6.5 - 107*[1.6 - 10739[4.3- 10~>7]6.7 - 10~ 2
95 19.0-107%]3.7- 10" (8.0 - 107 "°[7.2-107%°[8.9- 107°°(3.8 - 10~
97.514.1-107%%[1.1- 107 8[5.6 - 107°9]2.4 - 10=2°|7.1 - 107 °%|1.6 - 10~ %
100(1.9-107%%[1.1-10715]9.0 - 1073%[4.3 - 107 2¢]9.2- 10~ 3.6 - 10~ %7

In using the calculated joint probability value as a statistic to test the null
hypothesis (that the two strings are independent) there are two possible errors
which can occur. The first error type is rejecting Hy when it is actually true;
claiming that strings are correlated when they are not. We refer to this event as a
“false alarm”. The second error type is accepting Hy when H is true; accepting
that strings are independent when they are actually correlated. We refer to
this as “missing the event”. For fixed n, the normalized joint probability values
calculated in Section E&l can be used to find critical values for an estimated
probability of a “false alarm”, denoted Py, and for these threshold values, the
probability of “missing the event”, denoted P,,. These estimates are presented
in Table Bl Similarly, for an estimated probability P,,, critical values can be
found for different keystream lengths, and for these threshold values, Py can be
estimated as in Table L

Table 2. P, versus Py given n.

n | Py |Critical value| P,

0.01] 2.0-107% 10.1752
150[0.05] 9.0-10"2° [0.0014
0.10] 1.4-10"%® [0.0000
0.01] 4.2-1073® 10.0042
225(0.05] 8.0-10~™ [0.0001
0.10{ 6.6-10~* 0.0000
0.01] 7.3-107°* 0.0000
300[{0.05] 8.9-107°° ]0.0000
0.10] 4.3-10°° [0.0000
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Table 3. Py versus n given P,.

Probability of missing the event P,
n 0.01 0.05 0.10
Critical Value][ P; |Critical Value] P; |[Critical value] Py

100] 3.7-10~%" J0.1150] 3.8-10"'° [0.0378] 1.1-10~'° ]0.0205
125 3.8-107%T 10.0532] 3.6-1072" [0.0175] 1.3-10~' [0.0077
150] 3.2-10% {0.0294| 4.4-10-2* ]0.0061] 1.7-10=2 [0.0021
175 3.1-10% {0.0151] 4.9-10=2® [0.0039] 2.0-10=2" [0.0015
200] 2.5-1073% ]0.0084] 5.2-1073% 10.0015| 2.6-10~3! [0.0004
225 2.8-107%7 0.0040| 6.3-1073% {0.0006] 3.0-107>° [0.0004
250 1.9-10~* 0.0016] 5.2-10~* [0.0002] 2.9-1073 [0.0000
275 1.5-10~" 0.0008| 4.7-10"* ]0.0001| 3.0-10~* 0.0000
300] 9.2-107°° 10.0003| 4.0-10"" ]0.0000] 2.4-10=%" [0.0000

Table B shows that for a fixed length n, in order to reduce P, P; must
be increased. However, if the string length is increased, both P, and P; are
reduced. Table B shows that for a fixed P, Py decreases as n increases. The
decrease is consistent with Py being an exponential function of n which can, for
P,, = 0.1 and large n, be approximated by Pf(n) =~ a - b", where b ~ 0.96.

4 Applying the Attack to the Shrinking Generator

The major objective of this paper is to investigate the security of the shrink-
ing generator with respect to the unconstrained probabilistic correlation attack.
The keystream sequence z produced by the shrinking generator is an irregularly
decimated version of the LFSR 4 sequence a. As the first stage of a divide and
conquer attack, the unconstrained probabilistic correlation attack can be applied
to the shrinking generator to recover the initial state of LEFSR 4 from a known
segment of the keystream z, given the feedback polynomial of LFSR 4 (which, if
unknown, have to be guessed together with the initial state). Given a candidate
initial state for LFSR 4, the attack proceeds to the second stage: reconstruction
of the initial state of LFSR g using the candidate LFSR 4 sequence, the feedback
function for LFSRs and the known segment of z.

4.1 Recovery of LFSR 4 initial state

Using the capacity argument for a communication channel with deletion synchro-
nisation errors, it is conjectured in [H] that ”the statistically optimal probabilistic
correlation attack always works if the length of the observed keystream sequence
is greater than a value linear in the length of the shift register”. To test this con-
jecture experiments were conducted to find out, for various keystream lengths,
how often the attack could correctly identify the LFSR,4 initial state, or how
close to maximum probability the initial state was. This conjecture agrees with
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the observed exponential decrease of the false alarm probability as the keystream
length increases, for an assumed probability of missing the event, recorded in Ta-
ble M Namely, the correlation attack can be regarded successful if the expected
number of false candidates for the LFSR 4 initial state is not bigger than 1. As
this number is approximately 2" - P¢(n), the exponential form a - b of Py(n)
implies that the attack is successful if approximately (neglecting the constant a)

1
— —logy b

cra & 20-T4. (2)

To apply the unconstrained probabilistic correlation attack to the shift reg-
ister LFSR 4, the cryptanalyst must know a segment of the keystream, {z;}7_;,
and the LFSR 4 feedback polynomial. The details of LEFSRg are not required
for recovery of the initial state of LFSR 4. The bit deletion probability is set at
p = 0.5. For each possible initial state of LESR 4, the feedback function and regu-
lar clocking are used to generate a segment of @ of length m(n), where m(n) > n.
In the experiments, the regularly clocked sequence length is given by m(n) =
n/(1 — p) + ¢v/n, as suggested in [B, with ¢ = 3. The normalized joint proba-
bility for this string and the known keystream segment is then calculated. The
LFSR 4 initial state is assumed as a candidate for the correct one if the cal-
culated normalized joint probability is above the threshold corresponding to an
assumed probability of missing the event, say P,, = 0.1. Alternatively, the candi-
date LFSR 4 initial states can be obtained as the ones with the joint probability
values close to being the highest. The attack thus requires exhaustive search
over all the initial states (phases) of LFSR 4, so its computational complexity is
O(2m4r?).

The experiments use the following procedure. For a given length n of the
keystream sequence z, the length m(n) of the shift register sequence required
for the correlation attack is first calculated. Then the initial states of the two
LFSR’s are generated randomly and the feedback polynomials applied to produce
n bits of the keystream sequence in the way described in Section l The joint
probability of this keystream segment and a segment of length m(n) of the
LEFSR 4 sequence is calculated for all the initial states of LFSR 4. The joint
probabilities are compared and the number of initial states with joint probability
higher than that of the actual initial state is recorded. This process is outlined
in the following algorithm.

— Input: The feedback polynomials for LFSR g and LFSR 4; the length of the
observed keystream segment, n; the length of the LF'SR sequences required,
m(n); and the bit deletion probability, p, (set at 0.5).

— Initialization: 1 = 1 and j = 1, where ¢ and j are the indices to the initial
state seeds for LFSRg and LFSR 4, respectively. Also define i,,4, and jmax
as the maximum number of seeds for the pseudorandom LFSR initial state
generators (pseudorandom number routine drand48, see [H], is used).

— Stopping Criterion: The algorithm stops when the number of LFSRg initial
state seeds reaches 4,,,q4-

— Step 1: Generate a random initial state for LFSR,g using S_.SEED;. Set j = 1.
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— Step 2: Generate the LFSRs sequence {s;}", containing n 1's from the
initial state using the feedback polynomial.

— Step 3: Generate a random initial state for LFSR 4 using A_SEED;.

— Step 4: Generate the LESR 4 sequence {aj}7", from the initial state using
the feedback polynomial.

— Step 5: Generate the keystream sequence {zx }7_, by applying the decimation
sequence {sj }7, to the LFSR 4 sequence {aj}7" ;.

— Step 6: Apply the unconstrained probabilistic correlation attack to z.

— Step 7: Count the number of all the LFSR 4 initial states that have joint
probability higher than the correct initial state.

— Step 8: If j < jiaz, then increment j and go to Step 3.

— Step 9: If i < iymas, then increment ¢ and go to Step 1.

— Step 10: Stop the procedure.

— OQOutput: The joint probabilities for the correct initial states, the highest joint
probability values along with the index to the LFSR 4 initial states which
produce these values and the number of LFSR,4 initial states which have
joint probability higher than the correct initial state.

4.2 Recovery of LFSRg initial state

To complete the attack on the shrinking generator, the initial state of LFSRg
must also be recovered. Assume the cryptanalyst knows a segment of the key-
stream, a candidate LFSR 4 sequence and the LFSRg feedback function. One
approach is exhaustive search over the possible LFSRg initial states for each
candidate LFSR 4 key, which is a considerable reduction in the keyspace in com-
parison to a brute force attack.

A more efficient alternative approach is to test candidate LFSR 4 strings
by calculating the edit distance, as described in Section B between a segment
of the candidate LFSR 4 sequence a, A™("") = {di}zi(ln*), and a segment of
the known keystream, Z" = {z ?:1 If the edit distance is greater than the
difference between the two string lengths, then the LFSR 4 candidate is deemed
incorrect and may be discarded. The edit distance is obtained by the recursive
computation of the corresponding partial edit distance. All partial edit distances
are stored in a matrix. If the LFSR 4 initial state results in the minimum edit
distance, then all clock-control sequences (containing exactly n* 1’s) consistent
with A™("") and Z"" can be recovered by backtracking through this matrix. The
0’s at the end of each of the clock-controlled sequences are discarded. A candidate
LFSR g sequence § can be reconstructed from the last g bits of each clock-control
sequence recovered. Hence choose n* = min(rg,r5/2 + 3,/7s) and m(n*) as in
Section B Test each candidate state by using the LFSRg feedback function to
generate a candidate sequence § and by applying § to a to produce an output
sequence. Reject the candidate LFSR g initial state if the output generated is not
the same as the known keystream. This process continues until either all possible
candidate LFSRg states have been rejected, in which case the LFSR 4 initial
state is wrong; or a correct LFSRs initial state has been found which generates
the identical keystream sequence. It is expected that the number of consistent
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clock-control sequences of length rg which have to be checked is smaller than
27s.

5 Results

In the experiments, the simulated shrinking generator comprised a 15-bit LFSR,
with a primitive feedback polynomial 14 x + x'® for LFSR 4, and a 17-bit LFSR
with a primitive feedback polynomial 1 + 23 + z!7 for LFSRg. Thus the total
key length is 32 bits. In the experiments, let n denote the length of the known
keystream segment. For each n, experiments were performed for five different ran-
domly generated LFSR g initial states and for ten different randomly generated
LFSR 4 initial states. Thus, for each value of n, the unconstrained probabilistic
correlation attack was performed in fifty trials. Each trial required exhaustive
search of the LFSR 4 keyspace: since r4 = 15, there are 2 — 1 = 32767 possible
initial states.

5.1 Recovery of LFSR 4 initial state

The experiment was conducted for various keystream lengths: n = 45, 60, 75, 90,
150, 225, 300 and 600. The length of the underlying shift register sequences, a
and s, was fixed as a function of the keystream length: m(n) = n/(1—p) +3/n,
with p, the probability that a bit will be deleted, set to 0.5.

Let N denote the number of LFSR 4 initial states with higher joint proba-
bility than the actual initial state. In each trial, the value of N was recorded.
A summary of this data is presented in Table ll. Minimum and maximum are,
respectively, the minimum and maximum values of N occurring in the fifty tri-
als. Mean is the mean value of V. The median is also given as a measure of the
center of the distribution, as the data sets contain a few relatively large values
which affect the mean. Similarly, the first and third quartiles, denoted Q1 and
Q3, respectively (the values below which twenty five percent and seventy five
percent of the data fall) are given as a robust measure of the spread of the data.

Table 4. Number of LFSR 4 initial states with joint probability higher than
correct initial state.

Statistics Keystream length n
45 | 60 | 75 | 90 | 150 | 225 | 300 | 600
Minimum 59 2 4 3 4 0 0 0

Q1 1206.75|937.25| 549 |555.75| 83.5 |17.75|10.75| 10

Median || 3654.5 | 3616 | 2561.5 | 2187 | 447.5 | 63 28 36
Mean 5614 | 5155 |3677.02|2837.9| 900.12 [305.14|108.64| 35.4
Q3 9677 |7623.5|5469.75| 4971 |1091.25| 301 | 82.5 |58.25

Maximum || 21030 [19732| 18844 | 8079 | 5378 | 4199 | 1278 | 98
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Our main observations are that the joint probability of the correct initial
state for LFSR 4 will be among the highest joint probability values, and that
as the length of the known keystream increases, the number of initial states
which have joint probability higher than the correct initial state decreases. The
results appear to support the theoretical prediction of the necessary keystream
length given in Subsection &0 that the minimum required keystream sequence
length for a successful correlation attack on LFSR 4 is about twenty shift register
lengths r4.

5.2 Recovery of both LFSR initial states

For n = 300, the complete attack, using the edit distance method described in
Section &l for the recovery of the LFSR initial state was performed for fifty
trials.

Let N denote the number of LFSR 4 initial states tested before an initial
state was found which could, with the appropriate LFSR g initial state, reproduce
the keystream. In each trial, the value of N was recorded. The minimum and
maximum values of N occurring in the fifty trials were 0 and 815, respectively.
The values for the first and third quartiles were 5 and 38.25 respectively. The
median value of N was 18.5 and the mean was 74.76; heavily influenced by a
few large values in the data set. Comparing these values with the statistics for
n = 300 in Tablel, we note a reduction in the values of all the statistics except for
the minimum value of N, already zero. This is due to the existence of equivalent
pairs of LFSR initial states for some keystreams, with the joint probability of
the keystream and the sequence produced by the alternative LFSR 4 initial state
being higher than the joint probability for the actual LFSR 4 initial state used
to produce the keystream. An alternative pair of LFSR initial states, generating
the required keystream, was recovered in twenty-seven of the fifty trials.

Let M denote the number of LFSRg initial states tested for each LFSR 4
initial state. We examine the value of M for two cases: when the assumed initial
state for LFSR 4 is incorrect, and when the assumed LFSR 4 initial state is
correct. The mean value of M was 4484.5 and 5173.8 in the first and second
cases, respectively, which is a reduction from the 2'7 — 1 = 131071 possible
initial states.

6 Discussion

The results clearly show that the joint probability is a useful measure to differ-
entiate between correlated and purely random pairs of binary strings of different
lengths and that the probabilities of errors for decisions based on this statistic
decrease as the string lengths increase. Therefore, the joint probability can be
used as the basis of a correlation attack on an irregularly clocked shift register
where the deletions occur independently with probability one half.

The shrinking generator output is an irregularly decimated version of the
output of an underlying regularly clocked LFSR 4, of length r4. If the structure
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of the generator and a segment of the keystream are known, then the correlation
attack based on the joint probability can be applied to the shrinking generator
as the first stage in a divide and conquer attack. Systematic computer simula-
tions show that the unconstrained probabilistic correlation attack can be used
to identify, with high probability, the correct initial state of LFSR 4. The prob-
abilities of missing the correct initial state and of false alarms are exponentially
reduced as the length of the known keystream segment n increases. Both the
theory and experiments support the conclusion that the minimum required key-
stream length for a successful attack is, on average, about 207 4. To complete
the attack, the known keystream, the obtained candidate LFSR 4 sequences and
the LFSR s feedback function can be used to create and test a set of candidate
initial states for the clock-control LESRg, of length rg. All (equivalent) pairs of
initial states that produce a given keystream are thus obtained.

The major limitation of this attack is that the first stage, the probabilistic
correlation attack on LESR 4, requires computation of the joint probability for all
possible LFSR 4 initial states. Thus this attack is suitable only against shrinking
generators where r4 is not large. Also, to recover both LFSR4 and LFSRg
initial states, a further search (faster than 2", but probably exponential in rg) is
required to recover the initial state of LFSRg. The computational complexity of
the probabilistic correlation attack considered is thus O(274r%). By comparison,
the complexity of the attack based on the linear consistency test is O(2757%).

Divide and conquer correlation attacks have computational complexity ex-
ponential in the length of one of the underlying shift registers. In general, the
probabilistic correlation attack can be performed if LFSR 4 is not large, and the
linear consistency attack can be performed if LFSRg is not large. Therefore the
shrinking generator can not be considered to be practically secure if either of
the underlying shift registers is small.
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Abstract. We extend authentication codes with arbiter to the scenario
where there are multiple senders and none of the participants, including
the arbiter, is trusted. In this paper we derive bounds on the probability
of success of attackers in impersonation and substitution attack, and give
constructions of codes that satisfy the bounds with equality.

1 Introduction

Authentication systems with multiple senders were originally introduced in [1]. In
these systems there are multiple senders and construction of a codeword requires
collaboration of a subset of them. Authentication system with arbiter, called A2-
codes, were introduced in [6] and further studied in [2]. In these systems sender
and receiver do not trust each other and there is an honest arbiter in the system,
who knows the transmitter and the receiver’s key information and can arbitrate
in the case of dispute. If the arbiter is dishonest, the system is called A3-system.

We consider the following scenario: there are n senders wui, ug, ..., uy,, a re-
ceiver R, and an arbiter A. There is a combiner C' which is a public algorithm.
To construct an authentic message an authorized group, B, of senders send their
partial codewords to the combiner who composes the codeword that is sent to
the receiver. The receiver uses his encoding rule to verify the authenticity of the
codeword. When a dispute between R and u; occurs, the arbiter uses its encoding
rule to arbitrate. Possible attackers are an outsider O, arbiter A, receiver R, and
groups of senders who do not from an authorized group. We consider imperson-
ation and substitution attack. Some of the senders in an authorized group might
launch a denial attack. Note that we do not assume that A is trusted during
the transmission phase. However the senders and the receiver trust in the A’s
arbitration in the dispute phase. We consider Cartesian codes only.

Partial codewords are sent to the combiner who composes the codeword
and sends it to the receiver. We assume that information in both channels can
be intercepted. The channels between the senders and the combiner are called
channel 1, and the channel between the combiner and the receiver is called
channel 2. In this paper we assume that the attacks are only on channel 2. We
study the following attacks.

C. Boyd and E. Dawson (Eds.): ACISP’98, LNCS 1438, pp. 159l 1998.
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Impersonation attack by the opponent: Before any transmission by an
authorized group of senders, the opponent puts a codeword into the channel.
He succeeds if both R and A accept his codeword as authentic. The success
probability of this attack is denoted by Po,.

Substitution attack by the opponent: Opponent constructs a codeword
after observing an authentic codeword sent by C and all partial codewords sent
by an authorized group of senders. The opponent succeeds if both R and A accept
this codeword as authentic. The success probability of this attack is denoted by
Po,.

Impersonation attack by the arbiter: This attack is similar to the imper-
sonation attack from the opponent. The arbiter succeeds if the receiver accepts
the codeword as authentic. Because the arbiter has more information about the
keys than the opponent, he will have a better chance of success than the oppo-
nent. His success probability is denoted by Pa,.

Substitution attack by the arbiter: This attack is similar to the oppo-
nent’s substitution. Arbiter success probability is denoted by Pa, .

Impersonation attack by the receiver: Before any codeword is sent by
the senders, the receiver puts a codeword into the channel. He succeeds if the
arbiter, using the arbiter’s encoding rule, arbitrates that the receiver must accept
this codeword. The success probability of this attack is denoted by Pg,.

Substitution attack by the receiver: Having received a codeword sent
by C' and knowing partial codewords sent by an authorized group of senders,
the receiver claims that he has received another codeword. He succeeds if the
arbiter, using the arbiter’s encoding rule, arbitrates that he must accept this
codeword. The success probability of this attack is denoted by Pk, .

Impersonation attack by an unauthorized group of senders: A group
of senders who do not form an authorized group put a codeword into the channel.
They succeed if both R and A accept this codeword as authentic. The success
probability of this attack is denoted by Py, .

Substitution attack by an unauthorized group of senders: After ob-
serving an authentic codeword sent by C', and all the partial codewords sent by
an authorized group of senders, some senders not forming an authorized group
put another codeword into the channel. They succeed if both R and A accept
this codeword as authentic. The success probability of this attack is denoted by
Py,.

Denial attack by an authorized group of senders: After sending a
codeword by k senders in an authorized group, some of them deny that they have
sent the codeword. The attack succeeds if the receiver R presents the codeword
to A, and A, using the arbiter’s encoding rule, arbitrates that R must accept
this codeword. The success probability of this attack is denoted by Py.

An A2-code with multi-senders was constructed in [2]. An A3-code with a
single sender was presented in [6]. In this paper we study A3-code with multiple
senders. We derive bounds on the probability of success in the attacks (Section
2), and then present a construction of the code (Section 3).
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2 The Bounds on the attacks

In this section we study the bounds on the probability of success for each of the
attacks mentioned above. We assume each insider has his own A-code and en-
coding rule: the encoding rules of u;, R, A are E;, Er, E 4, respectively. There are
probability distributions on F;, Er, E4. Let I' C 2V be the set of all authorized
groups of senders, and U = {uq, ua, - up}.

2.1 Impersonation attacks

Opponent: Before any codeword is sent, the opponent wants to put a codeword
¢ into the channel. His success probability is p(R and A accept c). In general,
define,

Po, = maz.p(R and A accept c).

Arbiter: The arbiter knows a rule e, and wants to construct a codeword ¢ which
is acceptable by R. His success probability is p(R accepts ¢ | e,). Define,

Py, = max.maz.,p(R accepts ¢ | eq).

Receiver: The receiver knows a rule e, and wants to make a codeword c acceptable
by A. His success probability is p(c valid for A | e,.). Define,

Pgr, = max.mazx., p(c valid for A | e;.).

An unauthorized group of senders Y ¢ I': An unauthorized group Y knows the
rules {e; | u; € Y} and want to put a codeword c into the channel. The group’s
success probability is p(R and A accept ¢ | ey ). Define,

Py, = maxr.maxy¢rp(R and A accept ¢ | ey).

Let I(X7; X5) denote the mutual information between X; and Xs, EgoE4 =
{(er,€q) | P(€r,€q) > 0}, Er(c) = {c € C'| R accepts ¢}, and Ex = {e; | u; €
X}

Theorem 1. In any A3-code, we have

1. POo > 9—I(EroEA;C)
Equality holds if and only if p(R and A accept c) is a constant when it is
nonzero. In this case Po, is equal to this constant.

2. Py, > 271 (ErCIEA),
Equality holds if and only if p(R accepts ¢ | eq) is a constant when it is
nonzero. In this case Pa, is equal to this constant.

3. Pr, > 2 1(BaClER),
Equality holds if and only if p(c valid for A | e,.) is a constant when it is
nonzero. In this case Pg, is equal to this constant.

4. Py, > maxy¢p2*I(ER°EA?C‘EY).
Equality holds if and only if p(R and A accept ¢ | ey) is a constant when it
is nonzero. In this case Py, is equal to this constant.
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Proof. (Sketch) We only prove statement 4. We know,

maz.p(R and A accept ¢ | ey) > Zp(c | ey )p(R and A accept ¢ | ey)

c

> > plelexpler, ealey) = BIEAOR L Coler),

¢ e €ERr(c),ea€FEA(c),p(er,eq)>0 p(C, €rs €a ‘ ey)
By Jesen’s inequality,

p(cley)pler, ealey)
p(C, €r; €q ‘ eY)

p(cley)p(er, eq|ey)
p(C, €r; €a ‘ eY)

logE| | > Ellog |=—I(Ero Es;C|Ey).

Therefore,

Py, > maae, 2~ (FreBaClEy)

Equality holds if and only if p(R and A accept ¢ | ey) is independent of c.
Other statements can be proved in a similar way.

2.2 Substitution attacks

Assume an authorized group B € I' has sent their partial codewords (s,tg5) =
{(s,ti) | ui € B} to C, and C has sent a codeword ¢ = (s,t) to R. We assume
participants have access to these information. Let Cg denote (s, tg).

Substitution attack by O: The opponent wants to construct ¢ = (s/,t/), where
s # s. His success probability is, p(R and A accept ¢ | B sent (s,t5),C sent
¢). Define,

Po, = maxpermaz s ,,maz s, p(R and A accept ¢ |B sent (s,tp), C sent c).

Substitution attack by A: The arbiter knows a rule e,. Similar to the case of the
opponent, define,

Py, = MATBeP MAT /4 AT (st ) MATe,
p(R accepts ¢ | B sent (s,tp5), C sent ¢, eg).

Substitution attack by R: Define,

Pr, = MATBeP MAT /4 AT (s ¢ ) MATe,.
p(c valid for A| B sent (s,tg), C sent c,e,).

Substitution attack in an unauthorized group Y ¢ I': Define,

Py, = marpermaz, £cMAT (5.t ) MATY ¢ I
p(R and A accept ¢ | B sent (s,tp), C sent ¢, ey).

We have the following theorem.
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Theorem 2. In an A3-code with multi-senders,

1. Po, > maa:BepZ*I(EROEA?C‘C/*CB).
Equality holds if and only if p(R and A accept ¢ | B sent (s,tp), C sent c)
is a constant when it is nonzero.

2. Pa, > maxper2 1(PriCIC .Cr.Ba),
Equality holds if and only if p(R accepts ¢ | B sent (s,tg), C sent c, e,) is
a constant when it is nonzero.

3. PR1 > maxBGFZ*I(EA?C‘C Cs,ER)
Equality holds if and only z'fp(c/ valid for A | B sent (s,tp), C sent ¢, e,)
is a constant when it is nonzero.

4. PU1 Z mCLZI7B€F27I(EROEA;C‘C ,CB,Ey).
Equality holds if and only if p(R and A accept ¢ | B sent (s,tg), C sent ¢,

ey ) is a constant when it is nonzero.

Proof. The proof is similar to Theorem 2.1.

2.3 Denial attack

Let B be an authorized group of senders. After sending their codewords some
of the them want to deny that they have sent the codewords. Their success
probability is p(c valid | eg), where ¢ valid means it will be accepted by the
receiver but rejected by the arbiter. So,

. e cin(e Pler [ en),if ¢ & Clea), p(ei, ea) > 0,u; € B,
p(cvalid | ep) = {? ren(©) otherwise.

Define,
Py = marpmar.gc(e,)p(c valid | e;,u; € B).

Theorem 3. In multi-senders A3-code, Py > maa:BepZ*I(ER?C‘CB).

Equality holds if and only if p(R accepts c | ep) is independent of ¢ ¢ C(ey,).
Proof. The proof is similar to theorem 2.1.
The construction given in section 3 achieves the lower bounds on Pp,, Po,,

PAmPAlaPRoaPRlaPUmPUUPU'

3 Constructions
Construction 1

We modify Desmedt and Frankel’s scheme [1], to replace the honest arbiter
with a dishonest one.

Let GF(q) be a field of ¢ elements, where ¢ is a prime power, and assume
the set of source states S be GF(q). We consider a k + 1 dimensional projective
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space PG(k + 1,q), over GF(q). The last coordinate of a point represents a
source state.
A k-dimensional hyperplane in PG(k + 1,¢q) can be regarded as a linear
equation,
agxo + a1x1 + ... + Ak 4+1Tk+1 = b,
where a;,b € GF(q). There are ¢**! 4+ ¢* 4+ --- + ¢ + 1 such hyperplanes in

PG(k+1,q). A plane in PG(k + 1, q) is a 3-dimensional subspace and can be
represented by a system of linear equations,

a10To + @111 + -+ + a1 k+1Tk+1 = ba,

G200 + @211 + -+ + a2 k+1Tk+1 = bo,

Qk—1,020 + Qk—1,121 + -+ + Q-1 k+1%Tk+1 = br—1,

with r(A) = r(A) = k — 1, where r(A) and r(A) are the ranks of the coefficient
matrix, 4, and the augmented matrix A (A4 is obtained from A by adding a last
column equal to (by, b2, -+ ,br_1)?), respectively.

A line in PG(k+1, q) can be represented by a system of linear equations like
a plane but including k equations, with the ranks of both the coefficient matrix
and the augmented matrix being k.

There are
(@" 7 - - 1)(¢" - 1)
(@ =D —1)(¢—1) ~
lines in PG(k + 1, q). Given a line L, there are

F g+,

k-dimensional hyperplanes that contain L. Let n denote the number of senders.
We assume n < ¢* 14+ ¢* 2 4+ ...+ ¢+ 1.

Let P; be a k-dimensional hyperplane on which the points’ last coordinate
is s.

Initialization: The key distribution centre (KDC) does the following:

(1) Secretly chooses n k-dimensional hyperplanes P; such that the intersection
of k hyperplanes is a line L. It sends P; to u;.

(2) Chooses two k-dimensional hyperplanes Pg, P4 such that Pgr, P4 go through
L and are different from every P;.

KDC secretly passes Pgr, P4 to R and A respectively.

Now R accepts a codeword (zg, x1, -+ ,Zk+1,5) as s if (xg, 1, ..o, Tpt1, 8) 1S
on Pg. The codewords, which A believes should be accepted by R, are the points
on Py.

Authentication: To send a source state s, each u; € B performs the following:
(1) Computes H;which is the intersection of P; and P;.
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(2) Chooses a k-dimensional hyperplane W; that goes through H;.
(3) Sends W; to C.

The combiner receives k partial codewords, W;, and computes the intersection
of them: that is a point ¢s. Then C issues cs to R.

The reason that u; sends W; instead of P; is to ensures that L remains secret.

Verification: To verify a codeword ¢, that the receiver has received, R checks
if ¢5 is on Pg.

Arbitration: When R presents c¢s to A, A checks if ¢s is on Pja.
Analysis

It is easy to see that,

P — number of points on L B q+1
©0 = Lumber of points on PG(k +1,q) ¢~ *l4+gF+-- +q+1°
P — number of points on L — 1 B 1
1 = humber of points on PG(k+1,q9) =1 q*+¢Ft-1 4. +q+1°
P P — number of points on L q+1
Ro = T4 = Himber of points on P ¢F+¢F-1+---+q+1"
number of points on L — 1 1
Pr, =Py, =

number of points on Pr — 1 - ¢l gh24 ... 4 qg+1°

Now we consider the denial attack by an authorized group of senders. There
are two types of attacks. First, k senders collaboratively make a denial attack.
This means that the k senders send a codeword and then all of them deny sending
of the codeword. The senders know the secret line L but do not know Pgr, and

so their success probability, denoted by P((Jl), is,

1y number of points on Pr — (¢ + 1) 2+ +g+1

P - .
v number of points on PG(k+1,q) — (¢+1) ¢* 1+ ---+q+1

A second type of denial attack is when k senders participate in constructing a
codeword and then a subset of them deny the fact. The worst case is k—1 senders
denying. In this case they know a plane through L. Their success probability,

denoted by P,(JQ), is,
"+ +q+1-(P+q+1) P+ +g+1

PO _ - :
Tt gt (P a+l) P gt

It is easy to see that when less than k — 1 senders deny the partial codewords
they have sent, their success probability is smaller than P((JQ). We also note that
P[(Jl) > P[(JQ). So the success probability of the denial attack by senders is,
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24 +q+1
¢+ g+ 1]

Py=P} =

which is the maximum probability for denial.

Impersonation attack by an unauthorized group of senders: The worst case is
when k — 1 senders attempt to construct a valid codeword. They know a plane
which contains L. The success probability is equal to,

. q+1

Pyy=———"—.
R

Substitution attack by an unauthorized group of senders: The worst case is
when k — 1 senders attempt to construct a valid codeword. They know a plane
and a point and their success probability is,

1
Py, = ——.
U1

Implementation

How can we choose the hyperplanes P;, Pr, P4, in practice? This problem can
be transformed into a coding theory problem. We recall some relevant results
from coding theory.

Let A be a linear [n, k, d] code with generator matrix G. The dual code is a
linearly code with parameters [n,n — k, d/].

Theorem 4. ([5]) Let G be the generator matrix of an [n,k,d] code. Then any
d -1 columns in G are linearly independent.

Let ¢, n,r be integers. Define,
Vy(n,r) =" Chlg—1)"
i=0

Theorem 5. ([5]) If n,d,k are positive integers that satisfy Vy(n,d — 1) <
¢kt then an [n, k,d] code exists.

For an arbitrary set of a;, when ¢ is sufficiently large the inequality
¢+ ard" + -+ a1+ ag >0,

holds, and so Vi (k + 3,k) < ¢"*1. Therefore there exists a linear code A =
[k + 3,3,k + 1]. From theorem 3.2, any k columns, in the generator matrix of
the dual code of A, are linearly independent.
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A k-dimensional hyperplane in PG(k + 1, q) is represented by a column of
k + 3 elements of GF(q). If we have n such hyperplanes we can construct a
(k + 3) x n matrix. Now in construction 1, we need to have a matrix with
the property that any k columns are linearly independent. Theorem 3.1 shows
that this is equivalent to constructing a code with dual distance k + 1. Now let
each column in G be a hyperplane, where G is a linear code with rank d-1=k.

Modification of construction 1

We modify construction 1 such that it does not need a dealer. The main dif-
ference is in the initialization phase. The construction an extension of the con-
struction [6]. Let S = GF(q) and C be PG(k+ 4, q).

In Initialization

(1) R selects n+ 1 (k + 3)-dimensional hyperplanes Pra, Pr1, Pr2, ..., Pry, with
the property that the intersection of any k hyperplanes (Pg;,1 < i < n) and
Pra is a fixed 4-dimensional hyperplane Pr not lying on P,. Then it secretly
passes Pr; to u;, Pra and a point pg on Pg to A.

(2) A selects n (k+3)-dimensional hyperplanes Pai, Pas, ..., Pa, such that the in-
tersection of any k hyperplanes (Pa;, 1 < i < n) and Pg4 is a fixed 4-dimensional
hyperplane P4 which passes through pg. Then he rewrites this 4-dimensional hy-
perplane as PI;A N P;n n---N P;m such that PI;A, P;n, R P;m have the same
property as Pra, Pa1, -+, Pan (intersection of any k hyperplanes P;M and PI;A
is a 4-dimensional hyperplane), and secretly passes Pz/z AN P;M to u;(1 <i<n).
(3) Each w; computes his hyperplane PI/%A N P;M N Pg;.

Now R accepts all points on Pr — {po} as authentic, where Pr = Pgr1 N
-++MN Pgp N Pra. A accepts all points on P4 — {po} as authentic, where P4 =
PraNPayN---NPay,. Any k senders’ hyperplanes intersect at Pr N P4 which
is a plane.

Authentication, verification and dispute phase are similar to construction
1. Also the problem of choosing hyperplanes can be transformed into a coding
theory problem as in construction 1. In this code,

q+1 q—1

Py = . Py, =
Oo g3 4 g+ 1 O g2 4. 4 g+ 1
3 2 2
_ ¢+ taq+l _ _ ¢ +qg+1
PRO*PAO*qk+4+“'+q+1aP31*PA1*qk+3+“'+q+1a
1 q+1 1

Py, =

Py, = Py = .
qk+1+...+q+1’ U1 q2+q+1’ v qk+1+...+q+1
We note that since hyperplanes Pr and P4 are secretly chosen by R and
by A, respectively, there is a chance that the hyperplanes are parallel or even
coincide. The chance of the two hyperplanes coincide is —i—, which is very small.
In the appendix we describe a method of completely avoiding this problem.



168 Rei Safavi-Naini and Yejing Wang

References

1. Y. Desmedt and Y.Frankel, Shared Generation of Authenticators and Signatures,
Advances in Cryptology-Crypto’91, Lecture Notes in Computer Science, 576,(1992),
457-469.

2. Tzonelih Hwang and Chih-Hung Wang, Arbitrated Unconditionally Sucure Authenti-
cation Scheme with Multi-senders, Information Security Workshop (1997), 173-180.

3. T.Johansson, Contributions to Unconditionally Secure Authentication, Ph.D Thesis,
1994.

4. K. M. Martin and R. Safavi-Naini, Unconditionally Secure Authentication Systems
with Shared Generation of Authenticators, Information and Communications Secu-
rity, Lecture Notes in Computer Science 1334, (1997), 130-143.

5. F.J.MacWilliams and N.J.A.Sloane, The Theory of Error-Correcting Codes, North-
Holland Publishing Company (1978).

6. R.Taylor, Near Optimal Unconditionally Secure Authentication, Advances in
Cryptology-Crypto’94, Lecture Notes in Computer Science, 245-255.

Appendix

How to ensure that Pr and Pa are not parallel (or coincide) : To ensure Pr
and P4 are not parallel, it is sufficient that R gives a point py to A. To avoid
Pr and Pj4 coinciding, R and A can choose their hyperplanes as follows.
e R chooses his Pg such that,

1. The coefficients of Pg;(1 < i < n) and Pga are elements of an integral
domain Z in GF(q).

2. A (k+1) x (k+ 1) determinant of the coefficient matrix of Pg equals to a
prime element p in this domain. R passes p to A together with Pga, po-

e A chooses his P4 such that,

1. The coefficients of P4;(1 <i < n) are elements of Z.
2. A (k+1) x (k4 1) determinant of the coefficient matrix of P4 equals to a
prime element p which is coprime to p.

The fact that coefficients of hyperplanes are in an integral domain and the de-
terminants are coprime to each other, ensures that P4 can not be obtained from
Pg, using elementary operations (except multiplying a constant by an equation).
Hence they do not coincide.
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Abstract. Efficient hashing is a centerpiece of modern cryptography.
The progress in computing technology enables us to use 64-bit machines
with the promise of 128-bit machines in the near future. To exploit fully
the technology for fast hashing, we need to be able to design cryptograph-
ically strong Boolean functions in many variables which can be evaluated
faster using partial evaluations from the previous rounds. We introduce
a new class of Boolean functions whose evaluation is especially efficient
and we call them rotation symmetric. Basic cryptographic properties of
rotation-symmetric functions are investigated in a broader context of
symmetric functions. An algorithm for the design of rotation-symmetric
functions is given and two classes of functions are examined. These classes
are important from a practical point of view as their forms are short. We
show that shortening of rotation-symmetric functions paradoxically leads
to more expensive evaluation process.

1 Introduction

Hashing algorithms are important cryptographic primitives which are indispens-
able for an efficient generation of both signatures and message authentication
codes [Pd]. They are also widely used as one-way functions in key agreement
and key establishment protocols [i]. Hashing can be designed using either
block encryption algorithms or computationally hard problems or substitution-
permutation networks (S-P networks).

Parameters of hashing algorithms based on block encryption algorithms, are
restricted by properties of underlying encryption algorithms. Assume that an
encryption algorithm operates on n-bit strings. A single use of the cipher pro-
duces n-bit hash value. This means that the n-bit strings have to be at least
128-bit long. Otherwise, the hash algorithm is subject to the birthday attack.
The attack finds colliding messages in 2"/ steps with a high probability (larger
than 0.5). If the hash algorithm applies more than one encryption, it becomes
slower than underlying cipher. The use of a “strong” encryption algorithm does
not guarantee a collision-free hash algorithm. There have been many spectacular
failures that prove the point [E2].

Design of hashing algorithms using intractable problems can be attractive
as the security evaluation can sometimes be reduced to the proof that find-
ing a collision is as difficult as solving an instance of a computationally hard

C. Boyd and E. Dawson (Eds.): ACISP’98, LNCS 1438, pp. 169l 1998.
© Springer-Verlag Berlin Heidelberg 1998
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problem. Numerous examples have shown that the application of hard problems
does not automatically produce sound hash algorithms. The misunderstanding
springs from the general characterization of the problem. For example, a prob-
lem is considered to be difficult if it belongs to the NP-complete class [[{]. Any
problem is a collection of instances. Some of them are intractable but some are
easy. If a hash algorithm applies easy instances, it is simply insecure. The main
shortcoming of this class of hash algorithms is that they are inherently slow.

The class of hash algorithms based on S-P networks includes fastest algo-
rithms. They apply the well-known concept of confusion and diffusion introduced
by Shannon [E]. Representatives of this class are MD4 [E8], MD5 &), SHA [
and many others [Z]. Despite of demolishing MD4 and weakening MD5 by Dob-
bertin [H], their structural properties look sound and they are frequently used
as benchmarks for efficiency evaluation.

2 Motivation

The MD family of hash algorithms uses the Feistel structure [lEA. The structure
can be defined as follows. Let the input be (L;—1, R;—1) and the output be
(Li, R;). Then L; = R;—1 and R; = L;—1 ® f(R;—1, K;_1), where the function f
is controlled by the subkey K;_;. Rivest used a modification of the structure for
his MD4 and MD5 algorithms. A single iteration is described as

Ai=D;_1; Bi=A4;,_1+ F(Bi—1,Ci—1,Di_1) + mi_1;
Ci = Bi_1; Dy = Ci_1,

where (A4;, B;, Ci, D;) is a 128-bit string split into four 32-bit words defined for
the i-th iteration, F': {0,1}°¢ — {0,1}32 is a function which takes three 32-bit
words and generates a 32-bit output word, and m; is the message hashed in
the i-th iteration. In fact, the function F' is a collection of 32 Boolean functions
evaluated in parallel using bitwise binary operations. Note that rotation has been
ignored. For efficiency reasons, the function F' is generated on the fly by using
bitwise operations such as”, &, | accessible in C/C++ languages.

In general, we can view a hashing algorithm as a sequence of iterations. A
single iteration takes an input X = (Xj, ..., Xo) and a message word (block) M
(for the sake of simplicity we assume that M has been already merged with the
corresponding constant) and produces the output Y = (Y, ..., Yy) according to

Yo =M+ F(Xg-1,...,Xo) + ROT(Xj, s) and Yip1 = X; (1)

fori =0,...,k—1, where words or blocks are n-bit sequences (n=32, 64,128, ...),
+ stands for addition modulo 2™ and ROT' (X}, ) is circular rotation of the word
X by s positions to the left. Assume that we have a parallel machine and we
wish to examine how fast the iteration (lll) can be produced. Parallel implemen-
tations of MD4/MD5 are used as benchmarks. For the sake of clarity, we assume
that all bitwise operations, addition modulo 2" and the rotation ROT take one
instruction. In our analysis, we ignore all initial steps necessary to setup hashing.
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The computational complexity of a single iteration @ll) equals the number of
instructions necessary to produce Yy. The evaluation of the function F' seems to
be the major component. Note that the function can be evaluated after X is
known. The evaluation of Xy can be done concurrently with the evaluation of
two parts of the function F' as

F(Xp-1,...,X0) = G1(Xg—1,..., X1) ® XoGo(Xp_1,..., X1).

When Xy, Gy and G; are available then the function F' can be evaluated using
two instructions: one to produce XoGy and the second to generate the final
evaluation. To obtain Yj, one would need a single addition only as the rotation
and M + ROT (X, s) can be executed in parallel. All together, a single iteration
of any member of the MD family takes three instructions assuming that the
evaluation of G1 and Gg can be done in parallel [H]. This is the absolute upper
bound for efficiency of hashing with members of the MD family. Can we do
better ?

Before we answer the question, let the efficiency of hashing algorithms be
expressed by the number of bits of a compressed message per instruction. The
MD4 speed is then 4581*23 = 3.55 bits of compressed message per instruction. The
length of message block in MD4 is 512 bits, the number of instructions is 144 (48
rounds and each round takes 3 instructions). Consider an algorithm implemented
on a 64-bit machine. Assume that the algorithm takes 4096-bit messages and
compresses them into 1024-bit digests using 3 passes with 64 iterations each.
Its speed is 149029*% = 7.1 so twice as fast as MD4 (and seems to be much more
secure as it employs 192 iterations). The crucial issue becomes the design of the
function F' which needs to be based on a Boolean function in 15 variables.

3 Definition of Rotation-Symmetric Boolean Functions

Let n be a positive integer and V;, = {0,1}"™ be the space of binary vectors.
Consider a Boolean function f : V,, — V; written as

f($) = f(xla . 'axn) = gl(xla . -$n71) S $n90($1a . -$n71)

and the relation between functions f(z) and f(y) used in two consecutive itera-
tions. The rotation operation binds variables y; with x; according to the following
assignment:

Yig1 =x; fori=1,2,...,n—1

Note that y; is evaluated after the final evaluation of f(x) and is equal to y; =
m+ f(x) + ¢ where m is a binary message and ¢ is a bit extracted from a block
X, After substituting y; 41 = x; fori = 1,2, ..., n—1, the function f(y) becomes

fw) =flyr, ... yn) =hi(z1, .., 2n-1) Fyrho(ze, ..., Tno1).

The conclusions of the above considerations, can be formulated as the following
corollary.
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Proposition 1. Given two consecutive iterations of a hashing algorithm from
the MD family (an MD-type hash algorithm) based on the function f(x1,...,xy).
Then the evaluation of the function f(yi1,...,yn) in the second iteration may use
some terms of f(x1,...,x,) evaluated in the previous iteration. Ideally, the eval-
uation f(y) will take three operations if (1) the partial functions g1 (x1, ..., Tn-1)
= hi(z1,...,Tn-1) and (2) the partial functions go(z1,...,Tn-1) = ho(z1,- ..,
Tn—1), assuming that y1 is given.

Consider some examples. Let our function f be one of the functions used
in MD4. Namely, f(x1,22,23) = 122 + T123 = 1 ® 2122 ® 123. If we apply
rotation ya = x1, y3 = 2 then f(y) = 1@ y1(x1 © z2). The evaluation of f(y)
cannot be supported by partial evaluations of f(x). The situation will vary from
iteration to iteration.

Let a function f(x1,x2,x3, x4, T5) = X122 D Tox3 B x3x4 B T4x5 B T521. It
can be represented as f(z) = x1x2 ® xoxs B x324 D T5(x1 D x4). The function
f(y) with yo = z1, y3 = T2, ya = 23, Y5 = x4 becomes f(y) = z172 © X273 ©
324 B y1(x1 @ x4). The evaluations of both x1x9 ® xows ® x3zs and z1 O x4
done for the function f(x), can be reused for the evaluation of f(y).

To avoid a confusion, we have to stress that it is necessary to run two (or
more) concurrent processes. One for evaluation of the function f(y) and the
others to prepare partial evaluations for the next iteration or in other words
fW) =91y, yn—1) ©Yngo (Y1, - - - Yn—-1)-

It can be argued that if the “infinite” parallelism is allowed then the form of
the function f does not matter. In practice, however, this is never the case. Most
of the computers are still using a single processor architecture and for them an
efficient evaluation of the function f is crucial. If a tradeoff between processing
time and memory is allowed, all partial evaluations could be stored and reused.

Definition 1. The class of rotation-symmetric functions includes all Boolean
functions f: V,, — Vi such that f(x1,...,2n) = f(Y1,---,Yn), where yip1 = x;
fori=1,2,....,n—1 and y1 = x,, or shortly f(x) = f(ROT(x)).

The aim of this work is to investigate cryptographic properties of rotation-
symmetric functions and discuss how to construct such functions.

4 Cryptographic Characteristics of Boolean Functions

Given the space V;, of binary vectors. Denote oy = (0,0,...,0,0), oz = (0,0,
..., 0,1), and so forth until asn_7 = (1,1,...,1,1). Vectors a may be treated
as integers and then they can be ordered as ap < a; < -+ < agn_1. Let
a = (a1,...,a,) and x = (z1,...,x,), we say that v = « if z; = a; for all .
Boolean functions will be considered in their normal forms so

flz) = @ Cax™ = @ Ca®]t... (2)
aeV, agV,

where @ stands for binary XOR operation (or addition modulo 2). The truth table
of the function f is the binary sequence (f(ap), ..., f(agn_1)). A function f is
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balanced if its truth table consists of 27! ones and zeros. The Hamming weight
of a binary vector is defined as the number of ones it contains. In particular, the
Hamming weight of a function f is the number of ones in its truth table and is
denoted by wt(f). The Hamming distance between two functions f, g : V,, — V4
is the Hamming weight of f @ g or d(f, g) = wt(f @ g).

Consider the function from Equation (B). If ¢, = 0 for all wt(«) > 1, then f
is called an affine function. An affine function is linear if co, = 0 [H].

Definition 2. Let f(x) be a Boolean function on V,,. The nonlinearity of the
function is defined by the minimum Hamming distance between the function and
an affine function ¢ so

Ny =min{wt(f @ ¢) | ¢ is an affine function on V,}.

Definition 3. (FEZ)) Let f(x) be a function on V, and « be a vector in V.
We say that the function f(x) satisfies the propagation criterion of degree k if
f(x)® f(z ® ) is balanced for all a such that 0 < wt(a) < k. If k =1, we say
that f(x) satisfies the Strict Avalanche Criterion or SAC.

Given a set A = {ai,...,an}. The set Sym(A) consists of all permuta-
tions which can be defined on the set .A. Note that @ € Sym(A) operates
on A and induces the permutation on indices {1,...,n} so w(a1,...,a,) =
(@r(1ys- -+ Gr(n)). Typically, a permutation 7(1,...,n) can be written in the
form of a sequence (w(1),...,7(n)). So if A = {1,2,3,4}, then 7n(1,2,3,4) =
(m(1),7(2),7(3),7(4)) = (2,4,1,3) where (1) = 2, 7(2) = 4, 7(3) = 1 and
7(4)) = 3. The collection of permutations over the set {1,...,n} creates a sym-
metric group S,, where the group operation is the composition of permutations.

Given a collection of n Boolean variables x1, ..., z,. Let 7 € S,, be a permu-
tation.

Definition 4. A Boolean function f(x) : V,, — Vi is called symmetric with
respect to the permutation 7 if 7(f(x)) = f(Tr1), - Ta@)) = f(@1, ..., 20).

5 Properties of Rotation-Symmetric Functions

The class of symmetric functions can be defined as a collection of all Boolean
functions f(z) : V;, — Vi which are symmetric for all permutations 7 € S,
(see [E]). For every S, and each degree k = 1,...,n, there is a homogeneous
symmetric function eg(x) : V,, — V4 such that

ex(z) = @ Tiy ... Tiy, (3)
il,...,ik GN;
where N = {1,...,n}. The functions eg(z) = ex(m(x)) for any 7 € S,,. Assume
that eg = 1, then the function

n n

[[a6s) = Be)
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For example, let n = 4, then: e;(x) = z1 ® 2 ® x5 B x4, e2(x) = 122 D
103 D X104 D T2x3 B 224 D T34, €3(T) = T12223 B T1T224 O T12374 O T2x324,
eq() = z1woxsxy. Clearly, eg®e; Pea®esPes = (14x1)(1+z2)(1+x3)(1+x4).

Let my(z) = x;,...x;, be a monomial where all indices 41, .. ., i are different.
Given a permutation 7 € Sy, then m(mg) = Zx(5,).--Tr(iy), Where 1 <k < n.
Observe that the permutation 7 generates a cyclic group C, of order r < n and
Cr = {e,m %, ..., 7"~} where ¢ is the identity permutation. The cyclic group
acts on the monomial my(x) and produces a homogeneous Boolean function of
degree k in the following form:

fk(a:):mk @W(mk)@@ﬂril(mk) (4)

Note that rotation p € S,, is defined as p(i) = i+1fori=1,...,n—1and p(n) =
1. Equation () can be used to generate a homogeneous rotation-symmetric
Boolean function of degree k and

fr(x) =my & p(mp) & ... & p" " (ma) (5)

Lemma 1. Given a rotation-symmetric Boolean function in the form of Expres-
sion (@). Then its nonlinearity is Ny, >2"~% fork=2,...,n.

Proof. Clearly, the weight of the monomial my is wt(mg) = 27*, the non-
linearity N,,, = min (2"% 2" —27~k)_ Without the loss of the generality, the
function (M) can be rewritten as fx(z) = x1..2, D T2..Tp11 D ... P TpT1...Th_1.
Take an arbitrary affine function

o(z) = @aixi D
i=1
where z = (x1,...,2,) and ¢ € V4. Then

fk &b QO = @371(@1 &b $i+1---$i+k71) @D
i=1
As Ny, = min, d(fx, ¢) = min, wt(fr ® ¢), so according to the result given in
[E] we have

ka Z wt(xz(az D Lit1 - - -$i+k71)) = ank.

Consider an example. Let n = 6 and mgs = xox3x5. Then the corresponding
rotation-symmetric function (of degree 3) is generated as follows
f3(@) = (w2w325) @ p(2w315) ® p*(T2w375) B p° (vow3ws) B p*(w2wsns) &
PP (Tax3T5) = To3Ts D T3T4To B T4T5T1 B T5TeTo ® ToT123 D T1T2T4.
Equation () produces simple rotation-symmetric functions for two following

cases. When k = 1, the corresponding homogeneous rotation-symmetric function
of degree 1 is
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which is a linear function and is symmetric with respect to all permutations
from S,,. If k = n, the function (@) becomes f,(z) = e,(x) = x123...7, Which is
symmetric with respect to all permutations from S,, and has the lowest Hamming
weight which equals 1.

Consider homogeneous rotation-symmetric Boolean functions of degree 2.
Assume that an initial monomial is ms(x) = ;x4 for some ¢ (£ + j < n) and
the rotation is p € S,,. Then the corresponding homogeneous rotation-symmetric
Boolean functions is

n—1
fa(x) = @pz(azjxj+g) =X1%041 D oo DTiTpri D oo D TpTpgn, (6)
i=0
where the subscript calculations are performed modulo (n + 1).

Theorem 1. Let fo(z) : V,, — Vi be a homogeneous rotation-symmetric Boolean
function of degree 2 which is generated from a monomial of degree 2 using the
rotation p € S,,. The function has the following properties:
(i). the Hamming weight of fo(z) is 2772 < wit(f) < 2™ + 2772,

(ii). the nonlinearity of the function is Ny > 2"~2,

(#3). if n is odd (n > 2), the function fa(x) is balanced,

(iv). the functions satisfy the propagation criterion with respect to all vectors a €

Vi such that 0 < wt(a) < n and satisfies the SAC' criterion.

Proof. (i). Since fa(z) @ fa(xz @ «) is a constant or an affine function, we can
observe that the auto-correlation of fo(x) is ([E1])

_ V@)@ f(e®a) _ 2" if a = g or @ = agn_q
Ala) @ (=1) {O otherwise

For any vector a € V,,, wt(f2(z)) = wt(f2(x @ a)). The auto-correlation of two
sequences of the same weight cannot be 0 or 2" if either the weight wt(f) < 272
or wt(fz) > 2771+ 2772 hence 2" 72 < wit(fy) <277t 42772

(7). Let () be an affine function on V,,. The Hamming distance between fa(x)
and ¢(x) is wt(f2 ® ) and

o= ®$i(ai D xiye) De.
i=1
The term x;(a; ® z;4+¢) constitutes a Boolean function whose Hamming weight
is 2772, Since wt(f2) > wt(ma), then wt(fo ® @) > wt(z;(a; ® x;41)). Therefore,
we can conclude that Ny > 272,

(ii7). By contradiction, assume that wt(f2(x)) # 2771 Let y; = 1 @ z; for
alli =1,...,n (n > 2 and odd). Note that the functions f2(y) and fa(x) have
to be of the same weight as the relation between x and y is one to one, or
wt(fa(xz)) = wt(f2(y)). Take a closer look at the function fa(y) which is

f(y) =1y2 @ ... ® Yn—1Yn D yntn
=1021)(1@z2)®.. 01 Pr,—1) 1Bz, D (1Dx,) (1D x1)
=1 fa(x)
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As fo(y) = 1@ fo(z), it means that wit(f2(y)) = 2" — wt(f2(x)). From the
assumption (wt(fa(z)) # 277 1), we conclude that wt(f2(y)) # wt(f2(x)) which
is the requested contradiction which proves the claim.

(v). Let a = (a1,as2, ..., a,), Then

fo(2) D falz @ a) = (an D a2)z1 @ ... D (an—2 D an)Tn—1 D (an_1 D a1)z, C

where the constant C' = ajas & asaz & ... PH apar. When o = a9 = 0 and
a=ag_1 =1, fo(x)® fo(rPa) is constant. For a # {0, 1}, fo(z) D fo(z D) is
a balanced affine function. This means that fo(x) satisfies propagation criterion
of the order k where £k = 1,...,n — 1. Clearly the function satisfies the SAC
criterion.

Lemma 2. [& Given fo(z) : V,, — Vi for n odd, then the nonlinearity of the
function is Ny, = 2n~1 — 2(n=1)/2,

Consider two classes of functions

B = 2120 B o5 B .. B w11 @ Tpwy

gén) =212 D X223 D ... O Tp_1Tn
for n =0,1,.... If we assume that wt(gg))) = wt(féo)) = 0, then the following
equations are satisfied

wt(gy™) =272 + 2wt (g5 ),
(n—2) (n—2)

wi(f3") = wi(gy" ™) + wi(er @ g )wt(1 @ 11 @ wnp @ 9" ),
(n—2) (n—2) .
where (1 @ g5 Jand (1®x1 ® xp—2® g5 ) are two functions on V,,_s.
Given two rotation-symmetric functions f(x), g(z) on V;,. The next corollary
is useful to create a combined function which preserves the rotation symmetry.

Corollary 1. Given two functions f(x), g(x) on 'V, and the rotation p € S,,. If
p(f(@)) = f(z) and p(g(z)) = g(x), then p(f(z) & g(z)) = f(z) & g(z).

6 Balanced Rotation-Symmetric Boolean Functions

The function fa(x) of degree 2 is an ideal candidate for hashing round function.
It is balanced, highly nonlinear and satisfies the propagation criterion (including
the SAC). To get other cryptographically strong rotation-symmetric functions,
we may to apply Corollary (ll) which states that sum of rotation-symmetric
functions is a rotation-symmetric function as well. A general construction for
rotation symmetric functions can be done using the following algorithm.

1. select requested collection of monomials of degrees ki, ..., k;,
2. generate homogeneous rotation-symmetric functions of degrees ki, ..., k;,
3. compose the functions into the compound rotation-symmetric function

J(@) = fo, () D... D fi, (x).
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Clearly, the evaluation of the function f(x) will be faster when the number of
monomials used to generate homogeneous functions is restricted. In practice,
there are two most interesting cases when the number is limited to two and
three. We are going to investigate the two cases.

Class 1 generated by two monomials. Consider the case when m4 (z) and ma(z)
= x1xy where m; : Vs — V4 and mg : V,, — Vj. The the class of rotation-
symmetric function is expressible as

n—1 n+s—1
f@)=fo0 i =@ o' me@)) @ @ p(mi()) (7)
=0 =0

for p € S,. Note that monomials m4(z) do not need to be evaluated so the
function f(z) is especially attractive for a fast evaluation. The explicit form of
the function is

f@)=21(1®x) Daa(1 P apy1) D ... ®xn(1 B Tpin—1) DTpt1 D ... D Tpys

The function f(z) is balanced, its nonlinearity is Ny > 2"7*~2 and the function
satisfies the propagation criterion with respect to « such that o = (1, f2) and
01 #{0,1}, where 81 € V,, and (32 € V.

Consider an example. Let k =3 n =4 and s = 1, then the function f(x) can
be written as

f(x) = (x12223 @ Tox374 @ T3T421 O T47122) O (21 O T2 ® 23 D x4 B X5)
=211 ® zows) ® z2(1 ® x324) D 23(1 B x4z1) B 24(1 B T122) D 5.

The function is balanced and nonlinearity is at least 8.

Class 2 generated by three monomials. Consider the case when m4(z) is a
monomial of the degree 1 over V;,;5, ma(z) is a monomial of the degree 2 over
Viem and my(x) is a monomial of the degree k over V,,, where n > k > 2 and
(s > m). The function

f(@) = fu(@) & fo(2) & fi(2)
n—1 n+m—1 n+s—1
—Prma)e @ dima)e @ ooma)
i=0 i=0 =0

where p € S, p1 € Snts and pa € Sy The function f(z) is balanced, has the
nonlinearity Ny > 2n+s—k and satisfies the propagation criterion with respect to
n < wt(a) < n + s. Observe that from an efficient evaluation point of view, the
homogeneous rotation-symmetric function fi (z) generated by mg (x) is the most
expensive so that is why it should be kept relatively short p € S,, (see [H]). For
instance n =4, s = m = 1 and k = 3, the balanced rotation-symmetric function
is

f($) = T1X2%3 P T2X3T4 D T3T4x1 D Tax122 © T1X2 P X223 D

Pr3xy B 425 P51 Br1 B2 B3 BTy BIS
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7 Evaluation of Functions

Consider functions from Class 1, i.e. rotation-symmetric functions of degree two.
We are going to analyze bounds for the number of necessary operations needed
to evaluate a round function when it is used for m consecutive rounds. Let our
rotation-symmetric function over V;, be

f@) =212 D223 ® ... D TYp_1Ty B T,

where n is odd. In the first round, the whole function needs to be evaluated
from scratch. This will consume no more than 2n operations. This number can
be reduced to 321 if the evaluation is done in pairs f(z) = z122 © z3(22 ®
24) D ... D xp(xn_1 @ x1). For the next round, if we keep the evaluation of
h(z1,...,&n-1) = T122PT223D. . .DTp_2T,—1 then we need to evaluate the new
term xo(z1 ® x,—1) which takes 2 operations. Evaluation of f(xg,x1,...,2Zn—1)
takes at most three operations, where g is a “new variable” which was not used
in the previous round. To be able to use the same technique in next rounds, we
need to evaluate the function h(xg,...,Tn—2) = Tox1 X122 D ... D Tp_3Tp_2
from f(xo,...,2n—1). The “correction” of h(x) will cost at most three operations
as h(z) = f(z) ® zp-1(Tpn—2 ® o) and the term z,_1(x,—2 ® xo) needs to be
generated. In conclusion, the evaluation of f(z) for m consecutive rounds will
take no more than 2%=1 + 6(m — 1) operations.

What can we gain if we use a shorter function which is not rotation symmetric
but is obtained from one by removing some of the terms. Let this function be

f@r,. . .,2n) = 2122 2324 D ... O Tp—2Tn—1 D Tp_1Tp

In the first round the function needs (n — 1) operations for its evaluation. In
the second round, the same number of operations is necessary as all terms need
to be generated. This costs (n — 1) operations. In the third round, we can use
partial evaluation from the first round. This consumes at most 3 operations. The
evaluation of the expression for the 5-th round takes at most 3 operations. All
together, the evaluation takes at most 2(n — 1) 4+ 6(m — 2) operations.

Paradoxically, shorter functions require more steps for their evaluation. This
phenomenon relates to the fact that rotation will generate all terms of the
rotation-symmetric function gradually round by round with no chances for opti-
mization. Starting from a rotation-symmetric function allows optimal evaluation
of terms which can be reused further in the consecutive rounds. The designers
of the HAVAL hashing algorithm [EZ] fell into the trap. The first round function
they used is f1(x¢, x5, x4, T3, T2, 1, To) = T124 D T2T5 B x326 D Tox1 B o Which
is a shortened version of a rotation-symmetric function fo(z1,. .., z7).

8 Extensions and Further Research

The paper suggest a novel framework for designing cryptographically strong
Boolean functions which can be efficiently evaluated when they are applied as
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round functions in a MD hashing with rotation as the round mixing operation.
Clearly any symmetric Boolean function (in respect to any permutation) is also
rotation symmetric. The reverse is not true as a rotation-symmetric function is
not symmetric in general. Rotation-symmetric functions are much shorter than
their symmetric equivalents. This is especially visible for bigger n. For instance,
a rotation-symmetric function fi(z) over V, includes n terms of degree 2 while
its symmetric equivalent consists of @ terms. Symmetric functions could be
useful if the round mixing operation is an arbitrary permutation controlled by
either cryptographic key (as for keyed hashing) or messages.

The round mixing operation can be viewed as a linear transformation of the
input variables. Rotation is an especially simple case. Note that linear transfor-
mation of input variables does not increase the degree of the function. Similarly,
it is possible to extend our considerations to the case of linear transformations.

The concept of efficient evaluation can be extended for permutations p : V,, —
V... This is not directly applicable in MD hashing but certainly is of interest
for other cryptographic algorithms where the S-boxes are evaluated on the fly
instead of using their lookup tables. The idea is to design a cryptographically
strong permutation whose component output functions share as many common
terms as possible so partial evaluations can be shared among the functions. The
confirmation that such permutations exist can be found in the papers [T .

Finally, it can be argued that an efficient evaluation may actually contradict
the security of hashing. This argument may or may not be valid depending on
other components used in the single round (shifting, addition modulo 2", etc.).
Also the number of different functions together with the total number of rounds
play a significant role in getting a secure (collision free) hash algorithm.
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Abstract. A method for the systematic improvement of the nonlinearity
of bijective substitution boxes is presented. It is shown how to select two
outputs so that swapping them increases the nonlinearity. Experimental
results show that highly nonlinear bijective substitutions can be obtained
by this method that are difficult to obtain by random generation. A
survey of results in the design of S-boxes is included.

1 Introduction

Modern block ciphers employ substitution boxes (S-boxes) as important com-
ponents. These mappings need to be highly nonlinear, so that the cipher can
resist powerful modern attacks such as linear cryptanalysis [@]. One way to make
nonlinear mappings is by random generation. However the most highly nonlin-
ear mappings are extremely rare and so are almost impossible to find by blind
search. In this paper we present an efficient and systematic way of improving
the nonlinearity of given S-boxes, or to prove that an S-box is in fact locally
optimum for nonlinearity. This hill climbing method extends previous work on
the topic of the incremental improvement of single output Boolean functions [&].

This paper is structured as follows. In Section Blthe theory of cryptographic
properties of Boolean functions and S-boxes is briefly reviewed. Then in Section ll
a survey of results in the deterministic construction of S-boxes is presented. A
new method for improving S-boxes by hill climbing is given in Sectionll, and the
experimental results are shown in Sectionlll. Finally, in Section llsome concluding
remarks are made.

2 Relevant Theory

In this section we review some of the important and well known cryptographic
properties of single output Boolean functions and bijective S-boxes. We let f(x)
denote the binary truth table of a Boolean function. A Boolean function is
said to be balanced when the Hamming weight is 2"~!. Balance is a primary

C. Boyd and E. Dawson (Eds.): ACISP’98, LNCS 1438, pp. 181l 1998.
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cryptographic criterion: it ensures that the function cannot be approximated by
a constant function.

A useful representation is the polarity truth table: f(z) = (=1)f(®). When
f(z) =0, f(z) = 1 and when f(z) = 1, we have f(z) = —1. An important
observation is that h(z) = f(z)®g(z) <= h(x) = f(x)§(z) holds for all Boolean
functions. The Hamming distance between two Boolean functions is a measure of
their mutual correlation. Two functions are considered to be uncorrelated when
their Hamming distance is equal to 2" ! or equivalently when ) f(x)g(z) = 0.

We denote a linear Boolean function, selected by w € Z§ as L, (z) = w11 ®
WoXo B -+ B wnpTyn. A linear function in polarity form is denoted ﬁw(x) The set
of affine functions comprises the set of linear functions and their complements:
A c(x) = Ly(z) & c. The nonlinearity of a Boolean function is the minimum
Hamming distance to any affine function. The nonlinearity may be determined
from the Walsh-Hadamard transform (WHT): F(w) = dow f(x)Ly(z) by Ny =
%(2” —WH 40 ), where W H 0, is the maximum absolute value taken by F(w)
Hence, reducing W H,,4, will increase the nonlinearity.

. 2
A result known as Parseval’s Theorem states that ) (F(w)) = 22", For

even n, it follows that 2% < W H,,4. The set of functions that achieve this lower
bound are known as bent functions [El]. They have the maximum possible non-
linearity, but are never balanced. It is an important open problem to determine
the set of balanced functions which maximize nonlinearity, and to determine
bounds on the nonlinearity of balanced functions.

We now turn to relevant properties of substitution boxes.

A substitution box (or S-box) is a mapping from n binary inputs to m binary
outputs. Any S-box may be described by the set of m single-output Boolean
functions. The main cryptographic interest has been with reversible, or bijective,
S-boxes. For an S-box to be bijective, n = m, and all possible output vectors
appear exactly once each. A bijective S-box implements a permutation of the
input vectors. From this it is easy to show that every linear combination of the
outputs is a balanced function.

Let b(z) = y represent an S-box from n bits to n bits, and b=1(y) = = be its
inverse. We use subscript notation bg(z) = Ly(y) to indicate the single output
Boolean function which is formed as the linear combination of outputs selected
by 6 € Z3. Similarly b1(y) = L, () represents a linear combination of output
functions of the inverse S-box. We denote the Walsh-Hadamard transform of the
S-box as a square matrix of size 2", where each row By (w) represents the WHT
of a single output Boolean function selected by 6. Note that for § = 0 we will
set By(w) = 0 for all w. The inverse WHT matrix has rows denoted by B;1(6).
Since all output functions and their linear combinations are balanced, we have
B@(O) = 0 for all 8. We now prove the relation between the values of these two
WHT matrices, noting that a similar result was found in [H] and [E]. This result
is central to the hill climbing method for S-box design.
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Theorem 1. Let By(w) and B;(0) be values in the WHT matriz of a bijective
S-box b(x) = y and its inverse S-box b=1(y) = z, respectively. Then

is true for all pairs w, 0. a

PROOF: We start with the definition of the WHT.
Bo(w) = S bo(a) - Lu (@)
= Lo(y) - Lu(x)

From the bijective property, the sum over all z is the same as a sum over all .
This allows

which completes the proof. a

Corollary 1. The WHT matriz of a bijective S-box is the transpose of the WHT
matriz of its inverse.

Corollary 2. The nonlinearity of a bijective S-box is the same as the nonlin-
earity of its inverse.

Finding tight upper bounds on the nonlinearity of bijective S-boxes remains
an open problem. Clearly the bound cannot be greater than that for single output
Boolean functions, which is itself not known. The algorithm presented in this
paper provides an efficient method of searching for examples of bijective S-boxes
with high nonlinearity.

3 Making S-boxes

There has been considerable interest in the design of good S-boxes for crypto-
graphic applications. Over the last decade two types of constructions have been
studied: direct truth table constructions and using exponent permutations. In
this section the advances made using these two approaches is reviewed.

The first definition of an S-box using exponent permutations y = z® over
GF(2"™) was given by Pieprzyk [ESEA], however these early papers used an old
definition of S-box nonlinearity that ignored the linear combinations of output



184 William Millan

functions. In [i5] he proved that cubing in GF'(2") gives nonlinear permutations
for odd n, and the result was generalized to P(z) = 22 ! provided gcd(i,n) = 1
and n is odd (these functions were shown later to be quadratic in [&]). These
permutations attain the nonlinearity of bent functions with n — 1 variables, and
so were called bent permutations.

A class of bijective S-boxes called almost perfect nonlinear (APN) permu-
tations were introduced in [E]. They are quadratic, based on exponentiation,
and have good differential uniformity (which is an upper bound on the values
of the autocorrelation function). These results led to a notion of provable se-

curity against first order differential cryptanalysis 5], which has been recently
investigated [@] and applied in cipher design [d]. The almost perfect nonlinear
permutations have been studied also in [i] and [, two overlapping papers that

consider several different classes of exponent permutations. Later a conjecture
in [l] was shown to be false in [l] which gives conditions on the exponent so that
both nonlinearity and algebraic order are high.

Direct construction of S-boxes has been investigated in 34 by using sin-
gle output Boolean functions, and results compared with a survey of random
bijections. In [M] a construction for S-boxes with every output function satis-
fying the strict avalanche criterion [EH] was presented. However the recursive
construction does not increase the algebraic order, so that the method is not
suitable for cryptographic design. S-boxes with every linear combination of the
output being a bent function were investigated by Nyberg [EH], where it was
shown that these n * m S-boxes exist only when n > 2m, and n is even. The
modern definition of S-box nonlinearity was provided in [E3. S-boxes that are
robust against differential cryptanalysis were constructed in [E].

Quadratic S-boxes have received considerable attention, for example [EIES],
[Z]. Regular n x m S-boxes, with the property that every output vector occurs
exactly 2"~™ times, have also been studied [ZZNEZA]. An interesting class of
S-boxes that are regular, have high nonlinearity and algebraic order and that
satisfy SAC for every linear combination of the output has been constructed
in [Z].

4 Hill Climbing S-boxes

In this section a method to improve the nonlinearity of a bijective S-box by
swapping two output vectors in the S-box truth table is presented. It is based on
a generalization of the theorem describing the improvement of balanced Boolean
functions presented in []. Similar to that method, we need to define some sets
of (w, #) pairs for which [B(w, 6)| is maximum and near-maximum.

Definition 1. Let b(x) = y be a bijective n * n S-box with Walsh-Hadamard
transform Bg(w). Let W H o, denote the mazimum absolute value in the B
matriz. Let us define the following sets:

Wi = {(w,0) : B(
Wi ={(w,0) : B(

0) = WH 42} and

:B
:B(w,0) = —WHyas )

w,
w,
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We also need to define sets of (w,0) for which the WHT magnitude is close to
the maximum.

Wy = {(w,0) : B(w,0) = WHpay — 2},
Wy = {(w,0) : B(w,0) = =W Hpasr +2)},
Wit = {(w,0) : B(w,0) = WHppaw — 4}, and
Wy ={(w,0): B(w,0) = —WHypas +4)}.
Further, we define W; 3= WU W; ;and Wy 3 =Wy UW5. i

We now present the theorem for incremental improvement of a bijective S-
box.

Theorem 2. Let b(x) = y be a bijective S-box. Further, let x1 and x2 be distinct
input vectors with corresponding outputs y1 = b(x1) and yo = b(x2). Let b/ (x)
be an S-box the same as b(x) except that b'(x1) = y2 and V' (x2) = y1. Then the
nonlinearity of b'(x) will exceed that of b(x) if and only if all of the following
conditions are satisfied:
(a) Ly, (71) # Ly (z2) for all (w,0) € Wit YW,
(b) both
(i) Lo(y1) # Lo (x2) for all (w,0) € W,
(i3) Lg(y2) # Ly,(z1) for all (w,0) € Wit
(c) both
(i) Lo(y1) = Ly (x2) for all (w,0) € W
(i1) Lg(y2) = Ly(x1) for all (w,8) € W
(d) for all (w,0) € W;ﬁ, not all of the following are true:
(i) Lo(y2) = Lo (1)
(it) Lo(y1) = Lu(2)
(iii) Lo(y1) # Le(21)
(iv) Lo(y2) # Lu(2)
(e) for all (w,0) € W, 3, not all of the following are true:
(i) Lo(y2) # Lo (1)
(it) Lo(y1) # Lu(22)
(iii) Lo(y1) = Le(21)
(iv) Lo(y2) = Lu(22) 0

PROOF: By definition we have By(w) = >w bg(x) - L (x) for the original S-box
and Bj)(w) = Yow Eg(x) - L, () for the S-box modified by swapping the output
pairs for inputs 1 and xa: bg(x1) = bj(x2) and bg(x2) = bj(z1). The change
in the WHT value for a particular (w, ) pair can be calculated by ABy(w) =
BY(w) — By(w), where each sum is identical except for terms involving 1 or .
Canceling, we are left with

ABy(w) = (1) - Lus(1) + by(x2) - Lus(2) — bo(@1) - Lo (1) — by (@2) - Loy (@2).
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In terms of the original S-box data we have
ABg(w) = bp(w2) - Lo(21) +bo(x1) - Li(2)
—bo(x1) - L (1) — by(22) - Loy (22). (1)
Since each output function is changing in either zero or two truth table positions,
we have AB € {—4,0,+4} for all (w, 0) pairs. To increase the nonlinearity we

must reduce the largest magnitude WHT value and it follows that we require
AB = —4 for all (w, ) pairs in I/Vl+ . This sets four required conditions:

(1) bo(z2) - Lu(z1) = —1
(2) bo(z1) - Lo (z2) = —1
(3) bo(1) - Lo (1) =
(4) bo(x2) - Loo(22) = 1

which directly implies L, (21) # Lu(72) for all pairs in W;", the first part of
condition (a) in the theorem. Using the identity bg(z) = Lg(y) on condition (2)
we obtain Lg(y1) - L (x2) = —1 which implies Lg(y1) # Lo (22) for all pairs
in W;t, proving condition (b) part (i) in the theorem. Similarly condition (1)
implies that Lg(ys) - Ly, (z1) = —1 from which Lg(y2) # Lu(x1) follows, proving
condition (b) part (ii) in the theorem.

For all pairs in W[~ we require AB = 4. This sets four required conditions:

(5) bo(as) - L (1) = 1
(6) bo(a1) - Lu(2) = 1
(7) bo(ar) - Lu(ar) = -1
(8) bolw) - Lu(rz) = —1

Note that only the signs have changed from the previous case. It follows directly
that Ly (z1) # Ly (z2) for all pairs in Wy, the second part of condition (a) in
the theorem. Conditions (c) parts (i) and (ii) are proved similarly to those in
part (b).

Now consider restrictions on the set W, 3. In order to ensure that WHT
matrix values do not increase, we require that ABg(w) # 4. This means that not
all of conditions (5) — (8) above can be true. Using the identity, the conditions
(d) () — (iv) follow directly.

Similarly, we require that ABy(w) # —4 for all pairs in set W; 3, and hence
the theorem conditions (e)(i) — (iv) on sets W, 5 follow from noting that not all
of conditions (1) — (4) above can be true. O

Checking the conditions in this theorem can be automated efficiently, and
iterated until no suitable swap pairs can be found. The WHT matrix of the
new S-box can be obtained quickly by using Equation (fll), avoiding an expensive
recalculation of the S-box’s Walsh-Hadamard matrix. This results in an effective
algorithm for incremental hill climbing of bijective S-boxes towards local maxima
for nonlinearity. The following algorithm details the procedure.
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SboxHillClimb(Sbox, WHT)

1. Determine maximum value of the Walsh-Hadamard transform matrix.
. Find the pairs of (w, #) which belong to the sets W;", W, W; 3 and Wy 5.
3. Repeat Until(no pair satisfies tests)
(a) Select first pair (z1,z2) to test.
(b) While(good pair not yet found and not all pairs tested)
i. For each non-empty list check current pair against conditions.
ii. If current pair satisfies all tests then get new S-box and new WHT
matrix, else select next pair for testing.
4. Output current S-box: it is a local maximum for nonlinearity.

[\

5 Results

In this section we present a comparison of the nonlinearity distributions for
randomly generated bijective S-boxes and locally maximum S-boxes found by
the iterated hill climbing algorithm, for 5 < 8. For each value of n, the sample
size was 10,000 S-boxes. The results obtained are shown in Figures i, B H
and B In each case it is clear that the hill climbing algorithm is expected to
increase the nonlinearity of randomly generated S-boxes. Above average S-boxes
are much more likely to result from hill climbing than by blind search alone. In
addition, the local maxima found by hill climbing were sometimes at a higher
level of nonlinearity than any S-boxes found by random search. For example,
when n =5 (Figure ll) there were 4 S-boxes found with nonlinearity of 10. For
n = 7, (Figure H) nonlinearity of 46 was obtained, and when n = 8, (Figure B
nonlinearity of 100 was able to be achieved in these experiments. It is interesting
to note that in the case n = 6, (Figure @) both random search and hill climbing
found S-boxes with nonlinearity not higher than 20. In an additional experiment
of one million S-boxes with n = 6, this limit still held. Thus it appears than 6*6 S-
boxes with nonlinearity greater than 20 are quite rare. It is known that bijective
6 % 6 S-boxes with nonlinearity of 24 do exist, since they can be constructed
directly [H.

More detailed results for 8*%8 S-boxes are now presented in Table ll which
contains the number of S-boxes, from a sample of 10,000, that had specific com-
binations of starting and finishing nonlinearities. The table shows the increases
gained by applying the S-box hill climbing algorithm to a random sample of
10,000 bijective S-boxes. The results show that S-boxes with lower nonlinearity
are likely to be considerably improved by this algorithm. Average S-boxes gained
some improvement, and good S-boxes were often increased. The results suggest
that random S-boxes with high nonlinearity are more likely to be close to a local
maximum.

6 Conclusion

A systematic method for the improvement of bijective S-boxes has been pre-
sented. The method is an efficient way of selecting a pair of S-box outputs to
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Final Nonlinearity

Original Nonlinearity|[90(92|94| 96| 98|100

80 2 2

82 1 4

84 2| 29 7

86 5| 80| 34

88| 1| 3|20| 258| 127

90 1|65 886| 447

92 2(91|1919|1112| 1

94 26(1946|1836

96 246| 827| 3

98 17

Table 1. Performance of S-box Hill Climbing for n=8: Number of S-boxes out
of a sample of 10,000.

swap so that the nonlinearity of the S-box will increase. When iterated, the al-
gorithm results in an S-box that is a local maximum for nonlinearity. We note
that all bijective S-boxes are, in principal, able to be obtained, so that those
S-boxes which are global maxima can be generated by our method. However, it
is more likely that sub-optimal local maxima will be obtained, since these are
much more numerous.

Several avenues for further research are apparent. Firstly, a way of selecting
the pairs to swap so that global maxima are more likely to be reached. Always we
seek to improve the efficiency of the tests, so that the pairs may be selected more
quickly. Properties besides nonlinearity may be improved by similar methods, so
combining the approaches to satisfy combinations of properties is a good research
direction. However it is known that tradeoffs exist between desirable properties,
so that suitable compromises must be found.
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Abstract. This article describes Object-Oriented modeling of crypto-
graphic primitives and algorithms. Instead of just designing an Object-
Oriented cryptographic interface the primitives and algorithms them-
selves are modeled and assigned to class hierarchy. Models are based
on abstract classes or interfaces which define concept of functions ma-
nipulating data. Manipulation is done in buffers which also are classes.
Models are further used to define new primitives and algorithms. A pack-
age of pipe classes is introduced to face the problem of different block
sizes of different primitives. A pipe is a sequence of primitives which
together manipulate data. Mismatches in buffer sizes within pipes are
balanced by valves. Introduced techniques are tested in software library
called Secure Tools (ST). Finally, some future directions are discussed.

1 Introduction

Cryptographic primitives are traditionally considered as functions [@]. This
does not readily suggest the usage of object-oriented (OO) methods to model
them. On the other hand, various relations and similarities between different
cryptographic algorithms imply reuse, polymorphism and inheritance. In this
article we describe the use of object modeling within the cryptographic domain.
We have chosen to use the Unified Modeling Language (UML) as our stan-
dardized notation. The UML is rapidly gaining popularity in object-oriented
programming community [ .

A benefit of OO cryptographic services is clear during OO software develop-
ment process. Further, the OO modeling of cryptographic algorithms, such as
ciphers and hashers, gives opportunity to combine them to form more complex
algorithms and protocols. OO modeling makes it also very easy to switch between
different algorithms which is important in the changing world of cryptography.

Public domain software package Crypto++ implements a vast number of
cryptographic algorithms in C++ [H]. Also various Crypto APIs are providing
different OO interface implementations [l#]. However, most of the packages are
not actually using fully OO methods to model cryptographic systems, but instead
give just an OO programming interface. The situation is clearly transitional,
because as we are also pointing out in this paper the cryptographic systems are
naturally object orientated.

C. Boyd and E. Dawson (Eds.): ACISP’98, LNCS 1438, pp. 193l 1998.
© Springer-Verlag Berlin Heidelberg 1998
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In next section the models of ciphers, hashers (message digest algorithms),
generators, MAC hashes (message authentication code algorithms) and testers
are presented. We have also included some more complex algorithms as clarifying
examples. The OO model for cryptographic data is introduced and the problem
of mixing algorithms with different data block sizes is met by the generalized
concept of pipes. Finally a design of C++ library, Secure Tools, is described and
some plans for extensions and further studies are discussed.

Before we present actual cryptographic primitives, a set of abstract base
classes have to be defined. By these base classes we can find common properties
of various functions such as found between tester and hasher. Base classes can
also be used to expand presented data manipulation concepts beyond the domain
of cryptography. All presented classes are summarized in Appendix in the end
of this article.

In the UML diagrams italic font is used for abstract class names and normal
font for non-abstract class names. Convention of abstract and non-abstract class
is from C++. All Java programmers are free to interpret abstract classes as
interfaces and non-abstract classes as real classes. Within text classes, methods
and attributes are emphasized by typewriter font.

2 Base classes

This chapter defines abstract base classes to be used in following chapters. To-
gether base classes form a concept of functions manipulating text. In this paper
all data (information) is called text, specifically according traditional crypto-
graphic terms plaintext and ciphertext. Text is naturally not limited to ASCII
characters but it can be any binary data.

All functions are derived from an abstract class Function. Functions manip-
ulate text in Buffer instances. Buffer has a fixed length defined by a derived
attribute blockLength. Text is divided to buffers so that all but the last buffer is
full. The used length of buffer is stored to attribute usedLength. The last buffer
is only partly used or it may be completely empty. The non-full last buffer indi-
cates the end of text for participating functions.

Functions can be divided into three main base classes: input, output and
combined I/O. In Figure 1 we show the main base classes diagram. In the same
figure class Buffer for piece of text is introduced. Buffer is derived from class
Block to facilitate future extensions. The classification of data makes possible to
use type checking features of OO languages. Abstract class InputFunction has
one Buffer for input and OutputFunction has one Buffer for output. Abstract
class InputOutputFunction inherits both functions. On Figure 1 the Function
class has query operations areBuffersQOk, isOkForSetup and isOkForText and
operations reset, setup and flush. These operations are used to move between
three states of a function as described in next sections.

A function can have three separate states: Initial, Functional and End-of-
text, but all derived functions are not using all three states. On the Initial state
the function is prepared for text manipulation. By method setup the function
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Function Bl ock
bl ockLengt h
reset ()
setup()
flush()
areBuffersCk(): bool ¢an
i sOkFor Setup(): bool gan Buf f er
i sOkFor Text (): bool egn usedLengt h
1 1
I nput Qut put
I nput Function | 0..% Buf f er Buf f er

Qut put Function| 0..*

| nput Qut put Funct il on

Fig. 1. Abstract base classes defining a set of functions manipulating text in
buffers.

is moved to the Functional state. On Functional state the function manipulates
text. When the end of text is encountered the function moves to the End-of-
text state. The End-of-text state can be also achieved by operation flush. The
function can be moved back to the initial state by operation reset. In Figure 2
states and state transitions are shown by state diagram.

Diagram shows that operation isOkForSetup returns true, if the function is
ready to be moved to the Functional state. Operation isOkForText returns true,
if the Function is ready to manipulate text. Operation areBuffers0k does not
check the state of the function, but the validity of the buffers associated to the
function. By this operation one can check that all required buffers are associated
and they have acceptable lengths.

Functions can be further divided to four categories: sinks, sources, processors
and valves. Source produces text to system by output buffer. Sink consumes
text by input buffer. Both classes are presented in Figure 3. Source class has
operation pull, which fetches next output buffer content. Sink has operation
push that consumes the content of input buffer. These operations can be used,
if the function instance is in Functional state and operations areBuffersOk and
isOkForText return true.

Classes Processor and Valve transform text from the input buffer to output
buffer, but there is a clear difference. Processor processes one output buffer from
one input buffer. However, Valve can produce arbitrary number of input buffers
from one output buffer or one output buffer from a number of input buffers.
Processor and valve classes are presented in Figure 4. The name Valve makes
sense when considered as part of a pipe which is presented later in this text.

Operation process of Processor does the transformation from input buffer
to output buffer. It can be only used if operations areBuffersOk and isOkFor-
Text return true. Operations of Valve class are discussed together with pipes.
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Initial

reset|() setup()
[i sOkFor Set 4p()
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Fig. 2. Function states, state transitions and related methods and conditions.

| nput Functi on CQut put Functi on
Si nk Sour ce
push() pul | ()

Fig. 3. Sink and Source abstract classes.

| nput Qut put Funct ijon

Val ve Processor
i nput Provi ded() process()
out put Spent ()

i sl nput Required(): bool gan
i sQut put Avai | abl e(): bopl ean

Fig. 4. Processor and Valve abstract classes.
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3 Primitives

Base classes are used to define cryptographic primitives: ciphers, hashers (mes-
sage digests), MAC hashers (message authentication code hashers) generators,
and testers. Figure 5 introduces Cipher, Hasher and MACHasher abstract classes.
Class Key is used instead of Buffer to store keys. This is required for asymmetric
ciphers, in which key is made from multiple parts, i.e. multiple buffers.

In Figure 5 class Cipher has attributes direction and mode. Attribute
direction has two possible values: Encrypt and Decrypt. Attribute mode can
be any block cipher mode such as Electronic Code Book (ECB), Cipher Block
Chaining (CBC), etc. Attributes must be set during Initial state. Operation
process derived from Processor is used to do actual ciphering. By defining
class MasterCipher all ciphers are not required to implement all modes. The
MasterCipher is made up of subcipher, which is in ECB mode. Instance of
MasterCipher uses the subcipher to implement various modes.

Classes Hasher and MACHasher are derived from Sink. They do have an
output buffer which has a role called Hashcode. Its value is the result of hashing
and it is ready in End-of-text state.

Processor Si nk
Hashcode

1 0~ Hasher

Subci phey G pher Feedbac o

1 |direction Buf fer Buf f er
node 0..* 0..

1..*

0.1 MACHasher

0. . *
0..* 0..*
j 1 1
Mast er G pher Key

Fig. 5. Cipher, Hasher, MACHasher and related cryptographic primitives.

Abstract classes SequenceGenerator and Tester are introduced in Figure
6. The SequenceGenerator produces arbitrary length text from one seed value.
Tester is used to test if inputted text is acceptable according some specific
condition(s). Pseudo-random sequence generator is typical function derived from
the SequenceGenerator. Class Tester can, for example, be used to implement
a statistical randomness tester.
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Sour ce Si nk
SequenceGeneratof 0..* Tester
1| seed i sAccept abl e(): boolean
Buf f er

Fig. 6. SequenceGenerator and Tester abstract classes.

Pseudo-random sequence can be generated by hashing a piece of data multiple
times. Message authentication code can be made by ciphering hashcode of text.
In Figure 7 we show functions, which implement these operations by combining
Cipher and Hasher classes. Similarly one can define other cipher and hasher
combinations. This really demonstrates the strength of the object orientated
modeling of cryptographic primitives.

In this point we offer a strong word of caution: One should always be careful
when using experimental combinations because result may be highly insecure!

MACHasher
SequenceCener at or
Ci pher 1
O‘ . *
Ci pher MACHasher
HashSequence | 0--*
Gener at or I Hasher I

Fig. 7. HashSequenceGenerator and CipherMACHasher classes as an example
of combining primitives.

4 Pipes

When applying cryptographic primitives one normally encounters the problem of
different sizes of used data blocks. Cipher may need the data in 64 bit blocks and
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hasher in 512 bit blocks. For block size adaptation a Pipe package is introduced.
Class Pipe is made of one sink or source, optional processors and one or more
adapters. Pipe package classes are presented in figure 8.

Val ve Si nk Sour ce
1
End 1
L. 01 Sin Start
Adapt er Pi pe Source
0 0..1
Si nkPi pe
Processor
0..*
Sour cePi pe —
0..1

Fig. 8. Pipe package classes implementing SinkPipe and SourcePipe functions.

Class SinkPipe is used to push arbitrary length data through zero or more
processors to end sink. Class SourcePipe is used to pull data from start source
through zero or more processors to arbitrary length buffer. Special Valves called
Adapters are used to balance differences between lengths of the buffers used.
When flushed the SinkPipe pushes all data from inner buffers to end sink. The
SourcePipe just empties all buffers when flushed.

Adapter inherits its methods from the Valve abstract class. The idea is to
provide input buffers for adapter until an output buffer is available. After the
output buffer is spent new input buffers can be provided. One should also note
that, if the output buffer is smaller than the input buffer, then several output
buffers are generated from one input buffer. Adapter methods isInputRequired
and isOutputAvailable are used to check whether next operation is input or
output. Operations inputProvided and outputSpent mark that input buffer is
filled and output buffer is spent, respectively. Pipes call the methods of adapters
automatically so that differences between used buffer lengths are balanced.

Figure 9 shows typical sequence of operations when a buffer is pushed to
a SinkPipe instance. TheSinkPipe has one processor (a cipher implementing
Blowfish-algorithm) which requires two adapters. The SinkPipe ends to derived
class of Sink that writes encrypted data to a file.

Classes SinkPipe and SourcePipe are useful when encrypting variable length
data blocks to a stream. This is quite a common situation when serializing pro-
gram structures. After all data is written the SinkPipe is flushed which clears
buffers and adds padding to end of the stream. Afterwards when the stream is
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read a SourcePipe with similar processors are constructed and data blocks are
read through it. The pipe decrypts read data. When all data is read the pipe is
flushed which discards the padding data produced in the writing phase.

| a0: Adapt er | | al: Adapter |
- Si nkPi pe [ :BlowfishcipHer| [ :Filesidk
push(
Adapter 0 is informed i nput Provi ded()

about new input.

i sQut put Avai | abl e =|true
Adapter 0 is checked for P 0

avai | abl e out put.

Adapter O output is process()

processed.

Adapter 1 is inforned i nput Provi ded()

about new input.

Adapter 1 is checked for i sQut put Avai | abl e() = {rue
avai | abl e out put. |

Adapter 1 output is push()

pushed to end sink.

Adapter 1 is infornmed out put Spent ()

that output is spent.

Adapter 1 is checked for i sQut put Avai | abl e() = flal se

avai | abl e out put.

Adapter 0 is inforned out put Spent ()
that output is spent.

i sQut put Avai | abl e =|fal se
Adapter 0 is checked for P 0

avai | abl e out put.

Fig. 9. Sequence diagram of Pipe operation push.

Pipes have all three states of class Function: Initial, Functional and End-
of-text. When a pipe changes state it automatically changes the states of all
included functions. If state transitions check is made to pipe, it queries all func-
tions and returns success only if every function is ready.

5 Implementation

We have used the introduced principles to design Secure Tools (ST) software
library. The library is divided to two parts: core and class library. The core is
implemented by ANSI/ISO-C language and the class library by C++-language
[El. The possibility of Java implementation of the class library is facilitated
during design process. Procedural C language was supported to give tools for
embedded system design.

The used models for functions and data were found very supportive for nat-
ural and fast implementation of cryptographic algorithms using C++ and even
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C. One ST design criteria was portability, and it was achieved by use of stan-
dard C and C++. The problem of algorithm correctness was faced within ST by
including a set of test programs to the library itself.

Atomic data type called fast integer is used within ST library. It can be
selected to be the fastest data type of underlying hardware. All core and class
library parts are designed to use fast integer whenever possible. The length of
fast integer can start from eight bits which is still applicable in some embedded
systems. Another implementation issue considered is the byte order of processor
in use. Normally encountered byte orders are little-endian and big-endian. The
ST provides a set of macros to manipulate individual bytes of longer data types
without knowledge of byte order and still maintain effectiveness of direct byte
manipulation.

In Table 1 there are performance results of some tests we have carried out.
Tests are done using the Blowfish encryption algorithm implemented in ST li-
brary by ANSI/ISO-C language [H]. Tests cover key setup and block encryption.
Used key size is 64 bits. Encryption is made in ECB mode using 64 bit blocks.
From the test results we counted key setup times and encryption throughputs
which are also presented in table 1. Test platforms are listed in Table 2. All used
compilers were set to optimize for speed.

Key setup times and encryption throughputs presented in table 1 vary broad-
ly, over three decades. Most variation results from different capabilities of tested
processor. On the other hand the comparatively poor results from Intel 8086
can be explained partly by the fact that it has only 16-bit data bus and Blow-
fish algorithm operates on 32-bit integers. (However, the archived throughput is
enough for low quality half-duplex voice stream.) The differences between com-
pilers have also an effect because newer compilers tend to be more effective than
the older ones. Note also, that Pentium test is ran under pre-emptive operating
system Windows NT. Although process had real-time priority, which gives al-
most all CPU capacity for application, some system processes are still running
on background. Effect of this to execution time should be only few percents.
The exact impact of presented factors to results of table 1 remains undefined.
However, our aim is not to give formal performance comparison between differ-
ent implementations (out toolkit against the reference models), but to compare
different hardware platforms as we are mainly working in the embedded systems

R&D.

6 Future work

The future work in the research area of OO cryptographic modeling is endless.
The primitives described here can be used to build far more complex algorithms
than described in this article. One may for example model authentication algo-
rithms in abstract level and hide implementation details from application. Inter-
esting and often needed functionality is random pool, which distills randomness
from input data to produce high quality randomness.
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Table 1. Performance test results for Blowfish encryption algorithm 64-bit key
setup and ECB mode block encryption for four processors and resulting key
setup times and encryption throughputs.

Tested processor [Key setup |Key setup|Key setup|Encryption|Encryption|Encryption
(type/MHz) repetitions|total time [time iterations [total time [throughput
Pentium/200  [30000 20s 0.67ms |10 x 2°  [15s 5.3 MB/s
Strong ARM/233|30000 30s 110ms |10 x 2% |21 3.8 MB/s
Intel 486/66 3000 33s 11 ms 220 18s 460 KB/s
Intel 8086/10 |30 34s 1.1s 10240 27s 3.0 KB/s

Table 2. Test platforms for performance tests of Table 1.

Tested processor |Execution platform Compiler

Pentium/200 Pentium Pro 200 MHz Compaq Microsoft Visual C++ 4.2
Deskpro / Microsoft Windows NT 4.0

StrongARM/233|StrongARM-110 233 MHz EBSA-285 |ARM SW Development
Eval. Board/The Angel Debug Monitor|Toolkit ANSI/C Comp. 2.11

Inteld86/66 Intel 486DX2 66/33 MHz Borland C++ 3.1
Windows 95 (Dos-mode)
Intel 8086/10  |Intel 8086 10 MHz / MS-DOS 3.2 Borland C++ 3.1

On the other hand ciphers and hashers could be broken down to smaller
parts such as Feistel-networks and iteration rounds. This would ease the effort to
create and test new cryptographic algorithms. It also makes possible for different
algorithms to reuse common parts.

The testing of cryptographic functions is essential even for the most experi-
enced designers. By introducing testing operations to the class Function, testing
could be build-in to the whole system. Tests would be completed on every sys-
tem startup to detect malicious code manipulation. Probably an extra function
state for testing might be the right approach.

The concept of pipes faces data block size mismatch problem. Pipes could
be further developed by automating the process of choosing right buffer lengths.
This requires that a function can tell which kind of buffer lengths it supports
and some kind of negotiation phases to the pipe setup. Negotiation phase could
be implemented by one or two additional function states.

The class Block could be used to derive long integer classes. Long integers
are required if asymmetric algorithms (for example RSA) are imported to the
model. This was partly considered during design of ST library.
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7 Conclusions

As a conclusion we want to say that OO modeling fits nicely to cryptographic
domain. The methods provided by UML can be effectively used to model cryp-
tographic primitives.

By defining a set of abstract base classes we have found the common prop-
erties of modeled primitives. Model for each primitive is made abstract, so it
can be implemented by various techniques. These models can be combined to
produce other primitives or more complex algorithms. Problems related to al-
gorithms such as testing and block size mismatches can be effectively solved
by OO means. The OO modeling of data is equally important as modeling of
primitives. Data modeling makes possible to define operations effectively using
OO languages. By this approach we can also take advantage of type checking
features of OO languages.

The concept of pipes adds flexibility to the usage of algorithms with dif-
ferent block sizes. By the shared states Initial, Functional and End-of-text the
whole pipe can be set up in a controlled and safe way. By pipes one can easily
implement, for example, multiple encryption or handling of encoded files.

By considering the different hardware architectures from the beginning of
library design the effectiveness and portability can be maintained concurrently.
This was done in the design of ST library using ANSI/C and C++ languages.
Varying word lengths of different machines were faced by defining a data type
whose size can vary from machine to machine. Different byte orders were solved
by a set of byte handling macros.
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Table of classes

The following table summarizes classes introduced in this article. Abstract classes
(i.e. interfaces) are shown in italics.

Class Explanation

Adapter Valve used in pipes to balance different buffer sizes.

Block Fixed size data block.

Buffer Data block with attribute specifying used length.

Cipher Data encrypting and decrypting processor.

CipherMACHasher MAC hasher made by combining cipher and hasher.

Function Base class for all data manipulation functions.

Hasher Data hashing sink.

HashSequenceGenerator|Sequence generator using hasher to produce the sequence.

InputFunction Function which has input buffer.

InputOutputFunction  |Function which has both input and output buffers.

MACHasher Message authentication code calculator.

OutputFunction Function which has output buffer.

Pipe Base class for pipes.

Processor Base class for data processor with fixed length
input and output data buffers.

SequenceGenerator Source producing sequence from seed value.

Sink Function inputting data from input buffer.

SinkPipe Pipe which acts as a sink.

Source Function outputting data to output buffer.

SourcePipe Pipe which acts as a source.

Tester Sink testing validity of data.

Valve Function inputting and outputting variable length data.
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Abstract. Since the beginning of 1996, every Austrian eurocheque card is
equipped with a chip that provides not only off-line ATM transactions but also
an electronic purse function similar to CEN 1546. The use of the Austrian
electronic purse also for secure payments across the Internet (cybermoney) is
the primary goal of our research project. Although both cybermoney and an
electronic purse are forms of digital money, we encountered certain problems
when adapting the electronic purse. In this paper we present these problems and
our solutions.

1 Quick - the Austrian Electronic Purse

In January 1996 Austria introduced a country-wide electronic purse system
supported by the Austrian National Bank. The electronic purse function (called Quick)
has been added to the eurocheque and the bank service cards issued by every Austrian
bank (example see figure 1). Thus, the number of potential usersis at least 3.2 million.

(1

Fig. 1. Austrian eurocheque cards, first generation with chip

Besides these account related cards, different purse-only cards have been issued,
too. The account related cards can directly be loaded at ATMs charging the bank
account of the owner. The purse-only cards have to be loaded at cash terminals or with
the help of a second card related to an account. The 1996 version of the Quick purse

C. Boyd and E. Dawson (Eds.): ACISP’98, LNCS 1438, pp. 205-214, 1998.
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allows to load max. ATS 1000,- in each transaction and the storage capacity is limited
to ATS 1999,-. These limits are of course not technical, but strategic. The intention
was that people should use the electronic purse for low amounts of money, and credit
cards for higher amounts.

Fig. 2 shows a system overview of Quick. The transaction types Load, Payment and
Collect are defined according to the European standard document CEN 1546. [2] Load
transactions are designed to first deduct the desired amount from an account by
performing a normal ATM transaction (authorized with a PIN) before increasing the
purse balance. Hence, a Load transaction always involves a connection to the Central
Clearing Host, but parts of the transaction use the bank terminal card for security
purposes, too. The bank terminal card is able to verify a cryptographic checksum
(Message Authentication Code, MAC) generated by the customer card. e. g. in order
to check whether the load has been completed successfully by the customer card. In
addition messages from the customer card to the Central Clearing Host are signed by
the bank terminal card to prove the bank terminal’s authenticity.

Central Clearing Host

/ N Collect

Bank Terminal Qchant Terminal

@ Quick i @ Quick

.
Q) Merchant
Bank Terminal Card Terminal Card

Load \ /
@ Quick

Customer Card

Payment

Fig. 2. Quick - Overview

In contrast to this, the Payment transaction is totally off-line and involves only the
customer card and the merchant terminal card which then holds the cumulative
income of the merchant. Each merchant terminal card is assigned to a certain
merchant. Data about single transactions are held within the terminal, but each set of
data gets a MAC from the terminal card. Usually, the merchant will carry out a
Collect transaction once a day. After the Collect, the amount from the merchant
terminal card is processed by the Central Clearing Host and subsequently credited to
the merchant’s bank account.
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2 Cybermoney and Cybercash

Since the introduction of HTML the Internet has lost its former academic style. The
number of private WWW usersis rising with enormous speed making the WWW also
a good medium for commercial services. [3] Besides advertisement and ordering, the
payment over the net is the most important service. Payment systems designed for the
Internet are generally referred to as Cybermoney. Different types of cybermoney
include credit card based systems, account based systems and token money which is
also called cybercash. While systems using credit cards and accounts transmit only
information about the desired payment, cybercash systems support direct money
transfer. One specific feature of token money is the possibility of anonymous
payment.

The mgjority of the existing cybermoney systems are pure software solutions
leading to lacks in security. [4] The use of tamper proof hardware like smart cards,
which are proven security devices, can help to solve this problem. Security issues are
discussed in detail in section 4.3.

3 TeleQuick

TeleQuick is an implementation of a payment system which uses an electronic
purse for secure payment across insecure networks like the Internet. The
implementation discussed in this paper is based on the Quick purse but can be easily
adapted to other purses. The basic idea is to use the same form of digital money for
Internet payments as in everyday business. We consider the electronic purse as the
appropriate payment method for small and medium amounts while for higher amounts
methods like secure credit card payment (e. g. via SET) may be a more appropriate
solution for customers and merchants. Of course, an electronic purse based on the
local currency of a small country like Austria seems to be a solution with a limited
range of acceptance. Considering the fact that a common European currency (the
EURO) is expected to be established in 1999 the role of a common European purse
system aso for Internet payments becomes obvious. It is not surprising that
comparable projects are carried through with most of today’s electronic purses.

One disadvantage over software solutions is the need of a smart card reader at
every customer’'s PC. This disadvantage will vanish in the near future as card readers
are expected to become a standard part of every PC.

The connections between the involved partners and the different transaction types
are shown in figure 3. The transaction protocols are the same as in the standard Quick
system, the main difference is that the data stream between terminal card and
customer card is transmitted over the Internet. Connections between bank, clearing
system and merchants are usually X.25 lines.
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Payment

N
P

1

INTERNET
Merchant Customer

Collect

X.25

Fig. 3. TeleQuick - Overview

A payment transaction is started by the customer selecting the Quick payment
method on the merchant’s Internet shop. The merchant server tries to connect to a
client program on the customer’'s PC via a TCP connection to a pre-defined port. The
client software is responsible for user interaction and for passing the appropriate purse
commands to the card reader. For security reasons all data passed over the Internet are
encrypted using SSL with 128-bit RC4, whereat the server authenticates using a public
key certificate. [5] After successful completion of all steps of the Quick payment
transaction the merchant system generates a confirmation page.

The Load transaction is very similar to the purchase transaction with the difference
that the bank server needs an on-line connection to the Central Clearing Host during a
load transaction.

4 Details of Certain Problems and their Solutions

Quick, as well as the CEN 1546 purse, has not been conceptualized as a network
payment system. Using a virtual connection for the communication of terminal card
and customer card introduces several new problems. First, it is not only possible but
very likely that connection faults occur, which leads us to the necessity of rollback
techniques. Second, in contrast to physical payment terminals and ATMs, the virtual
terminals should be able to handle more than one transaction at a time. The third
problem discussed here is of different nature. In case of the network payment
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mechanism TeleQuick, part of the software runs on the insecure personal computer of
the customer instead on a trusted payment terminal. Without additional precautions,
this would result in serious deterioration of the payment system’s security level.

4.1 Performing Parallel Transactions

While physical payment terminals can have only one customer card inserted which
communicates with exactly one terminal card, we are constructing a payment server
which must be capable of performing multiple parallel transactions. Accepting
multiple Internet connections and assigning them an instance of our payment process
is not really difficult, but the purse transactions are specified to involve a terminal
card, which is not able to start a second transaction before completion of the previous.

Multiple Serial /O Device

Jo——x
» HSM V Payent Server g é N Payent Server

(a) (b)

Fig. 4. Paralldl transactions: (a) with HSM, (b) with multiple terminal cards

We have identified two different solutions to this problem, which are shown in
figure 4. Using multiple terminal cards is not sufficient in the long term because of the
lack of scalability. The number of parallel transactions is strongly limited and every
increase implies the addition of more hardware. Hence, we prefer a solution
employing a Host Security Module (HSM), which is a device capable of performing a
large number of transactions in parallel. Primary, the HSM was constructed to meet
different requirements of the central clearing host and this is the major problem with
this approach. As the specifications and access protocols of the HSM are highly
confidential, we have not been allowed to use one in this phase of our project.

For this reason we decided to start with multiple terminal cards (see figure 4b).
Each card is inserted into a usual transparent smart card reader with a serial interface.
A multiple serial I/O device connects the card readers to the payment server. The
device is extensible to a maximum of 64 connectors and the use of smart card readers
with, for example, five slots each can multiply the number of possible parallel
transactions.

On the software side, we have to set up a card reader management, which holds the
current state of each card reader. Typical states are
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» Ready for transaction of Merchant X,

« Transaction in progress,

« Uncompleted transaction waiting for correction.
» Locked (e. g. during collection),

* No card,

 Other error.

Although this solution is not perfect, we think it to be sufficient in the short and
medium term. Nonetheless, we are working on the HSM approach and, from today’s
point of view, we shall get the necessary permission in 1998.

4.2 Rollback

In every electronic payment system a number of errors may occur which need to be
handled correctly by the system. Error situations like terminal power failure or
transmission errors have to be recovered in such a way that money can neither be
produced nor destroyed. In the case of electronic purses, this is usually done by
starting a special kind of transaction which checks the current balance of the customer
card against the data of the previous aborted transaction. If the customer card and the
terminal card have not started any other transaction in the meantime, the interrupted
transaction can be completed.

In the ‘real world case’ it is usually quite easy to meet this requirement as customer
and merchant will notice a problem and retry the transaction immediately. As long as
they use the same terminal they can be sure that they are also using the same terminal
card and that there is no possibility for any other transaction to interfere with.
Unfortunately the situation is quite different in the ‘Internet case’. The customer will
be assigned more or less arbitrarily to a free merchant card. If an error occurs, which
is much more likely on the Internet compared to the normal terminal situation, it is
very hard to ensure that a corrective transaction with this very terminal card used in
the previous transaction can take place. One of the import things to keep in mind is
that in the Internet environment it is much less obvious to the customer that there is a
potential problem and how to fix it.

For example, if the network connection has been torn down it is necessary to
reconnect to the payment system and launch a corrective transaction, which will only
work if the previously used merchant terminal card has not been reassigned to one of
the other pending transactions which are competing for free merchant cards. If the
transaction fails due to a broken network connection, the corrective transaction can be
carried out without user interaction as soon as the PC is reconnected to the server, but
if the PC crashes completely, there is no chance for an automatic handling of this
error. In this case the user has to be aware of the potential problems and to know
which steps to take to be sure that no money will be lost. This is especially true for the
loading transaction if the network connection goes down after the command for setting
the balance to the new amount has been sent but before the return code of the card has
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been retransmitted to the host system. In this case the central host system has no
possibility to detect whether the customer card has fulfilled this critical command or

not. The usual way to handle this situation is to wait for a certain time for an answer

and than to assume that the loading has been completed. Though this assumption

might be quite logical from the banks’ point of view most customers are not aware of
this behavior.

4.3 Keeping the Maximum Security L evel

As was stated before, the (Windows) PC has to be regarded as a highly insecure
hardware platform. There are lots of chances for a piece of unwanted or manipulated
software to nestle and to get executed. This software always has the ability to access
system resources like the user interface or the connected smart card reader. [6] A
straightforward implementation of TeleQuick on a Windows PC negating these
circumstances and using standard transparent card readers (i.e. a card reader
providing only communication without interpretation of the data stream) would
provoke the following types of attacks:

» Possible attacks on the user interface include various subtypes. An easy attack is to
read the keyboard input data when the user is loading his purse, which gives the
attacker knowledge of the secret PIN. Further applications range from faked screen
output to manipulated user input, all with the intention of generating unwanted
transactions or manipulating them.

« Furthermore, we have to face attackers concentrating on our TeleQuick client
software. A manipulated copy could carry out every payment request without
asking and even without informing the user.

» There are even better possibilities for an attacker with knowledge of the Quick
protocols and the invoked smart card commands. Direct access to the smart card
reader via the serial I/O enables his software to carry out any transaction at any
time, as soon as the customer card is inserted and the Internet connection is active.

The impact of the described attacks is more or less destructive. As every merchant
has to carry out a collect transaction with the central clearing host which is able to
detect suspicious transactions and to keep exhaustive logfiles, the chance of getting
credited the swindled amount without investigations is nearly zero. Nonetheless, a
payment system which can be compromised by transactions from a customer to a
merchant being manipulated or initiated by a third party, is definitely not desired by
the Austrian banks. Furthermore, we have identified one case which allows the
attacker to derive profit from his attack. Similar to a popular type of credit card frauds,
he can order goods to be delivered to a faked address, pay with the use of one of the
attacks described above and intercept the postman with the parcel.
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Hardware || ExtraLogic | Protection against | Costs | Further Disadvantages
ask for OK Transaction lowest Card reader becomes Quick
OK Button, || (Quick specific) without (factor =1) | specific, transaction can be
LED confirmation from modified (e. g. in amount),
user PIN input a PC
Display amount, OK | nothing medium only seeming security
(controlled by (factor =
Server) 1.5)
OK Button, || Display amount, modified amount medium Card reader becomes Quick
LCD OK (Quick specific) (factor = specific, transaction can be
1.5) redirected, PIN input at PC
Enter PIN, OK interception of PIN | high Card reader becomes Quick
OK Button, || (Quick specific) (factor = specific, transaction can be
Numerical 2.3) modified
Keys
Authentication of Transaction to low destructive attacks without
Crypto Unit || Payment Server faked Payment (factor = authorization from user
Server 1.2) possible, PIN input at PC
Authentication of Transaction to highest authorized merchant can
Payment Server, faked Payment (factor = initiate transactions without
PIN, OK (checked by | Server 2.5) confirmation from user
OK Button, || Server)
Numerical
Keys, Authentication of Transaction to highest Card reader becomes Quick
Crypto Unit || Payment Server, PIN, [ faked Payment (factor = specific
OK (Quick specific) | Server, transaction | 2.5)
without confir-
mation from user,
modified amount

Table 1. Effects of additional hardware in the card reader

The answer to al these security problems lies in the employment of additional
hardware that cannot be compromised by criminal software. The most beneficial
pieces of hardware to be integrated in the card reader are as follows:

« An OK button is suitable to prevent transactions without confirmation from the
user, but only if the OK logic inside the card reader is able to interpret the smart
card commands and find out the critical Debit command. If the logic is not inside
the card reader but located in the client or server software, or if it cannot find out
the critical command, then attacks will still be successful. By the way, we want to
mention that an additional Cancel button is not beneficial, because canceling is best
done by drawing the card. Needful isan LED in order to show the point of confirm.

*« An LCD can display the amount to be transferred, which gives the user further
information on the transaction he confirms. Again, if not the card reader itself
interprets the Debit command and reads the amount directly from the command
string, an attack can bypass this security mechanism.



Adapting an Electronic Purse for Internet Payments 213

* A numerical keypad is necessary to input the PIN (e. g. for Load transactions)
directly at the card reader, thus avoiding it has to go through the insecure PC.

« An IC capable of calculating cryptographic algorithms (crypto unit) is needed for
the card reader to carry out an authentication of the payment server. While
symmetric cryptography would be sufficient in the first place, an environment with
various and changing payment servers calls for asymmetric cryptography to avoid
key distribution problems.

Table 1 shows an overview of the most practical combinations of the hardware
components mentioned above and points out their effects on security and costs. The
cost factor is given as arelative measure based on the cheapest variant.

We can see from table 1 that the card reader with an OK button, a numerical
keypad and a crypto unit provides the best security level. An LCD is not regarded as
necessary, because the amount is guaranteed to be transferred to a certain authorized
merchant, who, in case of a wrong amount, can be prevented from getting credited the
amount. Nonetheless, an OK button with Quick specific logic leaves the user in
control of the execution of transactions. The only disadvantage of the chosen variant
(see figure 5) is, that the card reader now contains Quick specific procedures and
cannot be used for any other purpose as well.

\

Fig. 5. Secure card reader for the client side of TeleQuick

Thus, we have designed the internal structure of the secure card reader using a
modular concept. The card reader recognizes different types of cards after a reset on
their Answer To Reset (ATR). If the card is a Quick customer card, then the
procedures described above will be applied. If the card is any other card, then the card
reader will work as a usua transparent card reader until the next card change. Of
course, different procedures for other special cards (e. g., another electronic purse) can
be added easily.
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One issue we have left out so far is the matter of the sometimes necessary update of
the terminal software. As we have included a crypto unit, this |C can be used to check
aMAC attached to any data packet containing download software, too.

5 Conclusions and Future Work

Although electronic purses are proper to be used as cybermoney providing the
highest security level, we have shown that adapting a typical purse for network
payments rises some problems. While we have been able to implement our rollback
solution, the redlization of the preferred approaches to paralel transactions and to
maximum security are till in progress. Further steps in our future work will be the
integration of our Internet payment system to at least two different Internet commerce
servers (also called merchant servers) followed by the market release in Austria.
Future developments include the extension of our system to use other purses,
especialy the projected EURO purse.
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Abstract. The past few years have seen the emergence of a large num-
ber of proposals for electronic payments over open networks. Among
these proposals is the Secure Electronic Transaction (SET) protocol pro-
moted by MasterCard and VISA which is currently being deployed world-
wide. While SET has a number of advantages over other proposals in
terms of simplicity and openness, there seems to be a consensus regard-
ing the relative inefficiency of the protocol. This paper proposes a light-
weight version of the SET protocol, called “LITESET”. For the same
level of security as recommended in the latest version of SET specifica-
tions, LITESET shows a 53.1/53.7% reduction in the computational time
in message generation/verification and a 79.9% reduction in communica-
tion overhead. This has been achieved by the use of a new cryptographic
primitive called signcryption. We hope that our proposal can contribute
to the practical and engineering side of real-world electronic payments.

1 Introduction

There is a growing demand for global electronic payments. The Secure Electronic
Transaction (SET) protocol is being regarded as one of the important candidates.
However, straightforward implementation of SET may impose heavy computa-
tion and message overhead on a system that employs SET, primarily due to its
use of the RSA digital signature and encryption scheme [H]. This article makes
an attempt to improve the efficiency of SET by using a new cryptographic tech-
nology called signcryption[], which simultaneously fulfills both the functions of
digital signature and public-key encryption in a logically single step. We show
how to incorporate signcryption into SET, and evaluate the efficiency of our
implementation. Our improved SET will be called “LITESET” or a light-weight
Secure Electronic Transaction protocol.
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Detailed analysis and comparison shows that LITESET represents a 53.1%
reduction in the computational time in message generation, a 53.7% reduction
in the computational time in message verification, and a 79.9% reduction in
communication overhead.

Section B gives a brief review of the SET protocol. Problems with the effi-
ciency of SET are summarized in Section [ Section ll proposes an adaptation
of signcryption for SET. Our LITESET protocol is also specified in the same
section. This is followed by Section Wl where significant improvements of LITE-
SET over SET are presented. Section Ml closes the paper with some concluding
remarks.

2 An Overview of SET

The payment model on which SET is based consists of three participants: a
cardholder, a merchant, and a payment gateway. The card holder initiates a
payment with the merchant. The merchant then has the payment authorized;
the payment gateway acts as the front end to the existing financial network,
and through this the card issuer can be contacted to explicitly authorize each
and every transaction that takes place. In the SET protocol, there are in total
32 different types of messages[H]. There messages are summarized in Table ll
Among these messages, among which the most important and transmitted at the
highest frequency are the following six [@],[l]: PInitReq, PInitRes, PReq, PRes,
AuthReq and AuthRes. Each abbreviated message is summarized in Table l
Other messages are used mainly for administrative purposes, such as creating
certificates, canceling messages, registration, error handling etc. Hence these
message are transmitted at a far smaller frequency than the above mentioned
six messages, which in turn implies that any attempt to improve the efficiency
of SET must focus on the six main messages. The flow of the six main messages
is shown in Figure 1.

Next we discuss in detail the functions of the six messages. A few frequently
used notations are summarized in Table[ll.

The SET protocol starts with Purchase Initialization (implementation of
PInitReq and PInitRes is shown in Table l). Purchase Request is then exe-
cuted conforming to the structure described in Table [l In PReq, PI and OI
are destined to different entities but sent in the same cryptographic envelope.
They share a signature called dual signaturecitebook2,[M] which can be verified
by either entity. Dual signature used in SET is constructed as illustrated in
Table A

On receiving PReq, the merchant verifies it (especially, Dual signature). If
it is valid, he produces AuthReq and sends it to the payment gateway (P).
AuthRseq includes AuthReqData and PI, where PI is copied from PReq.

On receiving AuthReq, the payment gateway verifies it. If successful, the pay-
ment gateway sends AuthRes back to the merchant. AuthRes includes CapToken
and AuthResData, which shows the state of the transaction. If the verification
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Table 1. SET messages.

PInitReq,PInitRes Purchase initialization request/response.
PReq,PRes Purchase request/response.

AuthReq,AuthRes Authorization request/response.
AuthRevReq,AuthRevRes Authorization reversal request/response.
InqReq,InqRes Inquiry request/response.

CapReq,CapRes Capture request/response.
CapRevReq,CapRevRes Capture reversal request/response.
CredReq,CredRes Credit request/response.
CredRevReq,CredRevRes Credit reversal request/response.
PCertReq,PCertRes Payment gateway’s certificate request/response.

BatchAdminReq,BatchAdminRes

Batch Administration request/response.

CardClInitReq,CardCInitRes

Cardholder’s certificate initialization

request /response.
Me-AqClInitReq,Me-AqClInitRes |[Merchant’s or acquirer’s certificate initialization
request /response.
RegFormReq,RegFormRes Registration form request/response.
CertReq,CertRes Certificate request/response.

CertInqReq,CertInqRes

Certificate inquiry request /response.

of AuthReq fails, only AuthResData is sent as AuthRes. Table B shows the

structure of AuthReq/Res.

Finally, the protocol is finished with PRes produced by the merchant (the
structure of PRes is shown in Table H).
pymEnt
cardbolder serchant  gateway

PleitEeg

PinLekes
-

iy

P

it ey
-

Table 2. Notations.
to encrypt t by using a key k.

(t)
Dy(t)|to decrypt t by using a key k.
(t)|to hash ¢

Pue|participant e’s private key

Pb. |participant e’s public key

Fig. 1. Flows of SET messages.

3 Problems with the Efficiency of SET

As mentioned above, all the public-key encryption and digital signature used
in SET are based on the RSA scheme. RSA requires a relatively large com-
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Table 3. Structure of PInitReq/Res.

message message factor
PInitReq {RRPID,LID-C,Chall_C,BrandID,BIN}
PInitRes {PInitResData,Ep,,, (H (PInitResData))}
RRPID UniquelD for one pair of request and response.
LID-C LocallD of cardholder’s transaction.
Chall_C Cardholder’s challenge.
BIN Cardholder’s account number.
PInitResData {TransID,RRPID,Chall_C, Chall M,PEThumb}
TransID TransactionlD.
Chall. M Merchant’s challenge.
BrandID Brand of card.
PEThumb |Thumbprint of payment gateway public key certificate.

Table 4. Structure of PReq.

message message factor
PReq {P1,0I}
PI {Epvp (k,PANData, nonce),
Ey(PI-OlLink, H(PANData,nonce)), Dual signature }
Ol { OIData,H (PIData) }
PANData Primary account number data.
PIData Purchase instruction data.
OIData Order information data.
PI-OILink {PIData(except PANData),H (OIData)}
|Dual signature] Epv.{H(H(PIData),H (OIData))} |

putational cost and large message overhead. Based on “square-and-multiply”
and “simultaneous multiple exponentiation” [{], the main computational cost for
one public-key encryption or one digital signature generation is estimated to be
1T5 - |n] modulo multiplications where n is a composite of the RSA scheme. For
PReq generation, for example, one public-key encryption and one digital signa-
ture generation are required, therefore the computational cost is estimated to
be 768 modulo multiplications (|n| = 1024bits). Part of Table l shows compu-
tational costs for message generations and verifications in SET, respectively.
Turning now to message or communication overhead, digital signatures and
public-key encrypted session keys are regarded as the main overhead. Besides
them, hashed variables (160bits) for message linking are also regarded as message
overhead. The message overhead for one digital signature or public-key encrypted
session key is estimated to be n. Hence, as an example, for PReq generation,
there are one public-key encryption, one digital signature, and three hashed
variables, so the message overhead is estimated to be 2008 bits (PANData and
the session key are altogether encrypted with the cardholder’s public key, so that
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Table 5. Structure of AuthReq/Req.

message massage factor
AuthReq {Epv, (k),Er(AuthReqData, H (PI),
Epv,, ( H(AuthRegData,H (PI)))), PI}
AuthRes {Eps,, (k),Er(AuthResData, H (Captoken),
Epy, (H(AuthResData,H (CapToken))), CapToken}
AuthRegData Authorization request data.
AuthResData Authorization response data.

Table 6. Structure of PRes.

message message factor
PRes |{PResData,Ep,,, (H(PResData))}
|PResData| Purchase response data. |

the message overhead is less than the total amount mentioned above). Part of
Table [fl shows the message overhead in SET.

4 LITESET — a Light-Weight Version of SET

In this section, we will show how to improve SET in terms of efficiency: specifi-
cally, how to adapt signcryption for SET. The most important part of this work
is how to link a message to another message. In our improvement, there are two
kinds of efficient linking: LinkedData and CoupledData. The details appear in
the following subsection.

4.1 Notation
Table Bl shows the parameters which are used in this paper (notice that E,(t),

D, (t), H(t), Pve and Pb, are defined in TableH). In the following, we define the
public key of entity e as Pb, = g*’ mod p.

Table 7. Parameters for LITESET messages.

K Hi(t) to hash ¢ with a key &
p a large prime
q a large prime factor of p — 1
g |an integer in [1,---,p — 1] with order q modulo p
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4.2 LinkedData
In SET, we often find a situation where the sender (S) has to

- sign the message M,
- encrypt it with the recipient (R)’s public key,
- and show the relationship between M; and Ms.

In conventional SET, to satisfy such demands, H (M) is attached to M;, and
these messages are signed by using S’s private key and then encrypted by using
R’s public key. Then, R can verify the linking between M; and Ms by checking
the value of H(M,). Namely, if someone falsifies Ms, R can find that M is
falsified.

To efficiently apply signcryption scheme, we use hashed Ms in the verification
of the signcrypted M;. These linked messages are referred to as LinkedData.

Now let us proceed to show how to construct LinkedData. The message to
be sent by S to R is LinkedDatas, pp,, (M;, M2) which is composed as follows:

— LinkedDatas,pr(Ml, MQ) = {LSCS,PbR,]VIZ (]\/[1)7 MQ}

where LSCs pvp a, (M1) = {r,s,c}, and r, s, ¢ are defined by:

x€r[l,-,q—1]

(kl, kQ) = H(PbRI mod p)

r = KHy, (H(M), H(Ms))

s = ﬁ mod ¢

Cc = Ekz (Ml)

On receiving LinkedDatas,pyy (M1, M2), R verifies it as follows:
1. (k1,k2) = H((Pbs - g")* "% mod p)
2. M1 = Dk2 (C)
3. If r = KHy, (H(My),H(M2)), R accepts My, M.

As one can see immediately, in order to be able to verify the message M7,
unfalsified H(M>) is required. Thus, if someone falsifies My, R can detect that
it is indeed falsified. As examples, AuthReq and AuthRes are described as
LinkedData.

4.3 CoupledData

Generally, dual signature is used for linking two messages whose recipients are
different. Thus, although one recipient can only see the contents of the message
M he receives, he can be confident of the digest H (Ma) of the other message Mo.
Hence, if one recipient wants to confirm the linking of the two messages, the two
recipients send dual signatures Ep, . (H (H (M), H(M;))), messages and message
digests they received to a reliable institution. By using them and sender’s public
key, the reliable institution can detect a dishonest act. If Dpy  (dual signature) is
not identical to H (H (M), H(Mx>)) which is made from components sent by one
recipient, the reliable institution knows this recipient forged M; and/or H(Ms).
And, if dual signatures are valid and Mj(Ms) which is received by one recipient
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is not hashed to be H(M;(Msz)) which is received by the other recipient, the
reliable institution knows the sender conducted a dishonest act.

Here we show how to realize the function of dual signature by applying
signcryption. Let the messages which are linked by using this scheme be called
CoupledData.

When S sends PReq to R, S must

- sign the messages, M and My,

- encrypt only M,

- send My and Ms to R,

- let R send M; to R’ with keeping M; unread,
- and show the relationship between M; and My

where R’ is the true recipient of M;. In SET, C acts S, M acts R, and P acts
R.
In our implementation, S send CoupledDatas, py,, (M1, M2) to R as follows:

- CoupledDatas,pr, (M1, M3) = {CSCs,pr, My (M1),CSigs,a, (M)}
<o CSigS,]VII (MQ) = {81,7‘17 MQ,H(Ml)}
z1 €r [, -, q—1]
r1 = H(¢g"", H(M1), H(Ms)], etc])
$1 = —L— mod ¢

r Pv
On recle+ivinsg CoupledDatas,pr, (M1, M2), R verifies it as follows:
L (g") = H((Pbs - g™)** mod p)
2. If v = H(¢g™', H(M), H(M>)][, etc]),
R accepts Mo, and sends C'SCs, pb M,y (My) and H(M>) to R'.
& CSCs,po,, iy (M) ={ra, 52,2}
T2 €ER [1,---,(]71]
(kl, kg) = I{(PbR/a62 mod p)
T = KHkl (I{(Z\/[l)7 H(MQ)[, etc])
So = Tzflz%s mod ¢
c2 = Ey, (M)
R’ verifies CSCs, Py, a, (My) as follows:
1. (k1,k2) = H((Pbs - g")*2' """ mod p)
2. {Ml} = Dk2 (CQ)
3. If ro = KHy, (H(M), H(Mz)], etc]), R’ accepts Mj.

If S wants to designate the recipient of the message, S should put the recip-
ient’s public key in etc.
If S wants to encrypt Ms, S should send CoupledData as follows:

— CoupledDatas,pb,,por (M1, M2) = {CSCs,pb
& CSCs, pog iy (M) = {s1,r1,c1}
x1 €r (1, -, q¢—1]
(l<337 k4) = H(Pszl mod p)

Mo (M1),CSCs Py vy (M)}

R

$1 = Tlfll%s mod ¢
r1 = K Hy, (H (M), H(M2)[, etc])
c1 = Ex, (M)

R verifies CSCs,pop,a, (Mz) = {s1,71,c1} as follows:
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1. (k3, ks) = H((Pbs - g")*1'P*R mod p)

2. {M2} = D, (c1)

3. If ry = KHy,(H(My),H(M:)[,etc]), R accepts M; (of course, S has
to send H (M) with Couplechcnfas,pr,,pr(Ml7 M>)), and should send
CSCS,PbR/,]VIZ (Ml) and H(Mg)

Although dishonest acts are detected in almost the same way as in dual
signature scheme, there exist several differences. (1) recipient’s private keys are
required for detection. (2) although the two recipients can be confident that they
have received the same signature in the conventional SET, recipients cannot
be confident of the signature which is received by the other recipient in our
scheme. With our scheme, more computational costs need to be invested to detect
dishonest acts. However, as the need of detection of dishonest acts should arise in
very rare situations, we believe that the extra computational costs for detecting
dishonest acts with our scheme should not be a disadvantage in practice.

4.4 Messages in LITESET

Embodying LinkedData and CoupledData in SET results is a light weight ver-
sion of the protocol called LITESET. For the six main messages, LinkedData is
adapted to AuthReq((M7, M2) =(AuthReqData, PI)) and AuthRes((M;, Mz) =
(AuthResData, CapToken)), and CoupledData is adapted to PReq((My, Ms) =
(PIData, OIData)). Moreover, to sign only, such as PInitRes and PRes, SDSS1
[ is adapted to such messages. The six main messages in LITESET are de-
scribed in Table B

Table 8. Six Main Messages of LITESET.

message |message factor
PInitReq|{RRPID,LID-C,Chall_C,BrandID,BIN]

PInitRes |[{Siga (PInitResData)}

PReq {CoupledDatac,py, (PIData,OIData)}

If OIData is encrypted,

{CoupledDatac,pvp ,pb,, (PIData,OIData), H(PIData)}
AuthReq|{LinkedDatans, py» (AuthReqData,

{CSCs, pvp,01Data(PIData), H(OIData)})}

AuthRes |{ LinkedDatap, py,, (AuthReqData, CapToken)}

PRes {Sigr (PResData)}

For other messages, operations mentioned above are adapted similarly ac-
cording to their message type. A detailed description of the messages will be
given in the final version of this paper.
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5 LITESET v.s. SET

LITESET relies for its security on the computational infeasibility of the discrete
logarithm problem. Assuming the difficulty of computing the discrete logarithm,
the signcryption scheme embodied in LITESET has been known to be secure
against adaptively chosen ciphertext attacks (the most powerful attacks that
one can conceive in the real world). Similar to the original SET protocol, the
LITESET protocol is secure in practice. The rest of this section is devoted to a
detailed comparison of the efficiency of LITESET against that of SET. Here, we
compare LITESET with SET based on RSA, which is the most common imple-
mentation. Elliptic cryptosystemsn are known as quite efficient cryptgraphical
technologies. But, we don’t investigate them here.

5.1 Computational costs

The computational cost depends mainly on modulo exponentiations in encryp-
tion or signature generation. Hence, the number of modulo multiplications in
modulo exponentiation can be used as the computational cost. We estimate the
number of modulo multiplications by using “square-and-multiply” and “simulta-
neous multiple exponentiation”. Namely, the number of modulo multiplications
for one g or Pb,” is 1.5 - |g|, and that for (Pb., - g")* <= is I - |g|. In conven-
tional SET, 1024-bit RSA composite is used. To achieve the same security level,
lg| = 160bits and |p| = 1024bits should be chosen for our scheme [{]. Table Ba)
shows the costs of message generation and verification of the six main messages.
We see that the computational costs are saved over 50%0. For other messages,
Table l(b) shows the costs of message generation and verification respectively
where we can also see the significant cost reduction.

In a most probable situation, cardholder’s computer is much slower than
merchant’s and payment gateway’s. Hence, the efficiency depends largely on
the load on cardholder’s computer. Our proposal reduces this load significantly;
PReq(generation), PInitRes(verification) and PRes(verification) are managed
on cardholder’s computer, and their computational costs are saved as much as
37.0%.

5.2 Message overhead

In our evaluation, digital signature and public key encrypted session key are
regarded as message overhead. Namely, for our scheme, r(|r| = 80bits), s(|s| =
160bits) and hashed variables(|H (t)| = 160bits) for message linking are message
overhead. Table [(a) shows the message overhead of the six main messages.

L Signeryption on elliptic curves[] has been already proposed, and we can realize
LITESET on elliptic curves easily.

2 Tt is difficult to make quantitative analysis of computational costs involved in cer-
tificate verification, which heavily depends on the structure of a cerrification infras-
tructure employed. Thus, we don’t investigate them here.
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We see that message overhead is saved over 70% for each message. Table [El(b)
shows the message overhead of other messages; hence the reduction of message
overhead is also significant.

6 Conclusion

In this paper, a new and very practical method which reduces computational cost
and message overhead of SET messages is proposed by applying signcryption. In
SET, messages are often signed, encrypted and linked to other messages. With
the help of signcryption, all of these functions are fulfilled, but with a far smaller
cost than that required by SET. In the future, security parameters will be larger
to compensate advances in cryptanalysis, and the advantages of our proposed
LITESET over the current version of SET based on RSA will be more apparent.
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Table 9. Computational cost for message generation/verification.

(a)main messages

message |conventional scheme|our scheme mm%
PInitReq -/- -/- -/-
PInitRes 384/384 240/280 0.625/0.729
PReq 768/384 480/280 0.625/0.729
AuthReq 768/1536 240/560 0.313/0.365
AuthRes 1536/768 480/280 0.313/0.365
PRes 384/384 240/280 0.625/0.729
| Total |  3072/3456 [1440/1600 | 0.469/0.463 ]
(b)other messages
message conventional scheme|our scheme mm%
AuthRevReq 768/1536 240/560 0.313/0.365
AuthRevRes 768/768 240/280 0.313/0.365
CapReq 768/768 240/280 0.313/0.365
CapRes 768/768 240/280 0.313/0.365
CapRevReq 768/768 240/280 0.313/0.365
CapRevRes 768/768 240/280 0.313/0.365
CredReq 768/768 240/280 0.313/0.365
CredRes 768/768 240/280 0.313/0.365
CredRevReq 768/768 240/280 0.313/0.365
CredRevRes 768/768 240/280 0.313/0.365
PCertReq 384/384 240/280 0.313/0.729
PCertRes 384/384 240/280 0.313/0.729
BatchAdminReq 768/768 240/280 0.313/0.365
BatchAdminRes 768/768 240/280 0.313/0.365
CardCInitReq -/- -/- -/-
CardClInitRes 384/384 240/280 0.313/0.729
Me-AqCInitReq -/- -/- -/-
Me-AqcInitRes 384/384 240/280 0.625/0.729
RegFormReq 384/384 240/280 0.625/0.729
RegFormRes 384/384 240/280 0.625/0.729
CertReq 768/768 240/280 0.313/0.365
CertRes 384/384 240/280 0.625/0.729
CertInqReq 384/384 240/280 0.625/0.729
CertIngRes 384/384 240/280 0.625/0.729
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Table 10. Message overhead.

(a)main messages

message |conventional scheme|our scheme mm%
PInitReq - - -
PInitRes 1024bit 320bit 0.313
PReq 2008bit 720bit 0.359
AuthReq 4056bit 640bit 0.158
AuthRes 4256bit 480bit 0.113
PRes 1024bit 320bit 0.313
| Total | 12368bit 2480bit | 0.201 |
(b)other messages
message conventional scheme|our scheme mm%
AuthRevReq 6114bit 880bit 0.144
AuthRevRes 4256bit 480bit 0.113
CapReq 2208 240 ~0.12
+(2048-n)bit +(240-n)bit
CapRes 2048bit 240bit 0.117
CapRevReq 2208 240 ~0.12
+(2048-n)bit +(240-n)bit
CapRevRes 2048bit 240bit 0.117
CredReq 2208 240 ~0.12
+(2048-n)bit +(240-n)bit
CredRes 2048bit 240bit 0.117
CredRevReq 2208 240 ~0.12
+(2048-n)bit +(240-n)bit
CredRevRes 2048bit 240bit 0.117
PCertReq 1024bit 320bit 0.313
PCertRes 1024bit 320bit 0.313
BatchAdminReq 2048bit 240bit 0.117
BatchAdminRes 2048bit 240bit 0.117
CardClInitReq - - -
CardClInitRes 1024bit 320bit 0.313
Me-AqClInitReq - - -
Me-AqclnitRes 2048bit 240bit 0.117
RegFormReq 1184bit 872bit 0.736
RegFormRes 1024bit 320bit 0.313
CertReq 1528bit 240bit 0.157
CertRes 1024bit 320bit 0.313
CertInqReq 1024bit 320bit 0.313
CertInqRes 1024bit 320bit 0.313
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Abstract. Polynomials have been used in various security systems. We
direct our attention to the polynomials that can be used in a Massey-
Omura type cryptosystem. For the benefit of the reader we introduce the
original Massey-Omura cryptosystem. We then introduce other classes
of polynomials which satisfy the conditions required for this system to
function. In particular, we focus on the classes of linearised and sub-
linearised polynomials. These polynomials exhibit special compositional
behaviour under certain conditions, allowing us to construct Massey-
Omura type cryptosystems.

1 Introduction

Finite fields are widely used as the basis for security systems. Polynomials are
popular as every function or mapping defined over a finite field can be represented
by a polynomial. One of the basic requirements of a mapping used to encrypt a
message is that it is invertible so that the message can be recovered. Throughout
p will be a prime number. Let IF; represent the finite field with ¢ = p® elements.
The invertible polynomials defined over IF, are called permutation polynomials
over IF; as they permute the elements of IF; under evaluation.

The original Massey-Omura scheme uses the class of monomial polynomials
(X™) to exchange messages. It is our intention to adapt the Massey-Omura
scheme to other classes of polynomials. In particular, we will focus on the classes
of linearised and sub-linearised polynomials. The Massey-Omura scheme and the
classes of polynomials will be described in detail in the following sections. It is
also possible to use subsets of Dickson polynomials, but in this case the theory
has already been developed in another setting for extending RSA. For this reason
we do not include a detailed discussion on this class.

The main benefit of the new schemes is in the increase in the number of differ-
ent mappings. We include results to estimate the number of mappings available
for the new schemes. Of course, we are not suggesting that the increase in the
available distinct mappings implies an increase in the security of the system.
A large number of mappings is certainly desirable but it is still essential that
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the mappings provide secure encryption. Unfortunately, in the linearised case,
properties of the polynomials lead to the problem that more mappings can be
constructed from any two known plaintext/ciphertext pairs. It is suggested that
the only secure way this subset can be used is in a one-time-pad format. The
sub-linearised polynomials resist this attack and are thus presented as being
the better candidates. As these two classes of polynomials are closely connected
many of the results in the sub-linearised case are based on the preceding lin-
earised results. Hence the investigation of the linearised scheme forms a basis for
the investigation of the sub-linearised scheme.

It should be pointed out that the approach taken for constructing the new
schemes means that they can be developed in a natural way to a one-time-pad
format. In such a scenario the number of distinct mappings available is certainly
significant for the security of the system.

2 Massey-Omura Cryptosystems with Shamir’s No-key
Algorithm

Shamir recognised that it is possible to communicate securely without exchang-
ing or sharing keys. We base our construction on that of [ii] which combines
Shamir’s no-key algorithm and the Massey-Omura cryptosystem (this combina-~
tion is often referred to as the Massey-Omura cryptosystem as we have above).
We supply a brief sketch of this system:

Massey-Omura Cryptosystem: A finite field IF, is agreed upon and pub-
lished. Each user

e selects an encryption key 0 < n, < g — 1, where ged(ne,q —1) = 1.
e calculates their decryption key ng = n-* mod (¢ — 1).

Shamir’s no-key algorithm is now used to communicate messages. Suppose that
A wishes to send a message M € IF; to B. Let a. and aq be the encryption and
decryption keys respectively of A and b, and b, be the encryption and decryption
keys respectively of B. They proceed to execute the instructions:

1. A sends M“ to B

2. B returns M%" to A

3. A returns (M®"¢)% = M’ to B
4. B recovers M = (M%< )ba

This system has the advantage that the only public information is the finite
field initially agreed upon. Unfortunately there is no means of validating the
message sender. Therefore, as indicated in [H], it would be wise to use it along
with a signature scheme. Another notable advantage is that the scheme may be
used in a one-time pad format. There have been other systems proposed which
use Shamir’s no-key algorithm. A no-key cipher based on Dickson polynomials
is given in Example 7.9 of [A]. A variant of Shamir’s no-key algorithm using a
feedback shift register appears in [H].
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3 Extending the Massey-Omura Scheme

In the system described above, the mapping involved is a permutation mono-
mial, i.e. X™ € IF[X] where ged(n,q — 1) = 1. The above system does gener-
alise to other subsets of permutations of IF,. Let A be such a subset. Then the
condition f;(f;) = f;(fi) € A must be satisfied for each f;, f; € A. Under cer-
tain conditions, Dickson polynomials (of the first kind), linearised polynomials
and sub-linearised polynomials satisfy this property. The conditions for Dickson
polynomials are given in [l, Chapter 2|. The conditions for the linearised and
sub-linearised cases are given in the next section as PropositionsHll(iii) and Bii),
respectively. For the sub-linearised case we need an additional restriction. This
restriction is a consequence of Theorem B and so the discussion is left until this
theorem has been given.

Let ¢ denote Euler’s phi function. In the monomial case, there are ¢(q — 1)
suitable distinct mappings available (this is the number of distinct permutation
monomials over IF, ). For the Dickson polynomials there are ¢(¢? — 1) mappings.
It is a simple procedure to replace monomials by Dickson polynomials in the
Massey-Omura scheme as is done in [E| with RSA. Certainly substantially more
distinct mappings of IF'; are gained in the Dickson polynomial case as compared
with the standard Massey-Omura scheme.

4 Linearised and Sub-linearised Polynomials

A linearised polynomial L € IF[X] has the shape

m .
= E CLZ'Xp .
=0

L is called a p°-polynomial if there exists an integer s such that s divides ¢
for every non-zero coefficient a;. Linearised polynomials have many interesting
properties. We list those properties that we will use (see [l, Chapter 3] for proofs).

Proposition 1. Let L,L; € Fy[X] be two p*-polynomials and n = ged(e, s).
Then

(i) L(z)+ L(y) = L(z +y) and L(czx) = cL(x) for all z,y € Fy and ¢ € Fpn
(ii) L(L1(X)) is ap *-polynomial.

(111) L(L1 (X)) = L1(L(X)) if and only if the coefficients of L, Ly lie in IFyn
(iv) L mod (X? — X) is a p*-polynomial.

(v) L is a permutation polynomial over IFy if and only if L(X) has no non-zero
roots in IFy.

If L is a p*-polynomial and d is a divisor of p* —1 then L(X) = XM (X?) for
some M € IF,[X]. The polynomial S(X) = XM9¢(X) is called a sub-linearised
polynomial or a (p®, d)-polynomial. The polynomial S will be referred to as the
(p®, d)-polynomial associated with L. Note that S is associated with L if and
only if S(X?) = L4(X). Two results from [B] provide us with properties of these
polynomials that are important for our application.
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Theorem 2. Let S7 be a (p°t, dq)-polynomial and Sy be a (p®2, da)-polynomial,
both in IFy[X]. Then S1(S2) is a (p*, d)-polynomial for some t € Z if and only
ifdy =dy =d.

Theorem 3. (i) Let L1 and Ly be p*-polynomials over IF, and S1 and So be the
associated (p*, d)-polynomials respectively. Then S1(S2) is the (p®, d)-polynomial
associated with Li(Ls).

(i1) Let L € TF4[X] be a p°-polynomial and S be the associated (p°, d)-polynomial.
Let r be some integer where v divides s and d divides p” — 1. Then L = Lq(L2)
for p"-polynomials L1 and Lo if and only if S = S1(S2) for (p", d)-polynomials
Sy and Sy and LE(X) = S;(X4), i=1,2.

From Theorem H(ii), we see that the decomposition factors of a p*-polynomial
are p"-polynomials where r divides s. It may be the case that r < s. This is
possible as coefficients of p” terms may be annihilated in the composition.

The additional restriction required for the sub-linearised case now follows
from Theorem B the composition of two sub-linearised polynomials, S;(S2), is
only a sub-linearised polynomial when both S; and Sy are (p®, d)-polynomials for
a fixed divisor d of p® — 1. Therefore, in the sub-linearised case our subset A can
only contain (p®, d)-polynomials satisfying Proposition [ii). We list properties
of sub-linearised polynomials required later.

Proposition 4. Let S, 51 € IFy[X] be two (p°, d)-polynomials and n = ged(e, s).
Then

(i) S(S1(X)) is a (p°, d)-polynomial.

(11) S(S1(X)) = S1(S(X)) if and only if the coefficients of S, S1 lie in IFpn.
(i11) S is a permutation polynomial of IFq if and only if S(X) has no non-zero
roots in IFy.

Proof. Part (i) follows from Theorem . Part (ii) comes from combining Propo-
sition l(iii) and Theorem B For (iii) see [H]. O

In the Massey-Omura system messages are communicated by applying com-
mutative mappings along with their inverses to a message. We have dealt with
the commutative property of the mappings above so it remains to discuss the
construction of inverse mappings. The calculation of inverse mappings for mono-
mials and Dickson polynomials is straight forward and depends on certain integer
properties. In the linearised and sub-linearised case, another approach to finding
inverse mappings must be found. One possible solution is to supply a precalcu-
lated list of polynomials and their inverses (with respect to composition) from
which the keys can be constructed: {fi,..., fr} and {f; ', .. .,fl;l}. Note that
the f; are either all linearised or all sub-linearised polynomials which satisfy the
conditions discussed above. Any user selects my,...,m; from {1,... k} (repeti-
tion allowed) and calculates

fe:fmlo"'ofmia

— £—1 —1.
fdi mlo...o mi



Applications of Linearised and Sub-linearised Polynomials 231

their encryption (f.) and decryption (f4) keys. The polynomials f., f4 can be
used in place of monomials in the Massey-Omura system. The list {f1,..., fx}
should be lengthy, or, more importantly, generate a large number of distinct
mappings. The list can be added to at any time without affecting the operation
of the system. Each user has control over their key, which they can change.

5 The Linearised Scheme

We make some comments concerning implementation and security matters. Note
that, as n divides s, the pS-polynomials satisfying (iii) in Proposition [ll are, in
fact, p™-polynomials over IF,» (it is important to use this fact in some of the
subsequent results although the majority do hold in the more general setting).
The p"-polynomials are linear transformations of Iy over IF,». To calculate the
inverse polynomial, L=!, we can consider the polynomial L as a linear trans-
formation of IFy over IF,» and regard the field IF; as a vector space V over
Fpn.

Let {v1,...,ve/n} be an ordered basis for V. Define the matrix My = [a]
where a;; are the elements of IF,» which satisfy

e/n

(e/n)
L("Uj) = Z Q5 U;.
i=1

Then there is a one-to-one correspondence between the polynomials L and the
matrix Mr,. Hence the linearised scheme is just a matrix scheme over IF},» using
matrix multiplication. In the matrix analogue, elements of Iy are encrypted by
representing them as a vector and pre-multiplying by the constructed matrix.
This would encourage one to be hesitant about the security. Nevertheless we
shall proceed in our investigation, security being discussed below.

The polynomial L~! is also a linear transformation on V with matrix My 1 =
(M1,)~t. Another approach is to apply Proposition liv) and calculate repeated
compositions of L. Let L[ represent the repeated composition of ¢ copies of L.
Determine the smallest integer ¢ such that L(X) mod (X — X) = X. Then
L~YX) = LI=1(X) mod (X7 — X).

We can use results from [l to assist in calculating the composition of the lin-
earised polynomials. From Propositionll(v), x = 0 is the only root of a linearised
permutation polynomial. The method of determining roots from [B, Chapter 3]
can be used to test permutation behaviour for this class. If we have a linearised
permutation polynomial then we can decompose it to find other linearised per-
mutation polynomials (see [B for relevant decomposition results).
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5.1 Security: The Linearised Case

We now move on to consider security matters. The following is noted in [H].

Theorem 5. Let X¢/"—1 = f{"(X) - 7 (X) be the factorisation of X¢/"—1
over IFpn where the f; are irreducible. The number of p™-polynomials over IFpn
which permute IV is given by

q H(l 7p7ndi)a
=1

where d; is the degree of f;(X).

In general, the number of linearised polynomials of the desired form is larger
than the number of permutation monomials over IF,. Theorem ll can be used to
select fields where a large number of polynomials of the desired type exist.

It may seem at first glance that the security of the linearised scheme would be
adversely affected by the recent development of a fast decomposition algorithm
for linearised polynomials, see [A]. In fact the opposite is true. Each user generates
their own polynomial L and keeps this secret. If this secret is determined then
the system is broken as L is known and L~! can be calculated (there is not much
point in decomposing L other then to calculate L~! via the published lists). We
can see that breaking the system does not depend on decomposition (as L is
unknown unless the system is broken) but on reconstructing L (we consider this
issue below). On the other hand, this algorithm would help in the generation of
our list {L1,..., Lg}.

This may seem very promising as these polynomials can be used in a simple
and straight forward way. However, we recall that these polynomials are additive
(or connected to matrices) and so are vulnerable to an obvious attack. In fact,
from Proposition (i), we can see that from any two plaintext/ciphertext pairs,
an attacker can generate a further p?” — 2 pairs using

L(Ozl$1 + 012332) = OzlL(ﬂfl) + QQL(I'Q)

where o, € IFpn. This problem is alleviated if each user ensures that they
compose their key with another polynomial from the list for each message com-
municated. In this case our system “approaches” a one-time-pad system. Even-
tually, our polynomial keys will be repeated (in general it is impossible to predict
when this will occur for each individual participant). This can be controlled by
changing the lists at regular intervals. Thus, if sound practices are employed
these problems are altogether avoided at the cost of the maintenance required.
Finally, we consider the number of fixed points. A fized point of a function
f:IF,; — IF; is an element ¢ € IF, which satisfies f(c) = c¢. Thus another
security issue is to limit the number of fixed points for any mapping involved.

Proposition 6. Let N be the number of solutions o € IFy to the equation

m

3 il D/ (1)
=0
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which are (p® —1)th powers in IF,. Let n = gcd(s, e). The number of fized points
of the p®-polynomial L € TFy[X] is (1 + (p™ — 1)N).

Proof. Let L be a p°-polynomial given by
LX) =Y ax?" = XY ay(xp -Her -0/,
=0 i=0

Suppose that ¢ € Ty is a fixed point of L and put c®~1 = a. As L(c) = c then,
from the above identity,

Z a;a®" =D/ ("= —
=0

Let N be the number of solutions « € IF,; to this equation which are (p® — 1)th
powers in IFy. There are exactly ged(p® — 1,9 — 1) = p™ — 1 elements b € TF,
satisfying b ' = a. Using the two equations above we can see that each b
satisfies L(b) = b and is a fixed point of L. As a result the number of fixed points
of L is given by (1+ (p™ — 1)N). 0

6 The Sub-linearised Scheme

There are two possible ways we can construct the list {51, ..., Sk}. We can either
work directly with the sub-linearised polynomials or attempt to take advantage
of their connection to linearised polynomials. With the direct approach we deter-
mine the list {S1,. .., Sk} of (p°, d)-polynomials over IF,» and then calculate the
list {S7°,..., Sy 1 using repeated composition as in the linearised case (there
is no matrix analogue here).

To take advantage of the connection with linearised polynomials we must
perform all operations without reduction (mod (X9 — X)). First, transform the
original list to one containing the associated p®-polynomials {Lq,..., L} (or
just construct this list and check for each L; that the associated S; permutes
IF,). To calculate the inverse list determine the least integer ¢ such that

LY(X) = X mod (X - X)
and set L;l(X ) = LE-U(X). These lists are published and used to construct
a linearised mapping which is then transformed to a (p®, d)-polynomial (our
message sending mapping).

Note that special care must be taken as the connection between these two

classes of polynomials is not a functional connection. For instance, if we take
L(X) and S(X) satisfying S(X¢) = L¢(X) and calculate

F(X) = S(X) mod (X9 — X)

then it may no longer be true that f is a sub-linearised polynomial or that
f(X%) = L4(X). To demonstrate this we include an example.
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Ezxample 7. Let Iy be the finite field with ¢ = 16 elements. Then L(X) =
X644+ X is a 4-polynomial over IF,,. The polynomial S(X) = X4+ X434+ X224+ X
is the (4, 3)-polynomial associated with L. Now

L(X)mod (X?—X)=X*+X
and L (X) = X* + X is again a 4-polynomial over IF,. However,
S(X)mod (X7 - X)=XB + X"+ X'+ X

and S1(X) = X + X7 + X* + X is not a (4, 3)-polynomial (as S1(X)/X #
M?3(X) for any M € IF,[X]). In fact, the (4, 3)-polynomial associated with L;
is X(X +1)3 = X%+ X3 + X2 + X. Note also S{(X) # L (X9).

The point here is that if we work with linearised polynomials and use reduction,
we will have no method of converting to or between the composition of sub-
linearised polynomials. After the conversion (to a sub-linearised polynomial), we
can reduce as then the behaviour or connections are essentially functional.

For each divisor d; of p* — 1 we obtain disjoint sets of (p®, d;)-polynomials
associated to the original linearised list. These sets of (p®, d;)-polynomials are
connected as shown by following theorem.

Theorem 8. Let di and da be two divisors of p* — 1 and S1 be a (p®,di)-
polynomial. Then
Sa(X) = 7/ (X4/%)
is a (p°, d2)-polynomial in IF ;[ X].
1

Proof. Let Sy be given by S7(X (Za x®' -0 /d1> . Then

d2/d1

m d
S;iz/dl (Xdl/dZ) — [ xdi/dz (Z ai(Xdl/dz)(PSil)/d1>
1=0

m da
—X (Z aiX<P”1>/d2>

1=0
= Sy (X).

Let L be the p*-polynomial associated with S;. The polynomial S5 has integer
exponents and is a (p*, d2)-polynomial as it is associated with L. a

Thus, in the sub-linearised case, it is possible to create other lists using our orig-
inal list {S1, ..., Sk }. First, select a different divisor d’ of p* — 1 and then apply
the transformation in Theorem H to obtain a new list {S7, ..., S, }. The permu-
tation behaviour of the S, must be checked. When a permutation polynomial S}
is found, we can compute the inverse by applying Theorem Hto S; ! Thus we
do gain advantages for the additional work required in the sub-linearised case.
Observe that we may get a smaller set of base permutation polynomials after
the conversion.
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6.1 Security: The Sub-linearised Case

We now move onto security matters. Using Theorem WM we can estimate the
number of mappings available. Suppose the (p®, d)-polynomial S(X) = X M?(X)
is a permutation polynomial of IFy;. Then M (X) has no non-zero roots in I,
and L(X) = XM(X?) is also a permutation. The converse of this property does
not hold. Let F be the splitting field of L. Let 2, = {a1,...,a,} be the set
of non-zero roots of L over F so that 2¢ = {a¢,...,al} is the set of non-zero
roots of the associated (p®, d)-polynomial S over F. We can see that if a? ZIF,
then o; ¢ IF,. However, if o; ¢ IF, then it is still possible, if ged(d,q¢—1) > 1,
for a? e IF,.

Theorem 9. Using the notation from Theorem B, there are at least

qlo-r - ¥ o5

n|ged(d,g—1
(p™, d)-polynomials which permute IF.

Proof. We have seen that if a (p¥, d)-polynomial S permutes IF, then the as-
sociated p* polynomial must also permute IF,. We will estimate the number
of (p¥,d)-polynomials which don’t permute IF, given that the associated k-
polynomials do permute IF,. From above, we require o; € IF, but o; ¢ IFy
for some non-zero root a; of L in F. We do this by counting the number of
elements z in an extension of IFy, but not in IF,, which satisfy zd € IFy. Any
element ¢ € IF, where z ¢ IF, must be of the form g™ where g € IF, is
a primitive element and n divides ged(d,q — 1). Also d/n < dm/n < ¢—1 so
1<m < |(q—1)n/d]. Hence, there are at most

N

n|gcd(d,q—1
possible exponents. a

From Theorem B, the decomposition of a sub-linearised polynomial is almost
equivalent to the decomposition of the associated linearised polynomial. We say
“almost” because the linearised polynomial may decompose whereas the associ-
ated sub-linearised polynomial may not. See [H for a more detailed discussion
of this phenomenon. The important point here is that the fast decomposition
results from [ can be applied to sub-linearised polynomials and hence the gen-
eration of the list {S1,...,Sk}.

The sub-linearised polynomials are not additive and are not directly con-
nected to matrices. If an attacker attempts to use the connection to linearised
polynomials then they will also face some difficulties. Let S(X) be a (p™,d)-
polynomial associated to the p™-polynomial L(X). Suppose these polynomials
satisfy the conditions outlined above, that is L, S € IF,[X] with coefficients in
IF,n. Recall that the polynomials S and L are connected via S(X?) = L4(X).
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An attempt to attack the system may apply this relationship and the additive
property of the linearised polynomials to determine new plaintext/ciphertext
pairs as

S ((011$1 + 012$2)d) = Ld(alxl + 012$2) = (OzlL(Jfl) + QQL(I'Q))d

for aq, 0 € IFpn.

As S is a (p™, d)-polynomial then d = ged(d, g — 1) (because d divides p™ — 1
and p" — 1 divides ¢ —1). An attacker first needs two messages z¢, 2¢ € IF,. The
first problem for this attack is that there are only (¢ —1)/d non-zero elements of
IF, representable as X 4. Suppose that the attacker obtains two such messages
along with their ciphertext pairs S(z¢), S(z¢). Using the connection S(X9) =
L4(X) they then have L(z1) and L%(z2). We now come to the next problem.
There are d = ged(d, ¢ — 1) dth roots of unity in IF,. Let ¢ be a dth root of unity
then all dth roots of unity are in the set {¢* : 0 <1i < d — 1}. So there are d
solutions (¢*L(x1))? = L4(x1) and (¢*L(z2)) = L%(x3), where 0 < i < d — 1.
The attacker will have no idea which solutions are correct and so has a choice
of d? possible pairs (¢'L(z1), (7 L(z2)).

The number of fixed points of a (p®, d)-polynomial can be estimated using
Proposition @l

Proposition 10. Let N be the number of solutions to (@) which are (p* — 1)th
powers in IF,. There are at least

L PO - DN
ged(d,q —1)

fized points of the sub-linearised polynomial S € IF4[X]. If ged(d,q—1) =1 then
the fized points of associated p° and (p®, d)-polynomials correspond.

Proof. Let S be the (p®, d)-polynomial associated with L. Suppose that ¢ € IFZ
is a fixed point of L. Then L4(c) = S(c?) = ¢? and ¢? is a fixed point of S. There
are ged(d, ¢ — 1) non-zero fixed points of L for each fixed point of S obtained in
this way. Now apply Proposition [l Of course, other fixed points of S may arise
from those elements of IF; which are not dth powers in IFy. The final statement
is easily established. a

7 Conclusion

We have extended the Massey-Omura cryptosystem to different classes of per-
mutation polynomials. The extension relies on the new classes of polynomials
satisfying certain conditions. Our main focus, the classes of linearised and sub-
linearised, can be used because of the compositional behaviour of certain sub-
sets. In the linearised case the additive property of the polynomials makes the
system insecure unless used in a one-time-pad format. The sub-linearised poly-
nomials are not additive and resist such an attack. Also we can transfer the
sub-linearised system by taking a different divisor. In each of the new classes we
gain an increased number of mappings over the original Massey-Omura system.
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Abstract. In [¥], Anderson and Needham describe the kernel of a gen-
eral attack against protocols that encrypt before signing. The Anderson-
Needham attack allows the receiver of an encrypted, signed message to
take the sender’s valid signature and forge another message for which the
signature remains valid. In this paper, we complete the attack for the case
where RSA [&]] is the encryption algorithm, extend its application, and
discuss practical issues related to implementation.

1 Introduction

If Alice wants to send a signed and encrypted message to Bob, she typically
first signs the message with her own private key and then encrypts the re-
sult with Bob’s public key. Some protocols, however, reverse the order of these
operations—Alice first encrypts the message and then signs the result. Anderson
and Needham [J] point out that such protocols, when used in conjunction with
certain public- and secret-key algorithms, give Bob the opportunity to replace
the original message with a different one of his choosing.l Protocols of this type
include ITU-T X.509 [, ISO CD 11770 [, and the “reverse signature” proposed
by Johnson and Matyas [4.

This paper completes the Anderson-Needham attack for the case where RSA
is the encryption algorithm, and elaborates its consequences. Bob forges a new
message by computing a discrete logarithm of the original with respect to the
(private) factors of his modulus, solving a pair of simultaneous exponential con-
gruences to obtain a discrete logarithm with respect to the whole modulus, and
registering either a new exponent or a new exponent and modulus as his public
key. Since the signed image of the forgery is identical to the signed image of the
original, hashing provides no prophylaxis. Padding is also irrelevant because our
method acts on messages purely as elements of the RSA group; in other words,
the complete, formatted, RSA block is simply taken as an input.

! For another potential vulnerability, see [H].
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If Bob plans for the attack in advance (and often even if he does not), he
can select his key parameters in a way that will minimize the effort required to
create forgeries. In a typical case (where Bob is given a message that was first
encrypted to him, then signed by Alice), Bob will be able to iterate the attack
by trivially altering his new message until the forgery succeeds. In cases where
such iteration is necessary, we show that Bob never needs to compute more than
a single pair of discrete logarithms; in other words, he knows whether or not
an answer exists before he actually computes it. Using this technique, our test
implementation running on a 75-MHz Pentium succeeds against a 1,000-bit RSA
modulus in under fifteen minutes.

Even if Bob cannot alter his key, there is still a chance that the attack will
succeed. In this case, he uses a specially constructed original key and a previously
signed message.

Section H outlines the fundamentals of the attack, J8l describes a variety of
specific methods that may be used to conduct it, Sl analyzes success probabilities
and implementation issues, Sl applies the attack to some real-world protocols,
and Jl discusses prevention.

2 Structure of the Attack

Bob’s goal is to find a new public exponent which, when applied to his forgery,
preserves the encrypted image of (and consequently, Alice’s signature on) the
original message. Let the public-key-encrypted message M and the encrypted-
then-signed message N be of the form

M =m®® modng ,
N = M9 mod n, (1)

where m is the plaintext message, eg is Bob’s public exponent, np is Bob’s
modulus, d 4 is Alice’s private exponent, and ny4 is Alice’s modulus. The goal is
to find a new plaintext m’, together with a new public key for Bob {e¢x, n¢}, such
that the new ciphertext is identical to the old. Bob the attacker then registers
the new public key and claims that N is the result of Alice having signed message
m'.

All of the various ways of carrying out the forgery involve taking logarithms
modulo the prime factors of ne, each of which will typically be about half the
size of nc. Let ncg = pg be the prime factorization. Let g be a generator for
(Z |pZ)* and let h be a generator for (Z /qZZ)*. The success of the attack

then depends upon four indices:
M=g¢g* (modp), M=h" (modygq),
m' =¢* (modp), m' =h" (modq).

1€C

We are searching for ec such that M = m/““ (mod n¢), which means that

a'ec —

g =g¢* (modp), h¥C=h" (modyq).
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Since g and h are primitive, we can convert to linear congruences:
a=dec (modp—1), b=bec (modg-—1). (2)

A necessary (but not sufficient) condition for the existence of ec is therefore
that

(a/apfl)‘aa (b/aqfl)‘b (3)

There are many cases where individual solutions to the discrete logarithm
problem (mod p) and (mod ¢) do not admit a simultaneous solution (mod n¢).
This represents one of the central challenges of the attack, and is treated in
the context of the complete forgery procedure in the following section. In il
we demonstrate that the technique used to solve this problem also provides the
basis for significant performance enhancements.

3 Specific Attacks

This section describes specific methods by which Bob can employ his knowledge
of the structure of his modulus to forge messages. Our discussion proceeds along
a conceptually simple path; in Jl we change the order of operations to achieve
optimum performance.

3.1 Change the Exponent, Share the Modulus

The simplest form of the attack is where Bob seeks a new encryption exponent
that will satisfy his forgery without requiring that he change his modulus. This
is the original attack of Anderson and Needham.

Let N be a message of the same form as in (lll), let Bob’s modulus be n =
pq with p and g prime, and let his public and private exponents be e and d,
respectively.

Bob begins by computing generalized discrete logarithms with respect to the
prime factors of his modulus. That is, he computes a and b such that

m=m'" (modp), m=m" (modq).

Note that in this case, Bob intends to forge to the plaintext, not the ciphertext;
that is, he will find a root of m rather than of M (for purposes of the present
discussion we assume that a and b exist). His job, then, is to solve the following
system of simultaneous congruences for x:

x a

(mod p)

m m
x b
m m

(mod q)

so that
1T

m'"” =m (mod pq) .
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Since m/ may not be primitive in (Z /pZ)* or (Z /qZ)*, we no longer have
the option of converting to linear congruences (mod p — 1) and (mod ¢ — 1) as
we did in (l) (the exact reason is made clear below); however, observe that if
m=m'" (mod p), then

/ordpm/ “+a

m=m (mod p) .
The requirement for the exponent is therefore
z=a (modord,m’), z=0b (modordym’). (4)

To compute the order of m’ Bob must either factor p — 1 and ¢ — 1, or (if
he has planned ahead) construct them from the outset as products of known
primes plus one. Once he has the factorization of p — 1, he can compute ord,m’
by successively raising m’ to the factors (exploiting the fact that ord,m’ must
divide ¢(p)). Using a straightforward algorithm, the maximum required number
of trial exponentiations is equal to the sum of the exponents in the factorization.
This will, of course, be a small number.

Bob now faces a potential obstacle because the congruences in (fl) are simul-
taneously solvable if and only if

a=b (mod (ord,m’,ord,m’)) . (5)

(Here is where the orders of the groups and the orders of the elements are not
interchangeable. The former may have different common factors from the latter.)
His next step is therefore to compute the g.c.d. of the orders and test to see if
this is true. If not, he changes his new message in some trivial way and reiterates
the attack.

Once he has a new message that meets the condition in (B, Bob computes
by using the Chinese Remainder Theorem to solve a set of linear congruences:

x =a | mod ord,m’
o (ordp,m/, ordgm’)

ord,m/
b d 1
(mo (ord,m/, ordgm’) )

z = a (mod(ord,m’, ordym’))

xT

where (by () b may substitute for a in the third congruence. Dividing the
moduli by the g.c.d. of the orders guarantees that he will get an answer since the
moduli are thus coprime. The solution will be modulo [ord,m’, ordgm/], which
is the order of m' in (Z /nZ)".

Now that Bob has z, he faces one last potential obstacle: if x is not prime
to p(n), then his new public exponent will not be invertible. If he does not need
the ability to decrypt, then this is irrelevant. If he needs to decrypt, then he
must reiterate the attack (again, by changing m’) until he finds an invertible .

Finally, Bob registers {ze, n} as his public key, and demonstrates Alice’s valid
signature on m/.
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The exact method given above can also be used to forge to the ciphertext
instead of the plaintext (it really makes no difference). Bob simply substitutes
the ciphertext M for the plaintext m in all of the math and registers {z,n}
instead of {ze,n} when he is finished.

3.2 Change the Exponent and the Modulus

There is no particular reason why Bob cannot change both his modulus and his
exponent, as long as the new modulus is greater than the old one (otherwise, the
original message might overrun the new block size). If Bob has not premeditated
the attack in §E&l, changing the modulus may be a very useful option because
certain moduli are far more congenial to forgeries than others.

Having freedom to change only the exponent gives Bob a high probability
of success if he can also iterate the attack by trying different forged plaintexts.
There may be instances, however, where Bob must substitute an exact plaintext
into the RSA block in order to succeed.

Suppose, for example, that Bob receives an encrypted, signed, RSA envelope
of the form

N = [s°" mod ng||Es(m)]** mod n

where || is a concatenation operator, eg, ng, m, d4, and n4 are defined as in
and Fg(m) is a one-block DES [H] encryption of m with key s (again, we omit
hashing).

Bob proceeds as follows:

1. He selects m’ and conducts an exhaustive search for s’ (also altering m’ as
necessary) until he has Eg(m') = Es;(m). If Bob has the ability to choose
m and s (as might be the case if, for example, Alice is operating a signing
oracle), he may instead use a birthday attack, altering both s and s’ until he
obtains two identical encrypted images. One of these is submitted to Alice
for her signature. Since DES has a 64-bit block size, the work factor for
performing this step is approximately 232

2. He conducts one iteration of the “change the exponent” attack in SE=ll (forg-
ing to either the encrypted RSA block, or the plaintext RSA block), up to
the test in (H)

3. If Step @ fails, he selects new p and ¢ (since he cannot alter s'), and returns
to Step B If Step B succeeds, he completes the operations in §& Upon
completion of this step, Bob has n¢ = pq, and ec such that s'°“ mod ng =
s¢B mod np

4. He registers {ec,n¢} as his public key

5. He demonstrates Alice’s signature on m/

As with all of the attacks in this paper, our encrypted images (of both the
RSA block and the DES block) are identical to the originals, rendering any hash
on the ciphertexts irrelevant.

Finally, note that in situations where it is feasible to change the modulus, the
attack may be available to people other than Bob, depending on whether or not
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Bob’s plaintext identifier is signed with the ciphertext. Any attacker can take
Alice’s signed message, forge to the ciphertext, register {ec, nc}, and exhibit a
valid signature on m/.

3.3 The “Trojan Key” (or, Leave the Modulus and the Exponent
the Same)

The main observation is that if (following the discussion in ) ec divides p(n¢),
then the exponentiation map to the power ec is not injective. In other words,
multiple plaintexts will encrypt to the same ciphertext.

First, choose relatively prime integers p’, ¢/, r and s. Generate a modulus
no = pq from primes of the form

p=2rp’+1, q=2s¢ +1.

Let rs be the public exponent, g be a generator (mod p) and h be a generator
(mod q). If we choose t such that

t = g* (modp), t= h2e (mod ¢) ,

then

ord,g
(2p', ordpg)
2rp’

2p’
=r

ord,t =

and by similar logic, ordst = s. Consequently, ord,.t = [r, s] = rs. Now let m
be any element of (Z /ncZ)" and m’ = tm (mod n¢). We have

m'™* = (tm)"™  (mod n¢)

1-m"™ (mod n¢)

m"  (mod n¢) .

Thus, the rs elements m, tm, t?m, . .., t">~1m all have the same encrypted image.
By increasing rs in proportion to p’ and ¢’, we increase the probability that any
two given plaintexts map to the same ciphertext. If we choose very large r and
s, and very small p’ and ¢’ (say, single digits),l we can “forge” messages by
performing a few trial exponentiations.

The fact that this is possible weakens non-repudiation on signed ciphertexts
(which were encrypted before signing), though certain systems will suffer other
vulnerabilities. For example, Alice may operate an oracle which Bob can use to
have messages signed at will (e.g., a timestamping service). Since Bob can pick

2 R. Pinch [ points out that a modulus of this type can be detected since p’q’ will
be the nearest integer to nc/4rs. r and s can then be deduced after factoring p'q’.
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the message to be signed, he simply chooses large r and s, small p’ and ¢/, and
sends an arbitrary m”™® to Alice. Alice timestamps the message, signs it, and
returns the result to Bob. Later, when he wants to prove prior art on, say, public
key cryptography, Bob encrypts the message, “use two keys instead of one,” and
checks to see if it produces the same value as m"™. If not, he tries, “use 2 keys
instead of one,” etc., until he gets a match.

4 Probabilities and Practicalities

In conducting the attack as described in §JB2l and B2 Bob must contend with
the following potential obstacles:

1. m’ may not be a root of m (mod p) or (mod ¢); that is, a or b may not exist

2. a and b may be incongruent (mod (ord,m’, ordgm’)). In this case, the pair
of congruences in (ll) will have no simultaneous solution

3. The new public exponent may not be relatively prime to p—1 or ¢ —1, which
means that no decryption exponent exists (though none may be required)

The severity of these obstacles depends largely on Bob’s choices of p and q.

We see from (@) that small values for (a’,p — 1) create a higher probability
that a discrete logarithm (mod p) will exist (i.e., that the message Bob wants to
forge will be a root of the original). In particular, if p’ is prime and p = 2p’ + 1
(i.e., a Germain prime), then almost any odd ' (barring the cases p’|a’) will
allow a solution for ec. An even o’ will allow a solution if a is also even. For
fixed a, Bob therefore has a 75% chance of being able to compute ec.

For general, prime values of p, the average order of an element in (Z /pZ)*

p—1
Z ordyi
i=1
p—1 =
In other words, it is the sum of the orders of the elements divided by the number

of elements. The numerator in (fl) counts the elements of the subgroups generated
by every element of (Z /pZ)". It can also be expressed as a sum over the divisors

dofp—1:
> de(d).
dl(p—1)

is

(6)

Here we have used the fact that the number of elements of order d is ¢(d).
Substituting into (), and dividing by p — 1 (the order of our group), we get
the probability m(p) that an arbitrary, fixed element of (Z /pZ)" is a root of

another:
> de(d)

_d-1)
w(p) = ™)
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We can verify our result for the case p = 2p’ + 1 by substituting into (H@):

Ll 2- 14 1)+ 29 (p - 1)
- e

m(p)

3?3 +3
=

which converges to 0.75, as expected.

Obstacle Blis also mitigated by using Germain primes. (ord,m’, ordym’) will
be at most 2, thus giving Bob at worst a 50% chance (when m’ is either primitive
or a square root of 1) of meeting the condition in (l). More specifically, there
will be p’ — 1 elements each of order p’ and 2p’, and one element each of order 1
and 2. Bob therefore has a 50% chance (neglecting the elements of order 1 and
2) of obtaining an m’ of even order in each of (Z /pZ)" and (Z /qZ)*, and
a 25% chance of obtaining even order in both simultaneously. Since this is the
only case where the orders will not be relatively prime, it is the only case where
the test for (l) might fail. And since, in this case, it fails 50% of the time (i.e.,
depending on congruence modulo 2), Bob has an overall 100%-12.5% = 87.5%
chance of satisfying (@) when using Germain primes (in reality, this probability
is slightly lower due to the fact that it is conditioned by the order of m; for the
sake of brevity, we will be content with our approximation).

As stated, Obstacle ll may or may not be a consideration (although an even
exponent looks rather suspicious). If Bob wants to be able to use his new key to
decrypt, then he will have to ensure that it is prime to [p—1, ¢ —1]. Otherwise, he
will be unable to compute an inverse. Since this again depends on the number
of factors of p — 1 and ¢ — 1, Bob will optimize by using Germain primes. If
q=2¢ +1, we have [p—1,q — 1] = 2p'¢/, and almost any odd exponent will be
invertible.

We can now summarize Bob’s chances of succeeding in a single iteration of
his forgery attempt when using Germain primes for p and ¢: 75% chance of the
existence of a discrete logarithm (mod p) X 75% chance of the existence of a dis-
crete logarithm (mod ¢) X 87.5% chance of a simultaneous solution (mod p) and
(mod ¢) = (approximately) 49% chance of the existence of log,,, m (mod n¢).
To avoid even exponents (and ensure an inverse), we multiply this result by a
50% chance of relative primality to [p — 1,¢ — 1], and get a 24.5% chance of
computing a log,,, m (mod n¢) that is invertible.

If Bob fails his forgery attempt, he modifies his new message and repeats the
process. On average, he will succeed after five attempts.

Bob proceeds most efficiently in practice by first computing ord,m’ and
ordgm’, which is a fast operation (assuming that he knows the factorizations
of p—1 and ¢ — 1). Once he knows the orders, he can use the fact that M
belongs to the subgroup generated by m’ (i.e., m’ is a root of M (mod p)) if and
only if

Mo%™ =1 (mod p) (8)

(because ord,M |ord,m’). He repeats this step, trying different values for m’,
until he finds an m’ that satisfies () and its counterpart in (2 /qZ)*, and whose
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orders (mod p) and (mod ¢) have disjoint factors (thus ensuring compliance with
@). If M is primitive in both groups, then m’ must also be primitive, so that
its orders will unavoidably have a common factor of 2. In this case, however,
the new exponent will be congruent to 1 modulo 2 in both groups because the
logarithm is necessarily prime to the group order. By using this procedure, Bob
guarantees that the discrete logarithm problem in (Z/pqZ)" has a solution
before he expends effort computing log,,, M (mod p) and (mod q).
There is one other approach to consider. If

p=2"+1, ¢=2¢"+1,

then about half the elements in each group will still be primitive, and Bob can
make computation of logarithms modulo p and ¢ (using the Pohlig-Hellman
algorithm [[&]) very easy by choosing small values for p’ and ¢’. The tradeoff is
that more exponents will be non-invertible than would be if p’ and ¢’ were large.

If Bob needs m’ to be primitive in both groups, he must contend with another
subtlety. Notice from the discussion in §ll that the parity of the index a (in fact,
relative primality of the index to the group order) is unaffected by the choice of
a generator. This means that success or failure on (H) is only determined by the
original message and the factors of Bob’s modulus. If Bob fails (), changing the
forged message will not help because any other generator will have an exponent
of the same parity; he must instead change his modulus. It is easy for Bob to
know if he will have a problem in this regard because (using the variables in §H)

p—1
ord, M = ——— |
b (pflaa)
so that 1
p—
-1 = . 9
=10 = o ©)

If the results of (fl) and its counterpart in (Z /qZ)* are incongruent modulo 2
(assuming that the factors of the group orders are otherwise disjoint), then Bob
must change p or g. He can do this before computing any logarithms.

By far, the most efficient method we have found of conducting the attack is to
use Pohlig-Hellman and smooth group orders with mostly disjoint factorizations.

5 Some Real Systems

The examples in this section represent protocols which may be vulnerable irre-
spective of whether or not non-repudiation is an asserted property. The impor-
tant issue is not what can be done to the protocol, but what can be done with a
message produced by the protocol. If, within a given certification environment, a
signature made by Alice’s signing key is interpreted as her imprimatur anywhere
it appears, then it makes no difference whether the message in question is sup-
posed to be a security token or a payment instruction. Bob can simply replace
it with whatever he wants, and the new message will be taken as authentic.
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5.1 X.509

[ Section 10 (“Strong authentication procedures”) defines key agreement and
authentication procedures intended to provide the following assurances (we re-
strict our discussion to the case of one-way authentication, noting that the vul-
nerabilities are the same for two-way authentication):

— Alice’s identity, and that the authentication token was actually generated
by Alice

— Bob’s identity, and that the authentication token was actually intended for
Bob

— The integrity and “originality” of the authentication token being transferred

The specification also stipulates that these properties can “be established for
arbitrary additional data accompanying the transfer.”

Let da, na, ep, and np be as in @ The X.509 one-way authentication
protocol is this:

1. Alice generates a random serial number r

2. Alice computes
Y = X»,°® mod np

where X5 is user data. She sends
{tIr BIX Y [ H™ (¢ Bl X1[]Y) mod na}

to Bob, where H() is a hash function, ¢ is a timestamp, B is Bob’s identifier,
and X7 is user data (usually an algorithm identifier). In most cases, Y will
be a secret key, though it may also contain “arbitrary additional data”

3. Bob verifies Alice’s signature, checks the timestamp and serial number, and
decrypts to obtain X5

The target of Bob’s attack will, of course, be Y. He chooses a new message
X5', applies one of the techniques detailed in §l and (unless he has used the
Trojan Key attack) registers a new public exponent ec and new modulus nc.
He now has

{15||7“||B||X1||X2’ec mod nc} = {t||r|| B|| X1]| X2 mod ng}

(if Bob has used the attack in & then ne = np; if he has used the Trojan
Key attack, then also ec = eg). The hash of the left-hand side is identical to
the hash of the right-hand side, and Alice’s signature verifies.

5.2 ISO CD 11770

Key transport mechanism 2 in [l “transfers a secret key enciphered and signed
from entity A to entity B with unilateral key confirmation,” and does not claim
non-repudiation as a property. The protocol is this (again, letting da, na, eg,
and np be as in §l):
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1. Alice generates a key k, and a message X7, and computes
Y = (A||k]| X1)°" mod np
where A is her identifier. She sends

((BIY [1X2)" mod na] [1.Xs

to Bob, where B is his identifier, t is a timestamp, and X5 and X3 are other
user data
2. Bob verifies the signature, and decrypts to obtain {A| k| X1}

Once again, Y is vulnerable to any of the attacks in gl Key transport mech-
anisms 4 and 5 in this specification have the same vulnerability.

6 Prevention and Conclusion

The attacks in this paper exploit the fact that an RSA modulus has hidden
group structure known only to the owner of the key. RSA differs in this respect
from discrete-log-based ciphers such as ElGamal [l], where anyone can verify the
correctness of the key-generation procedure by examining the seed and pseudo-
random function used to create the modulus. The fact that an RSA modulus
cannot be audited in this way allows the key owner to manipulate algorithm
parameters to produce unexpected interactions with certain protocols. In par-
ticular, we have discussed interactions relating to non-repudiation properties of
signatures.

Note that while a signature must be present for these attacks to succeed,
it may not be necessary for the signed data to be of any particular form. For
instance, if Bob can convince a third party that Alice’s signed plaintext is really
a signed ciphertext, then it makes no difference whether or not their protocol
employs the correct order of operations; Alice is still vulnerable. Our most im-
portant conclusion, therefore, is that certification environments must be explicit
as to the conditions under which a signature may be regarded as valid. Signed
ciphertexts should never be accepted by a third party (i.e., repudiation should
be automatic).

Other measures provide only partial protection:

— Hashing the recipient’s public key into the message before signing prevents
certain cases of the key-modification attacks in §JE=l and Bl but does not
help against either the Trojan Key attack in §E=8 or attacks against blind
oracles (such as timestamping services)

— Accurate timestamping of messages and keys makes it possible to ascertain
if a key was registered before or after a given message was signed, but im-
poses additional burdens of clock synchronization and authentication. This
solution also does not prevent the Trojan Key attack since the latter does
not entail registration of a new key
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— Restricting the choice of public exponent, either to a specific value or to

a range of values, can make it infeasible for Bob to compute an acceptable
logarithm (the techniques described in this paper do not assist in the compu-
tation of discrete logarithms if we have freedom to change only the modulus);
however, this also does not thwart the Trojan Key

The only reliable prophylaxis, therefore, is to make clear distinction between

identity and authority so that keys are only used within an explicit policy frame-
work.
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Abstract. In recent work, Anderson and Kuhn described an attack
against tamperproof devices wherein a secret key stored in EEPROM is
compromised using a simple and low-cost attack. The attacker uses low-
cost probes to set individual EEPROM bits to 0 or 1 and observes the
effect on the output of the device. These attacks are extremely general,
as they apply to virtually any cryptosystem. In this paper we explore
high-level design techniques with the goal of providing some degree of
protection against these attacks. We describe a cascaded m-permutation
protection scheme that uses an (m X n)-bit encoding for an n-bit key and
for which the best known attack requires O(n™) probes to compromise
the key. Although the attack is of polynomial time complexity, it would
be impractical to apply it when the protection scheme uses 5 or more
cascaded permutations of a 128-bit key; in particular, in this case, the
best known attack requires approximately 3.4 x 10° manual probes.

1 Introduction

Recently, researchers in Bellcore announced a new type of attack against tam-
perproof cryptographic devices [H]. The attack is based on inducing random
(single-bit) errors into the cryptographic key stored on the device. The random
errors produce a corresponding computation that can be used to induce the key.
This attack is simple but powerful and it has been reported, e.g., that devices us-
ing 1024-bit RSA key can be broken. This pioneering work aroused great interest
in attacks based on inducing errors in keys.

In a subsequent research announcement, Biham and Shamir introduced an
attack they call Differential Fault Analysis or DFA [H]. They reported they could
obtain a full DES key from a sealed tamperproof device by analyzing fewer than
200 ciphers. Bao et. al. reported a similar attack and showed how to attack the
RSA, El Gamal, Schnorr, and DSA signature schemes [H].

Concerning the above attacks, Anderson and Kuhn commented that no one
has demonstrated the feasibility of producing the requisite random errors in
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existing tamperproof devices [H]. However, they pointed out that low-budget
attackers can do something even more powerful. Namely, attackers can write
arbitrary values to arbitrary locations of an EEPROM. Note that writing a value
to EEPROM can be done with low-cost equipment (viz, microprobes), whereas
reading a value from EEPROM requires much more expensive equipment, such
as an electro-optical probe [H].

In addition to pointing out the above capability of low-budget adversaries,
Anderson and Kuhn described how to attack devices using a so-called EEPROM
modification attack. In addition to being low-cost, this attack is quite general and
practical. The objective of the present work is to explore techniques of raising
the cost (in terms of time and money) of carrying out an EEPROM modification
attack, at least to the point where it is more expensive than EEPROM reading
equipment.

The paper is structured as follows. We first describe the EEPROM modifica-
tion attack. Then we motivate and describe our model, including the underlying
assumptions of our approach. Once the model is set out, various possible pro-
tection schemes will be discussed, including our proposed scheme. We close the
paper with a discussion.

2 The EEPROM Modification Attack

Anderson and Kuhn introduced the EEPROM modification attack in [H]. This
is a physical attack in which two microprobing needledll are used to set or clear
target bits in an effort to infer those bits.

In this attack, we assume the location of the key within EEPROM is known.
This is in fact often the case, since, in practice a DES key is often stored in
the bottom eight bytes of the EEPROM. We also assume that EEPROM bits
cannot be read directly since equipment to sense the value of an EEPROM bit
is substantially more expensive than the microprobing needles.

Anderson and Kuhn’s attack makes use of the key parity errors implemented
in many applications utilizing DES. Their assumption is that the tamperproof
device will not work (e.g., returning an error condition) whenever a key parity
error is detected. We will see below that this assumption is not strictly necessary.

Anderson and Kuhn’s original attack proceeds as follows.

loop for ¢ from 0 to length(key) —1

1
2 set the it0 bit to 1 (or 0, it does not matter)

3. operate the device

4. if the device works, then conclude the bit was a 1
) if key parity error message appears, then

6 the bit was 0; reclear it to 0.

7 loopend

! Such microprobing needles can be obtained for a few thousand dollars [H.
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Note that in addition to requiring only low-cost equipment, this attack can be
carried out with very few probes. In particular, it takes only one or two probes
to get each key bit and hence 2n or fewer probes for an n-bit key.

Although Anderson and Kuhn originally described the above attack with
respect to a DES key and the associated key-parity bits, the attack can be
generalized for an arbitrary key, with or without key-parity bits. In particular,
to infer bit ¢, the attacker runs the device once before setting bit ¢, and once after
setting bit 4. If the output changes in any way (e.g., giving a key parity error or
simply giving a different output) we know the original value for bit 4 is zero; if
there was no change, the original value was one. Thus, the attack is quite general
and can be applied to virtually any key stored in a known EEPROM location.
To put our discussion in the most general terms, we use the term fault to include
any kind of error or output change that can be exploited by an attacker.

We will be using the following elements in our discussion:

1. We use K to denote the actual key bit vector. That is, the key value to be
used by the card in encrypting, signing, etc.

2. We use P to denote the physical key bit vector. This is the actual bit pattern
stored in the EEPROM.

In the devices attacked by Anderson and Kuhn, the key is stored bare in the
device (i.e., P = K). However, this need not be the case. In particular, we study
the situation where P is an encoding of K. Moreover, our encodings achieve
some of their security by making P a redundant encoding; that is, P takes
strictly more space than that required by K.

Anderson and Kuhn’s attack exploits two weaknesses. One is that P = K,
and hence every compromised bit is an actual key bit. Secondly, the key parity
error enables the attacker to know with 100% certainty whether the bit was
changed or not. Together, these two weaknesses enable an efficient attack, using
O(n) probes, where n is the length of K.

Our objective is to develop a physical encoding of keys, along with a logical
chip design, that greatly increases the number of probes needed to carry out an
EEPROM modification attack — to the point that the time involved in carrying
out the EEPROM modification attack is as prohibitive as the cost of other
attacks on the device. P will be stored in the chip and K will be output from
the chip, which can then be fed into a circuit doing cryptographic functions such
as encryption.

3 Is There an Easy Solution?

At first, it may seem that there is an easy solution to the above attack. In this
section, we discuss a few ideas and why they do not work.
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3.1 Hiding the Key in Random Location

One may think it would help if we store the key in a random location; thus the
attacker would not know exactly where to apply his attack. However, by the
following reasoning, this approach adds negligible security to the system.
Whenever the key needs to be used, its address (e.g., its offset within EEP-
ROM) needs to be retrieved. That is, the actual address of the key needs to be
stored on the card. But, is this address stored at some fixed location? If it is, the
address becomes, essentially, part of the key; the attacker begins his attack by
reading (via a modification attack) the address of the key and then continues by
reading the actual key. If the address is not stored in a fixed location—perhaps
it is also stored in a random location—then the address’ address needs to be
stored on the card. Now is the address’ address stored in a fixed location?
Clearly, we cannot do address indirection ad infinitum; at some point, we
need to store something in a fixed location. That something is, essentially, the
key. Thus, storing the key in a random location and using it indirectly, does not,
in itself, solve our problem. It succeeds in making the attacker’s job a little bit
harder because he needs to find the address before finding the actual key. But
still, the attack can be done in O(n) time. For this reason, the model we set out
in Section 5 assumes that the key is stored in a fixed location within EEPROM.

3.2 On-chip Reprogramming

Another approach that comes to mind immediately is for the card to keep track
of the number of faults (using e.g., a counter) and erase the key once a certain
threshold is reached. In fact, one can imagine any number of possible booby
traps that could be set for the attacker, foiling any attempt to use an EEPROM
modification attack with high probability.

This seems like a good solution. For example, if we erase the key the first time
a key parity error is detected, the attacker would cause an error with probability
1— 27" (for an n-bit key). Thus, the key would probably be erased by the third
or fourth bit being attacked. For large n, the attacker’s probability of obtaining
the complete key would be negligible.

However, this approach again adds only a small amount of security. As
pointed out by Anderson and Kuhn in [4], on-chip reprogramming of the EEP-
ROM requires a programming voltage that would be generated using a large
capacitor. Further, such capacitors can be identified under a microscope and de-
stroyed, thus removing the on-chip EEPROM reprogramming capability of the
card. Hence, the model we set out in the next section will rule out reprogramming
of the EEPROM.

4 Model

We will make several assumptions in our discussion. Firstly, using terminology
from the taxonomy of attackers proposed by IBM [i], we assume the attacker
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is a class I attacker, that is, a “clever outsider with moderately sophisticated
equipment”. In particular, we do not attempt to address attacks by insiders or
attacks utilizing military-grade equipment.

Secondly, we assume P is stored in EEPROM and that the attacker cannot
read the EEPROM directly.

Finally, we assume the attacker is not able to see the exact wiring of the
device. In particular, part of the wiring will be hidden beneath the surface of
the chip (i.e., in one of the lower layers) during the chip fabrication process.
This wiring is considered to be the “batch key”, which is known only to the
manufacturers and to those who are legitimately programming the device. For
example, the devices would be manufactured in batches of 10,000 all with the
same batch key. A single customer, say a bank, would purchase a batch of devices
and would be given the batch key. This would enable them to program keys into
the card.

On the other hand, we assume the attacker can get physical access to one or
more of the devices and can operate each one as many times as desired. Other
than the hidden wiring, the algorithm is open and we assume the attacker knows
the details of the protection scheme.

A protection scheme is formally specified by the following entities:

1. n — the length of the actual key K = koky ---kn—1

. p — the length of the physical key P = P[0]P[1]---P[p — 1]

3. The function encode maps actual keys to physical keys and will be used at
the card-programming / card-issuing organization (e.g., the bank) to pro-
duce the key patterns to be burned into the chip:

[\

encode : {0,1}" — {0, 1}
4. The decoding functions and wiring functions will be implemented by the
chip manufacturer. For each actual key bit, i, 0 < i < n:
— Define 4; to be the arity (i.e., the number of inputs) of the ith decoding
function. (In the expected usage, A; > 1.)
— For 0 < ¢ < n, the ith decoding function decode; is the function pro-

ducing the it bit of the actual key K given A; bits of the physical key
P.
decode; : {0,1}4 — {0,1}

— For 0 <47 < n, the ith wiring function determines the offset within P
from where a wire is connected to the ith decoding function:

wiring; : {1,---, A;} — {0,1,---,p—1}

h

For example, wiring;(j) = k means the jt input bit for the ith decoding

function is wired from the k:th bit of P.

2 Determining the wiring at lower layers of a IC chip involves quite expensive equip-
ment, such as a supersonic microscope.
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For any walid protection scheme, We require that the same K will be de-
coded from its encoded version by the chip. That is, if the actual key is K =
koky- - -kn—1, and the physical key is P = encode(K ), we require that for all i,
0<i<n,

k; = decode;(P [wiring;(1)],- - -, P [wiring;(4;)])

With respect to this model (see figure Hl), the attacker is assumed to know the
location of P as well as the decoding functions decode; but not the wiring
functions wiring;. The attacker can use the microprobing needles to write a 0 or
1 to any location of the EEPROM storage for P . Each of the attacker’s writes
to the EEPROM is called a probe. For a secure protection scheme, we want
that given a large number of probes (e.g. 1 million) the attacker’s probability of
guessing the key is still quite small (e.g. 107°).

Chip Programming Process

K ———=|  encode P —

==
=

Protection Scheme

i hidden wirings i

T

Fig. 1. Schematic Diagram of the Model for a Secure Chip

Proving a protection scheme to be secure is quite difficult and is akin to
proving a block cipher is secure. In the following sections, we merely describe
our current findings regarding the plausible security of various schemes.
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5 Possible Protection Schemes

5.1 Introducing Redundancy

In this approach, P is chosen to be a redundant representation of K. The idea
is that even when some bits of P are changed, there will be no change in the
output. It is tempting to think we will be able to design the wiring and decoding
functions so that by the time an attacker is able to infer some bits of the actual
key, other bits will be destroyed. In this way, the attacker would not be able to
recover the entire key.

In this section, we illustrate this idea with an example that employs a voting
function and conclude that for any deterministic decoding and wiring function,
the security benefits are negligible. In particular, the attacker can always break
the scheme in O(p) time, where p is the length of the physical key.

Voting Scheme A simple voting scheme can be set up as follows. We choose
P to be three times the size of K. For an n-bit actual key, K = kok1---kn_1,
we create P as follows. For each ¢, three bits of P are programmed such that
two of the bits are equal to k; and the third is equal to the complement, ;.
These three bits will be stored in locations P [3i], P [3i + 1], and P [3i + 2].
However, the ordering of these three bits (i.e., which one will be the complement)
will be chosen randomly at device programming time. This defines the encode
function in our model. In addition, this scheme also defines p = 3n, A; = 3, and
wiring;(j) =3i+j — 1.

To decode P, we use a voting function whose i output is the value (1 or 0)
with the most occurrences among bits P [3i], P [3i + 1], and P [3i + 2].

Breaking the Voting Scheme Although the attack is now a bit more compli-
cated, it is still possible to carry out an EEPROM modification attack. For each
actual key bit K, the attacker sets (to one) P [3i] and P [3i + 1] and observes
the output of the device. If there is no fault, the attacker infers that K; = 1.
Otherwise, the attacker infers K; = 0 (and clears the two bits to correct them).

In this way, K (of length n) can be found in one pass of the 3n bits. Since
(on average) half the key bits are found using two probes and the other half
need to be corrected (thus requiring two extra probes) the expected number of
probes in this attack is 3n.

Remarks Some may think that the situation might improve if a more compli-
cated function is designed and more redundancy is used in P . But the above
attack indicates that once there is a change in the output of the device, the
attacker infers the value of a bit in P. Thus, a modified P’ can be found in
O(p) probes. This suggests the following proposition.

Proposition 1. IfVi,0 < i < n, decode; and wiring; are known deterministic
functions, then an attacker can break the protection scheme in O(p) probes.
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This proposition can be proved by induction. Assume that P has p bits.
Before the attack starts (i.e., at iteration 0), the device is producing a given
output, say a. We prove that after O(p) probes, the attacker can find some P’
which will be decoded to a key that results in a device output of a. From the
known and deterministic decode; and wiring; functions, the attacker can find
K.

The attack is performed iteratively. In the first iteration, bit 0 of P is set to
1 and the output is checked. If there is a change, bit 0 is reset to 0. At this point,
the card will again output «. (Recall that device reprogramming is ruled out.)
For the induction step, if the device outputs « after setting bit 0 through bit
k — 1 of P/, the attacker can, using the same probing approach, choose among
0 and 1 for bit k. As each step of the iteration takes at most two probes (on
average 1.5), and the attack completes in p iterations, the attack succeeds in
O(p) probes. Hence the proposition.

Corollary 1. If Vi,0 < i < n, decode; and wiring; are known deterministic
functions, and p is a linear function of n, then an attacker can break the protec-
tion scheme in O(n) probes.

This proposition suggests that if we want a scheme that costs the attacker
more than O(p) probes, (a) the wiring must be hidden; (b) the decoding functions
must be secret; or (¢) we must introduce randomness. In future work, we plan to
explore the feasibility of introducing randomness into our model and developing
protection schemes that make use of randomness. For the present paper, we focus
on deterministic schemes that make use of hidden wiring.

5.2 Permutation

In this approach, the manufacturer chooses (as the batch key) a random permuta-
tion of the n-bit key. This permutation is used to form P at device programming
time. To restore the actual key, K, the wiring inverts the permutation. In terms
of our model, this scheme is described as follows.

1.p=n
2. A; =1 for all 7.
3. encode = permutation function 7:

7r:{0,1,~~~,n71}—>{0,1,~~~,n71}

4. wiring;(1) = 7=1(4).
5. decode; = identity function
and hence k; = Plwiring;(1)]

Breaking the Permutation Scheme Even though the attacker does not know
the permutation, he can break the permutation scheme in O(n) probes, as fol-
lows. First, the attacker applies the original attack and, with O(n) probes, finds
the n bits of P.
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At this point, the attacker does not know the permutation. Hence, he does

not know the actual key, K. However, the attacker can find the permutation
in an additional O(n) probes. In particular, the wiring pattern can be found as
follows. As the attacker knows the function of the device (e.g., encryption using
DES), he can find the device output (using, e.g., a PC) for the following n (i.e.,
for DES n = 56 ) actual keys: 0...01,0...10, -+, 10...0. Call these n outputs
A1y ooy Op.
After computing the «;, the attacker uses probes to write 0...01 to the
area storing P, operates the device, and compares the encrypted result with all
the «;. Since the protection scheme is simply a permutation, one of the «; will
match. Thus, the first wiring line is identified. Continuing with the remaining
n — 1 patterns (0...10, ---, 10...0), all the wiring information can be revealed.
And thus, the key K is found in O(n) probes.

6 Protection Via m Permutations

In all the attempts so far in the paper, the attacker can find the key in O(n)
probes (assuming p is a linear function of n). One may naturally wonder: is it
possible to devise a scheme that can give better protection?

In this section, we show that by cascading (i.e., taking the cross product of)
m permutations (for m > 2), we can significantly improve the security of the
design.

Consider the case where m = 2. We proceed as follows.

— p=2n.
— The device manufacturer chooses (randomly) two distinct permutation func-
tions 71 and ma:

m;:{0,1,---,n—1} — {0,1,---,n— 1} 1=12
— Let K be the n-bit actual key. The chip will store

P =Fkr0)kri(1)  Fri(n-1) © knp0) k(1) Bry(n—1)

(where ® denotes concatenation).

— The wiring implements the inverses of both permutations. In particular,
wiring;(1) = 71 (i) and wiring;(2) = 75 ' (i) + n.

— To restore the key, we require that for each i, P [wiring;(1)] = P [wiring;(2)].
That is, if all n decode functions receive matching inputs, a key is output;
otherwise an error is given. (This can be implemented with some simple logic
gates.) In the case, where a key is output, decode;(x,z) = x.

Note that (as with all lower bound proofs) it is difficult to prove that an
attacker cannot obtain the actual key from this scheme in less than O(n?) probes.
As such, we merely provide anecdotal evidence that an attacker needs to make
O(n?) trials before he can break this scheme.

To restore the wirings, an attacker can proceed as follows.
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1. set all bits of P to 0
2. loop for ¢ from 0 to n — 1
3. set bit ¢ of P to 1
4. loop for j from 0 ton — 1
5. set bit n + 7 of P to 1 and test
6. if ok then
7. record the wiring
8. reset bit n+ 7 of P to 0
9. exit from this inner loop
10. ifend
11. reset bit n+ 7 of P to 0
12. loopend
13. reset bit ¢ of P to 0
14. loopend

On average, it will take ((n—1)+1)/2 = n/2 trials to fix the 0" wiring; (n—1)/2
trials for the first wiring and so on. This arithmetic sum is of the order of n?/4.
For example, with a 128-bit key, it is expected to take about 2'2 probes to get
the wiring information.

To further increase this number, we can cascade more permutations. From

our investigations, with m permutations, it will take the attacker O(n™) probes
to find K.

Proposition 2. If a protection scheme uses m different permutations, cascaded
as above, a brute-force search requires O(n™) time for the attacker to find K.

The proof follows directly from the fact that Y "' is of order O(n™).

If we measure the security of the scheme by the expected number of probings
needed to compromise the key, the cascaded 5-permutation setup provides rea-
sonable security against class I attackers. For example, the expected number of
trials for an attacker to break a 128-bit key in a cascaded 5-permutation setup
is 27%%/(2 x 5) ~ 3.4 x 10°. Assume that the attacker can perform one trial
in a second, it will take more than 100 years to accomplish the attack. This
would be a serious deterrent against class I attackers attempting an EEPROM
modification attack.

One might argue that, since cards are mass-produced and the whole batch
share the same wiring topology, the average number of trials for a batch of 10,000
would be reduced significantly. However, we can always increase the number of
trials by using a larger m (requiring, of course, more EEPROM, wiring, and
decoding logic). For example, if we take m = 10, the expected number of trials for
an attacker to break a 128-bit key is approximately 27%10/(2 x 10) ~ 5.9 x 10'°.
In this case, the average number of trials for a card from a batch of 10,000
would be 5.9 x 10'®, which is still prohibitively many for an attacker to perform
in practice.
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7 Discussion

Although the proposed m-permutation scheme is not of exponential complexity,
it appears to provide reasonable protection when 5 or more permutations are
used. Further, implementing the m-permutation scheme is not very costly. In
particular, with a linear growth of the protection scheme, we achieve a polyno-
mial growth in the complexity of the best known attack.

A few areas of concern remain. First, if the attacker succeeds in breaking
one device from a given batch, any other device from that same batch is easily
broken. In particular, the attacker can break any device belonging to the same
batch in O(n) time. This is simply because the wiring topology will be the
same for all devices in the same batch. Second, we should keep in mind that the
scheme is insecure against class IT attackers (i.e., knowledgeable insiders [H]) who
may have knowledge of the wiring topology. Therefore, the device manufacturer
must take appropriate precautions to protect this sensitive knowledge. Finally,
against class IIT attackers (i.e., funded organizations [H]) there is really no hope
of designing a truly tamperproof device, as they may possess equipment that
makes it possible to completely reverse engineer the device.
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Abstract. Here we present the results in quantum cryptography re-
search in Czech Republic. The research was started in 1994 in two main
directions: the first was the verification of validity of the Heisenberg
uncertainty relation and non-deformed quantum mechanics via quan-
tum cryptography. The limit for measuring the minimal uncertainty was
shown on the interferometric quantum cryptographic device. The second
direction was the application of quantum cryptography with faint-pulse
interferometry for simple identification system. The quantum key distri-
bution has been successfully tested through single- mode optical fiber at
830 nm, employing low intensity (about 0.1 photons per pulse) coherent
state. The third direction is the basic research in quantum information
theory.

1 Introduction

Quantum cryptography (QC) [1], the candidate for key transmission in such a
way that nothing could intercept it, is based on the existence of quantum prop-
erties that are incompatible in the sense that the measurement of one property
necessarily randomizes the value of the other. One of the QC cryptographic
schemes relies on the uncertainty principle of quantum mechanics [2] and has
been demonstrated experimentally [3,4] .

First we present the possible experimental verification of the g-deformation
of quantum mechanics (QM) via measuring the validity of the Heisenberg un-
certainty principle using the interferometric quantum cryptographic apparatus.

One of the simplest version of this device consists of (see Fig.1) : “single-
photon” laser source, one Mach-Zehnder interferometer with optical fiber, two
beam-splitters and phase modulators for the realization of minimal Bennet-
Brassard cryptographic schema, which is called B 92 in [4].

Quantum cryptographic communication with the B92 protocol is based on
two users, say A and B, who share no secret information at the outset, together
with an adversary &, who eavesdrops on their communication. Our concrete
experimental prototype of this device consists of:

1. laser diode from SDL Optics production with driver, type AVC8-A-C from
Avtech Electrosystem production and attenuator;

C. Boyd and E. Dawson (Eds.): ACISP’98, LNCS 1438, pp. 261l 1998.
© Springer-Verlag Berlin Heidelberg 1998
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2. single-mode optical fibers at the wavelength 830nm, type 5/125um from 3M
production;

3. fused fiber optic splitters for wavelength 830nm with excess losses less than
0.5 dB from OZ Optics Ltd. production;

4. phase modulators, type APE PM-0.8-0.5-50-1-1-C from Uniphase Telecomu-
nication Products;

5. photoncounter, type 200 MHz Photon Counting System with the 32k Data
Buffer and time resolution 5ns, from Fast Com Tec production;

6. detector for the photoncounter, type SPMCM AQ-142-FL (50 dark counts
per second) from EG&G Optoelectronics production.

We have own software software source generating pseudorandom binary se-
quences where the corresponding probability is in the interval (% +7.107°). For
the description of the QC apparatus we have the input and output creation and
annihilation operators, which describe quantum states in apparatus,

@ detector

laser @

Fig. 1. Schematic representation of the interferometric QC apparatus

1 .
oy 7 H D ) 0
1 . .
al), =27 exp (ipa)(al) +ial)) | (2)
which satisfy the following algebra:
20 = a2 = 2 =0 8
[a(l) a(l)ﬂ _ [a(z) a(z)ﬂ -1 (4)
m’in m’in ’
a0y = a2 [0) =0, (5)

with ordinary commutation relation, where | 0) means vacuum and ¢4 phase
shift determined by the phase modulator of the user A (see Fig. 1).

In the schematic representation of QC apparatus in Fig.1 we assume on the
input of the beam-splitter A4 is the one-photon state, coming after attenuating
the pulse from the laser source:

This state gives for the user A the possibility to prepare two non-orthogonal
states for the cryptographic protocol BB 92 | namely:

foroa=0 |1 =275t +ial?h)0), (6)
'/T _1
for o4 = 3 | =) =2 é(as)lq)“f+ — as)zq)g) |0). (7)
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Fig. 2. Schematic representation of the input and output modes at each beam-
splitter of a MZ interferometer with the phase modulators determined by users

A and B.

User B on the “in” ports has the “out” states coming from .4 phase shifted
(see Fig. 2) by ¢p determined by him. In this way B creates the annihilation
operators:

1. .
A = 2 F(iexp (ipp) agy, + ab), (8)
4 1 .
E)) =272 (exp (ivp) 5)11t+za5)11t) (9)

If the detector is placed on the outcoming port of the beam-splitter of the
MZ interferometer, then the detection of a photon corresponds to a projection
on the following states:

o—%

for pp =7 | 1y=2 2(a5)2)t++za0ut)\0> (10)
3’/T 1

forpp =" | <) =i27%(a O a7y 10), (11)

which are eigenstates of spin operators o, , resp. o,. The probability of
measuring the one photon state, after eliminating all technical and other physical
disturbances of the QC device on Fig. 1, on the given detector is

PA — @B) . (12)

Pp = cos?( 5

When A and B are using (¢4, pp) = (0,28) for the coding logical “0” and

(pa,pB) = (5,m) for “17, they can use B 92 scheme, which is based on the
Heisenberg uncertainty principle.

2 Violation of quantum channel via gq-deformation

Let us consider two legitimate users A and B of a quantum channel without
eavesdropper £ on the QC device. On the quantum channel (i.e. optical fiber),
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which is a part of the QC device, the possibility of measuring a g-deformation
of the Heisenberg uncertainty relation [6] exists.

We shall concentrate on this and assume that we have no squeezed photons
on the optical channel and have eliminated all possible errors and disturbances
on the QC device. Such a QC device, which works with B92 protocol, provides
a high accuracy measure that no eavesdropper is present. This accuracy is the
magnitude of the validity of Heisenberg uncertainty principle and QM.

Let us suppose the violation of QM appears as an eavesdropper measuring
in the basis §,. If A sends the state | T) then the expansion of this state in the
basis 8, is

| T) = cos(04/2) | T)e, — sin(64/2) | L)e, - (13)

We shall expect 6, = 0 , so the channel transmits the state | T)p, on to B,
whom we assume to measure in the o, basis:

| Mo, = —=(cos (64/2) +sin (64/2))] —) —

HS‘H
[\ [\

T(COS (64/2) = sin (64/2))] <) - (14)

Information-theoretic limits of QC discussed in [6] show that the probability
of A and B disagreement, if they choose different basis, is given by

1
QQMZE*QE:

sin 26,. (15)

| =
>~ =

For 6, = 0 the violation parameter g is zero and ggas is one half. Thus if
A and B compare collosal set of M bits of data for which they have measured
different basis, when quantum mechanics is not deformed, they find that the
number of disagreement with expected qoar = % is zero with high accuracy.

The probability P(k) of k disagreements between .4 and B is given by the
k-th term in the binomial expansion and for large M this distribution can be
approximated by a Gaussian function, so that we find

1 1 M 2
P(b)~ Z—erpl gl — (1= 0)] ] (16)
where o
o* = (1-0,2) (17)

and the expected distribution in the absence of the violation is

P'(k) ~ \/Q/Mwexp[f%(k — M/2)%, (18)

In our QC device we expect the accuracy of measurement ggoy = % approx-
imately 0.01. We shall now interpret this magnitude as gg and show what it
means for the minimal uncertainty in the g-deformed quantum mechanics.
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3 Q-deformed Heisenberg uncertainty relation in QA

We shall suppose that the relation in operator algebra is not commutator but
the g-commutator, which can be generally written without induces in the form

aa® —¢fata=1. (19)

In the obvious notation we express

1. x p L lLax p

a==(=—= at=-(=+4+= 20

57 =) 57 +7) (20)

where z and p are represented as symmetric operators with images that lie

in their domain D C Hilbert space. The constants, L before the operator of

coordinate, and I before the operator of impulse, carry units. From (&) and
B we get

17q2 $2 p2 1+q2

o2 -t =1 21
We multiply @) by % and obtain
2 2 2
. L —1(x P
[x,p] = ih + ih 1 <§ + 1—2) , (22)

where the following relation between L and I is valid

h
I=—(¢#+1). 23
L@ +1) (23)
Here h means Planck’s constant i = 6.625 - 10734.J.s. For deformation pa-
rameter ¢ > 1 in (), the symmetric operators x and p in the domain D and «
real, there is valid analog of Weyl‘s proof:

|(z = (Y, 29)) +ia(p — (b, pp)))Y] >0,V € D,Va (24)
and it can be written as
(Ax)? + ®(Dp)? + ia(y, [z, ply) > 0, (25)
where
(Az)? = (¥, (z — (), 29))*¥) . (26)
So we get ,
with

A=1+("-1) <(A$):Lt (@) . (Ap)z; <p>2)

The g-deformed Heisenberg uncertainty relation is

Aplx > %A. (29)
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We assume that we measure the g-deformation ¢z = ¢®> — 1. For obtaining
the minimal uncertainty is defined

F(Ax, Ap) = Axlp — %A, (30)

and find Az, by solving the following functional relations

aanF(Aa:, Ap)=0and F(Az,Ap) =0, (31)
which has the solution
2 2
Awy = 1298 @ P 5
: (14 an( + ) (32)

Thus the absolutely smallest uncertainty in the position which can be de-
tected by the QC device is

qE
Nxg=1L 33
Zo 4m +1 ( )

and analogously for the smallest uncertainty in the momentum. If we put | L |=|
I |~ 10717 and ¢ = 1072, what is the experimental error rate on our apparatus
for quantum cryptography, we get Azg = 107 %¥m. It is the limit for validity
ordinary quantum mechanics in the space-time which is higher then the value,
which can be obtained in high-energy physics.

4 On the application of QC for smart-cards

Recently an interesting application of quantum cryptography (QC) for smart-
cards using quantum transmission with polarized photons was presented by
Crépeau and Salvail [7]. The application of QC with faint-pulse interferome-
try for smart-cards was also presented [8]. As usual we shall call the two parties
which want to correspond and identify each other via ‘conjugate coding’ A (the
QC smart-card) and B (the QC teller machine).

Problems occur with bright pulses and with the realization of the quantum
identification protocol [ in practical implementation of QC for smart-cards.
This is because B realizes a von Neumann measurement. The outcome of these
measurements in quantum mechanics is predictable only with some probability.

At first we implemented a simple identification system with interferometric
QC device using the modified Bennett protocol, called B 92 protocol in [4], and
later the secure Bennett-Brassard protocol BB84 was implemented. This simplest
application of quantum cryptography with faint-pulse interferometry can solve
the problems with the most secure identification system using the smart-cards.

Generally there are two basic problems with existing identification systems
using smart-cards:
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1. the customer must type the PIN (Personal Identification Number) to an
unknown teller machine which can be modified to memorize the PIN;

2. the customer must give the unknown teller machine the smart-card with
information needed for the identification; in a dishonest teller machine it
can be also memorized together with PIN.

A new identification system is based on QC with faint-pulse interferometry
and these two basic problems are solved via the following way:

1. PIN will be typed directly to the card to activate the chip and phase mod-
ulator and no PIN information will be exchanged with the teller machine.

2. The information needed for the identification of the card inside the teller
machine will be protected against eavesdropper copying via QC methods
(for more details of QC see articles in ref. [1]).

3. The card is protected against the bright pulses by the own attenuator.

In the ordinary teller machine without quantum channels all carriers of in-
formation are physical objects. The information for the identification of the card
is enclosed by modification of their physical properties. The laws of the classical
theory allow the dishonest teller machine to measure and copy the cryptographic
key information precisely. This is not the case when the nature of the channels
is such that the quantum theory is needed for the description. Any totally pas-
sive or active eavesdropper (E) can be viewed in the quantum channel. It is
impossible to obtain a copy of the information from the quantum channel.

5 The QC smart-card and teller machine

The QC smart-card based on one-photon interferometry is illustrated in Fig. B
The continuous line (—) represents the quantum channel (optical fiber) and the
dashed line (---) the public channel. The double line (=) represents the electric
connection from the source.

Here the triple line (=) represents the signal pulse connection between mod-
ules which is ‘secure’ together with modules against external measurements of
electromagnetic fields from signal pulses. This card consists of:

1. a PIN activator, which can have the form of the ordinary card light-source
calculator with sensor keys; the user puts the PIN on the card to identify
himself/herself at a secure distance from the teller machine (i.e. unknown
verification quantum cryptographic device) and a secure outer area; the card
will be blocked when the sequence of the three incorrect PINs will be given;
when the activated card is not used for a short time period (~ 20s), the
activation is closed;

2. a microchip with the implemented cryptographic key {0, 1}", which is long
enough for the given QC protocol; the microchip is activated when correct
PIN is put on the card;

3. a phase modulator (PM) transforms the cryptographic key K4 {0,1}" using
the values of the optical phase ¢4 under the following encoding rules:
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Fig. 3. Schematic representation of the QC smart-card

(a) “0” is encoded by phase shift 0° ;
(b) “1” is encoded by phase shift 90° .

Using PM the smart-card prepares the states for each member of its K 4.
Practically it can be done with the lithium niobate PM or via another high-
speed integrated PM (switching speeds ~ 100 MHz) which is thin enough for
the card implementation (for example from polymer components) and which
encodes the cryptographic key, coming as the signal from the microchip. PM
with optical fiber needs polarized light. The same polarization must be pre-
served in the whole QC apparatus. The PM presented here works as polar-
izator. It gives the same polarization as all P polarizators in the apparatus.
The optical signals from the PM can be randomly attenuated via the attenu-
ator which controls smart-card through connection with microchip. PM plus
polarizator and attenuator can be constructed in one integrated element;

. a part of quantum channel which is constructed from the short-range optical

monomode fiber with high interference visibility; the quantum channel from
an optical link conserving polarization is better for PM with optical fiber.
Optical connectors join the quantum channel to the teller machine and elec-
tric connectors provide energy to microchip and phase modulator function.
A part of public channel obtains information from the QC teller machine
and its connector. In the optical connectors the polarization can be lost. It
is the main problem for the polarimetric scheme of QC smart-card. In the
interferometric scheme there is no electro-optic polarization switching as in
[M] and only one polarization is conserved for whole QC protocol.
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Fig. 4. Scheme of the QC teller machine based on the faint-pulse key sharing
system

Present technologies give the possibility to construct the card without con-
nections via reflection in phase modulator and electromagnetic energy radiation
for the smart-card function. In this form the QC smart-card includes only phase
modulator with polarizator and attenuator and a short part of the optical quan-
tum channel from the whole QC interferometric device.
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The QC smart-card protects itself against a fake QC interferometric device
that sends in bright pulses using the attenuator. As we shall see later the attenu-
ator on the smart-card is not necessary, if we use special a identification protocol.
All other parts of the QC interferometric device are in the teller machine which
consists of one MZ interferometer.

The smart-card represents a part of the MZ interferometer, consisting, in
general, of two beam-splitters, short and long optical arms, adjustable phase
shifts 4 and ¢p in the long arm.

In Fig.4 the detector and photocounter with nanosecond efficiency is schemat-
ically recording the “N” and “Y” measurements and sending results to the
computer. The server computer stores measurements and implements the QC
protocol. The computer stores cryptographic keys of all honest users A. Every
smart-card A has, via the initialization vector, the initial information about the
private sequence Kp which will be tested by B via the QC protocol BB84.

6 Simple quantum transmission

After entering the PIN and identifying itself to the QC smart-card A, the user
enters A into the QC teller machine B, and the identification process will start:

1. Between A and B quantum key distribution is started including error
corection and privacy amplification to exclude eavesdropping in QC [10].The be-
ginning sequence must be enough long to obtain a distilled quantum key as long
as secret keys K4 and Kp. In the case of eavesdropping or nonauthentication of
the public discussion the alarm will be started. It is not important if quantum
key distribution is started from K4 or Kp. K4 and Kp have enough secret keys
j =1,..., k, for identification purposes to have the possibility to use another key
in the case of disagreement.

2. Exchange bits of secret key:

- K4 and Kp inform together, which number j of secret key will be verified;

- A transmits the ¢ := 1 bit of his secret key XOR first bit of quantum key.
The quantum key is, after error correction, without errors and it is known only to
K4 and Kp. For each other quantum transmission K 4 and Kp obtain another
quantum key;

- B applies via XOR the first bit of the quantum key on the result which he
obtained from A and compares with B;,7 = 1. If A; = B; then i := i+ 1. If
the results disagree, the next key 7 = 2 is used for new testing. If disagreement
occurs again the transmission is interrupted and the alarm is started;

- B transmits i-th bit of the B; XOR i-th bit of quantum key to A

- A decodes it and compares the result with own A;. If B; = A, then ¢ := i+1.
If there is disagreement the next key 7 = 2 is used and if disagreement occurs
again the transmission is interrupted and the alarm is started;

3. A and B verify in this way step by step the whole secret key j. If there is
agreement the identification is successful.

Protection against following attacks can be observed:
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1. If F is presented on the quantum channel, F is verified during the quantum
key transmission, no identification will be realized and no secret information
will be disclosed.

2. If a malicious A is trying to contact B then A has no information about
secret keys 7 = 1,...,n and the identification will be unsuccessful. The same
holds for dishonest B.

A dishonest B working with strong optical pulses can be tested via randomly
attenuated pulses by A and in this case another type of protocol can be used. In
the case of our identification scheme we need no attenuator on the smart-card.

In the case of attack, after halting transmission, the function of A and B is
broken and renewal of the secret keys is possible only in the Authorized Center
which is informed about the dishonest A, B or eavesdropping.

7 Conclusions

An ideal opportunity for verifying the basic principles of quantum theory and
possible g-deformation appears in the new direction between physics and infor-
mation theory—quantum cryptography. It works thanks to the colossal statis-
tical sets of data being accurately processed by the mathematical and physical
tests. On the quantum channel (i.e. optical fiber) part of quantum cryptographic
device, there is the possibility of measuring the g-deformation to the limit of the
error rate of apparatus. After excluding the squeezed light states in the QC de-
vice we have the possibility to verify the g-deformation of Heisenberg uncertainty
relations.

For the physical conclusions theoretical-physical and technical analysis of the
interferometric optical quantum cryptography device and experimental data was
conducted with regard to:

i. stability of measurement, false pulses and disturbances on optical system,
ii. the evaluation of experimental errors by methods from information theory.

By extraction from the experimental results, which can be interpreted only
in the sense of the conclusions of g-deformed quantum mechanics, the magnitude
gr = 1072 was determined, which is the experimental error rate on our apparatus
for quantum cryptography. In such a way the optical quantum cryptography
device is the cheapest experimental device for the verification of the validity of
microworld laws with high accuracy.

In the second direction of our research we show the possibility to implement
the necessary technology on a QC smart-card by using faint-pulse key sharing
system and using the modified QC B92 or better QC BB84 protocol for the
quantum identification. We remark that the simplest QC B92 protocol is not
secure. Of course in other types of protocols A protects itself against a fake B
that sends in bright pulses via attenuator.

In our protocol A has no attenuator. A has with a dishonest B common
knowledge only about the quantum key, but the identification will be unsuc-
cessful, because the dishonest B has no information about the secret key. The
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quantum key is different for every identification procedure. The attenuator is
big and is not available on planar-technology. This can be a disadvantage for
smart-card application. In our identification procedure the attenuator on the
smart-card A is not necessary and so it can be only inside teller machine B.
Without the attenuator the quantum cryptographic smart-card can be realized
in planar-technology. The version of the teller machine with two MZ interferom-
eters presented in [8] was also constructed.

Of course the present technology is not one-photon-per-bit communication
but it is working at present technical limits (the error rate less then 1072 in
our prototype). It is important that noise does not play a role in this appli-
cation (with very short distance between A and B) and our error rate is 14
times lower then the value 0.146447 from [10], which is the security limit for
quantum key generation. Manufacturers should be encouraged to develop cheap
enough photon-counting detectors for optical time-domain and thin high-speed
integrated phase modulators and thin attenuators, stopping bright pulses.

Recently results following from the quantum information was experimentally
verified [11] in quantum teleportation and superdense coding. The concept that
negative virtual information can be carried by entangled particles provides in-
teresting insight into the information flow in quantum communication. There
appears to be an interesting connection between anti-quantum bits and anti-
quantum states from particle physics.

Incompatibility between local realism and quantum mechanics for pairs of
neutral kaons without point of view of violation discrete symmetry CP on the
quantum information level is in our research interest. If CP and T is violated,
then application the T violation on experiments as in [11] but with the entangled
kaons gives the result that quantum teleportation is not equivalent to the time
inverse superdense coding in this case. A more natural statement is to show
that in quantum mechanics there is no CP violation and there is only QM non-
separability of the wave function and teleportation is equivalent to the time
inverse coding in entangled kaon system.
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Abstract. A formal language to specify general access control policies
and their sequences of transformations has been proposed in [M]. The
access control policy was specified by a domain description which con-
sisted of a finite set of initial policy propositions, policy transformation
propositions and default propositions. Usually, access control models are
falls into two conventional categories: discretionary access control(DAC)
and mandatory access control(MAC). Traditional DAC models basically
enumerate all the subjects and objects in a system and regulate the ac-
cess to the object based on the identity of the subject. It can be best
represented by the HRU’s access control matrix [fl]. While on the other
hand, MAC models are lattice based models, in the sense that each sub-
ject and object is associated with a sensitivity level which forms a lattice
[M. In this paper, we intend to demonstrate that both a DAC-like model
and a MAC-like model can be realized by an approach using our formal
language. We also discuss some other related works.

Key words: Authorization Policies, Formal Language, Access Control
Model, Policy Transformations

1 Introduction

Access control policy controls sharing of information in a multi-user computer
system. Access control models usually fall into two conventional categories: dis-
cretionary access control(DAC) and mandatory access control(MAC). A DAC
model basically enumerates all the subjects and objects in a system and regu-
lates the access to the object by a subject based on the identity of the subject.
It can be best represented by the HRU’s access control matrix with a row for
each object and a column for each subject, each entry of the matrix represents
the authorization(s) the corresponding subject holds for the corresponding ob-
ject. In this model, there is no attribute or sensitivity level associated with each
subject and object. It is a loosely controlled model.

On the other hand, in a traditional MAC model, each subject and object has
an attribute associated with it to indicate its sensitivity level. The information
flow among these sensitivity levels forms a lattice. In MAC, the authorization to
access an object by a subject is determined by the attributes of the subject and
object. All authorizations are controlled by a reference monitor. The reference
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monitor enforces two rules for information flow in MAC: no-read-up and no-
write-down which ensures that information can only flows from low sensitivity
level to high sensitivity level and prevent information flows from high sensitivity
level to low sensitivity level. It is a tightly controlled model.

A formal language to specify general access control policies and their se-
quences of transformations has been proposed in [i]. The access control policy
was specified by a domain description which consisted of a finite set of initial
policy propositions, policy transformation propositions and default propositions.

In this paper, we intend to demonstrate that both a DAC-like model and a
MAC-like model can be realized by an approach using our formal language. We
also prove that our approach is powerful enough to realize conventional DAC
and MAC models.

The paper is organized as follows. Section 2 reviews the approach specified
by our formal language, its syntax and semantics. Section 3 demonstrates the
realization of DAC and MAC by our approach. Section 4 discuss the relationship
between our approach and other related work and section 5 concludes the paper.

2 Review of A Formal Approach

In this section, we review our language which will be used to realize MAC-
like and DAC-like models. The language is extended and modified to suit our
specification. We give both syntactic and semantic descriptions of the approach.

2.1 The Syntax

Let £ be a sorted language with six disjoint sorts for subject, group-subject,
subject-attribute(for group subject as well), access-right, object and object-attri-
bute respectively. Assume £ has the following vocabulary:

1. Sort subject: with subject constants S, Sp, So,---, and subject variables
S, 81,82,

2. Sort group-subject: with group subject constants G, Gy, Ga, - -, and group
subject variables g, g1, ga, - - -

3. Sort subject-attribute: with subject attribute constants SA,SA;, SAs,---,
and subject attribute variables sa, sa1, sas, - - -

4. Sort access-right: with access right constants A, Ay, As, - - -, and access right
variables a, a1, as, - - -
5. Sort object: with object constants O, O1, Os, - - -, and object variables o, 01, 02,

6. Sort object-attribute: with object attribute constants SO, SO1,SOs, - - -, and
object attribute variables so, so1, sos, - - -.

7. A pentagonal predicate symbol holds which takes arguments as subject or
group-subject, subject-attribute, access-right, object and object-attribute.

8. A binary predicate symbol € which takes arguments as subject and group-
subject respectively.
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9. A binary predicate symbol C which takes both arguments as group-subjects.
10. A binary predicate symbol < which takes both arguments as subject-attributes
or object-attributes.
11. A binary predicate symbol > which takes both arguments as subject-attributes
or object-attributes.
12. Logical connectives and punctuations including equality.

In language £, a subject S with a sensitivity level SA has access right Write
for object O with a sensitivity level OA is represented using a rule or a ground
formula holds(S, SA, Write, O, OA). A ground formula is a formula without any
variable occurrence. In certain situation or under certain access control model
when the sensitivity levels of subject and object are not considered, we simply
assume they are 0. Normally, we use numbers 0,1,2,... to represent the sensitivity
level of subject, group subject and object.

The group membership is represented as follows: for example, “a subject S
is a member of group subject G” can be represented using the formula S € G.
For relationships between subject groups such as “G; is a subgroup of G” is
represented as GG C G.

In general, we define a fact F' to be an atomic formula of £ or its negation,
while a ground fact is a fact without variable occurrence. We view ——F as F.
Fact expressions of L are defined as follows: (i) each fact is a fact expression; (ii)
if ¢ and v are fact expressions, then ¢ A v is also a fact expression. A ground
fact expression is a fact expression without variable occurrence. A ground fact
expression is called a ground instance of a fact expression if this ground fact
expression is obtained from the fact expression by replacing each of its variable
occurrence with the same sort constant. Now we are ready to formally define
propositions of L.

A policy proposition of L is an expression of the form

¢ after T, -+, T,,, (1)

where ¢ is a ground fact expression and T3, - -+, T, (m > 0) are transformation
names. Intuitively, this proposition means that after performing transformations
11, -, T, sequentially, the ground fact expression ¢ holds. If m = 0, we will
rewrite () as

initially ¢, (2)

which is called initial policy proposition.
A transformation proposition is an expression of the form

T causes ¢ if 1), (3)

where T' is a transformation name, ¢ and ¥ are ground fact expressions. Intu-
itively, a transformation proposition expresses the following meaning: at a given
state, if the pre-condition v is trudl, then after performing the transformation
T at this state, the ground fact expression ¢ will be true in the resulting state.

1 We will formally define a state and the semantics of a transformation proposition in
the next subsection.
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A default proposition is an expression of the form
¢ implies 1) with absence 7, (4)

where ¢, 1 and ~ are fact expressions.
When the set v is empty in (@), we rewrite () as

¢ provokes 1, (5)

which is viewed as a causal or inheritance relation between ¢ and .
Furthermore, when the set ¢ is empty, we rewrite (H) as

always 1, (6)

which represents a constraint that should be satisfied by any state of the domain.
A policy domain description D in L is a finite set of initial policy propositions,
transformation propositions and default propositions.

Example 1. Let us now consider the general access control policy on dynamic
separation of duty []. In this case, a subject can potentially execute any opera-
tion in a given set, though s/he cannot execute all of them. By executing some,
s/he will automatically rule out the possibility of executing the others. The pol-
icy is referred to as dynamic in the sense that which actions a user can execute is
determined by the user. For instance, consider the following example. Let a group
officer be represented using a group-subject G-Officer. Let this group have access
rights to submit, evaluate and approve a budget. Let the budget be represented
using an object B. Now if a subject S belongs to G-Officer, that is, S €G-
Officer, then holds(S, 0, Submitable, B,0), holds(S,0, Evaluateable, B,0) and
holds(S, 0, Approveable, B,0). Let the transformations be Rgst(S, Submit, B),
Rqst(S, Evaluate, B) and Rqst(S, Approve, B). The domain description D can
be represented as follows:

initially S € G-Officer,

initially holds(S, 0, Submitable, B, 0),
initially holds(S,0, Evaluateable, B, 0),
initially holds(S,0, Approveable, B, 0),

Rqst(S, Submit, B) causes
holds(S, 0, Submit, B, 0)A
=holds(S, 0, Evaluateable, B, 0)A
—holds(S, 0, Approveable, B, 0)
if S € G-Officer Aholds(S, 0, Submitable, B, 0),

Rgst(S, Evaluate, B) causes
holds(S, 0, Evaluate, B, 0)A
—holds(S, 0, Approveable, B, 0)A\
—holds(S, 0, Submitable, B, 0)
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if S € G-Officer Nholds(S, 0, Evaluateable, B, 0).

Rgst(S, Approve, B) causes
holds(S,0,, Approve, B, 0)
—holds(S, 0, Evaluateable, B, 0)A\
—holds(S, 0, Submitable, B, 0)
if S € G-Officer Aholds(S, 0, Approveable, B, 0),

2.2 Semantics of L

Now we define the semantics of language L. A state is a set of ground facts.
Given a ground fact F' (i.e. F' is holds(S,0, R, O,0) or —holds(S,0, R, O, 0)) and
a state o, we say F is true in o iff ' € o, and F is false in o iff -F € o.
A ground fact expression ¢ = Fy A --- A F, where each F; (1 < i < k) is a
ground fact, is true in o iff each F; (1 < i < k) is in 0. Furthermore, a fact
expression with variables is true in o iff each of its ground instances is true in o.
A state o is complete if for any ground fact F' of £, F' or —=F is in 0. Otherwise
o is called a partial state. An inconsistent state o is a state containing a pair of
complementary ground facts F' and —F.

A transition function p maps a set of (T, o) into a set of states, where T is a
transformation name and o is a state . Intuitively, p(T, o) denotes the resulting
state caused by performing transformation T in 0. A structure M is a pair (o, p),
where o is a state, and p is a transition function. For any structure M and any
set of transformations 17, - - -, Tjn, the notation M7t Tm denotes the state

p(Tm, p(Tmfla R p(Tla 0) o ))a

where p is the transition function of M, and o is the state of M.

We denote a policy proposition (given by (ll)) is satisfied in a structure M
as M =, ¢ after Ty,---,T,,. This is true iff ¢ is true in the state M7t Tm,
Given a domain description D, we say that a state og is the initial state of D if
f (i) for each initial policy proposition, initially ¢ of D, ¢ is true in oy; (ii) if
there is another state o satisfying condition (i), then o¢ C o (i.e. oy is the least
state satisfying all initial policy propositions of D).

Given a domain description D, we first define the initial state of D. First we
suppose that a domain description D, only contains initial policy propositions,
default propositions of the special form (), and transformation propositions.

Definition 1. A state o is an initial state of D, iff oo is the smallest state
that satisfies the following conditions:

(i) for each initial policy proposition initially ¢, ¢ is true in op;
(ii) for each default proposition with the form ¢ provokes v, if ¢ is true in o,
then 1 is also true in og;
(iii) for each default proposition with the form always 1, v is true in og.
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Now we consider a domain description D containing default propositions
with the general form (@M). To define the initial state of D, we first translate D
to domain description D,, described above.

Definition 2. Let o¢ be a state. Suppose domain description D, is obtained
from D as follows:

(i) deleting each default proposition ¢ implies ¢ with absence v from D if
for some F; in vy, F; is true in ai'

(ii) translating all other default propositions ¢ implies 1) with absence v to
the form ¢ provokes 1.

Now if this state og is an initial state of D,, then we also define it to be an
initial state of D.

Taking default propositions into account, it turns out that the initial state
of a domain description may be not unique, or may not even exist.

To define the model of a domain description, we need to introduce one more
definition.

Definition 3. Let D be a domain description. For any state o and transforma-
tion name T, we define a reduced domain description of D with respect to o
and T, denoted as DT, consisting of the following propositions:

(i) for each ground fact F of o, T implies F' with absence —F is a default
proposition of D"*TI;
(ii) each default proposition of D is a default proposition of D%T;
(iii) if D includes a transformation proposition T causes ¢ if ¢, then ¢ pro-
vokes v is a default proposition of DT .

Note that D% is a special domain description with only default propositions.

Definition 4. Given a domain description D, let (0¢,p) be a structure of D,
where oq is an initial state of D, and p is a transition function. (o9, p) is a model
of D iff og is consistent, and for any transformation name T' and state o, p(T, o)
is an initial state of DT . D is consistent if D has a model. A policy proposition
¢ after Ty, -- -, T, is entailed by D, denotes as D =, ¢ after Ty, -, Tp,, iff it
is true in each model of D.

Ezxample 2. Continuation of Example 1. For the dynamic separation of duty
example, the initial state of D is:

oo = {S €G-Officer,holds(S, 0, Submitable, B, 0), holds(S, 0, Evaluateable,
B, 0), holds(S, 0, Approveable, B,0)}.

It can be easily shown that the following results hold:

2 Recall that Y=FiA---ANF; AN+ A Fy, each F; (1 <i<k)is a ground fact.
3 Note that T is tautology true.
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D =, S € G-Officernholds(S, 0, Submit, B, 0)A—holds(S, 0, Evaluateable,
B,0) A —holds(S, 0, Approveable, B, 0)
after Rqst(S,0, Submit, B, 0),

D =, S € G-Officernholds(S, 0, Evaluate, B, 0)A—holds(S, 0, Submitable,
B,0) A —holds(S, 0, Approveable, B, 0)
after Rqst(S, Evaluate, B),

D =, S €G-Officernholds(S, 0, Approve, B, 0)A—holds(S, 0, Submitable,
B,0) A —holds(S, 0, Evaluateable, B, 0)
after Rqst(S, Approve, B).

3 Realization of MAC and DAC Models

In this section, we use language L to realize MAC and DAC models.

3.1 DAC Model

A DAC model basically enumerates all the subjects and objects in a system
and regulates the access to the object by a subject based on the identity of the
subject. It usually represented by an access control matrix with a row for each
object and a column for each subject, each entry of the matrix represents the
authorization(s) the corresponding subject holds for the corresponding object. In
this model, there is no attribute or sensitivity level associated with each subject
and object. The system administrator or system reference monitor decides which
subject hold what kind of access right for which object.

When realizing DAC model in our approach, we assume that the sensitivity
levels of all the subjects and objects are 0.

Figure 1 is a traditional access matrix for a DAC model.

O1 0c2| 03| O4

S1 RE W E

S3 R W

Fig. 1. An access matrix.

Suppose R represents Read right, W represents Write right and E represents
FExecute right. We can translate this matrix as the following set of formulas using
our access control policy domain description.
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initially holds
initially holds
initially holds
initially holds
initially holds
initially holds
initially holds
initially holds

Sla Oa Reada Ola O)a
51,0, Execute, O1,0),
S1,0, Write, O, 0),
51,0, Execute, O3, 0),
Sa, 0, Write, O, 0),
S, 0, Execute, Oq,0),
533 Oa Reada 033 O)a
Sg, 0, Write, 04, 0)

NN N N N S N

The number of formulas equals the number of entries in the matrix. There is
no policy transformation propositions nor default propositions associated with
this DAC model. Its domain description only consists of initial policy proposi-
tions. The current state of the access control policy represented by this matrix
is its initial state.

oo = {holds(51,0, Read, O1,0), holds(S1, 0, Execute, O1,0),
holds(S1,0, Write, Os,0), holds(S1, 0, Execute, Os, 0),
holds(Sz2, 0, Write, O2,0), holds(S2, 0, Execute, O, 0),
holds(Ss, 0, Read, O3, 0), holds(Ss, 0, Write, O4,0)}.

3.2 MAC Model

A MAC model assigns each subject and object an attribute to indicate its sensi-
tivity level. The information flow among these sensitivity levels forms a lattice.
In MAC, the authorization to access an object by a subject is determined by
the attributes of the subject and object. All authorizations are controlled by a
reference monitor. The reference monitor enforces two rules for information flow
in MAC: no-read-up and no-write-down which ensures that information can only
flows from low sensitivity level to high sensitivity level and prevent information
from flowing downwards.

The information flow relationship among these sensitivity levels is reflexive,
antisymmetric and transitive. It forms a lattice. That is, with the sensitivity
levels as nodes of a graph, the graph formed by the information flow relationship
should be acyclic.

Ezxample 3. In a MAC model, there are three sensitivity levels, bigger level value
represents more sensitive level. Suppose S1,.S; and Ss are three subjects and
belong to level 1, level 2 and level 3 respectively. O1, Oz and O3 are three objects
and belong to level 1, level 2 and level 3 respectively.

The set of the following access rights is not allowed because it violates no-
read-up rule and the information flow forms a cycle(Figure 2(a)).

{holds(S1,1, Read, O3, 3), holds(S1, 1, Write, Oa, 2),
holds(Sz2,2, Write, Os, 3)}.
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The set of the following access rights is not allowed because it violates no-
write-down rule and the information flow forms a cycle(Figure 2(b)).

{holds(S1,3, Read, Os, 2), holds(S1, 1, Write, Oa, 2),
holds(Sz, 3, Write, Os,2)}.

The set of the following access rights is allowed because it follows no-read-up
and no-write-down rules and the information flow is acyclic(Figure 2(c)).

{holds(S2,2, Read, O1,1), holds(Sa, 2, Write, Os, 3),
holds(Ss, 3, Read, O3, 3)}.

Basically, the specification of MAC model is similar with that of DAC model
except there are two rules no-read-up and no-write-down associated with access
policy of MAC model. These two rules can be represented by constraints in our
language as follows:

always holds(s, sa, Read, 0, 0a) A sa > oa
always holds(s, sa, Write, 0, 0a) A sa < oa

(2

22 64
2 EE

(b) ©

Fig. 2. Information flow.

So the domain description of a MAC model is a finite set of initial policy
propositions and default propositions of form (@).

Ezxample 4. A domain description D of a MAC model consists of the following
propositions:

initially holds(G, 1, Write, O, 2),

initially S; C G,
initially S; C G,
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dAcana holds(G, 1, Write, O, 2) provokes holds(s, 1, Write, O, 2),
always holds(s, sa, Read, 0, 0a) A sa > oa
always holds(s, sa, Write, 0, 0a) A sa < oa

According to Definition 1, the initial state of D is:

oo = {holds(G, 1, Write, O, 2), holds(S1, 1, Write, O, 2),
holds(S2, 1, Write,0,2),51 C G, S2 C G}

Ezxample 5. Here is another domain description D of a MAC model:

initially holds(G1, 1, Write, O, 2),

initially holds(S1, 1, Read, O, 2),

initially S; C G,

initially S3 C G,

s € G A holds(G, 1, Write, O, 2) provokes holds(s, 1, Write, O, 2),
always holds(s, sa, Read, 0, 0a) A sa > oa

always holds(s, sa, Write, 0,0a) A sa < oa

There exists a state for D:

o = {holds(G1,1, Write, O, 2), holds(S1, 1, Read, O, 2),
holds(Sa2, 1, Write, O, 2), holds(Ss, 1, Write, O, 2),

According to Definition 1, this is not an initial state of D since the fact holds(Sh,
1, Read, O, 2) does not follow the rule always holds(s, sa, Read, 0, 0a) A\ sa > oa.
So, there is no initial state for this domain description because it is not consistent.

4 Other Related Works

There are some works have been done in the related areas. Sandhu and Suri [§
addressed the issue of authorization transformations. Their method was proce-
dure based and no constraint was specified. Bertino et al [l] proposed a formal
model for authorizations. But their work was for non-timestamped authoriza-
tions that supports both positive and negative authorizations, not for autho-
rization transformations. Jajodia et al [ and Woo et al [H proposed a logical
language for expressing authorizations. Similar to ours, they use predicates and
rules to specify the authorizations, their work mainly emphasizes the repre-
sentation and evaluation of authorizations, they didn’t mention the concept of
authorization transformation either.

4 We omit the quantifier V to simplify the specification.
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5 Conclusions

In this paper, we demonstrated the realization of the conventional DAC-like
model and MAC-like model using a high level language. We also discussed the
relationship between our approach and other related work. Currently, we are
trying to apply our approach to some existing system.
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Abstract. In new key-oriented access control systems, access rights are
delegated from key to key with chains of signed certificates. This pa-
per describes an efficient graph-search technique for making authoriza-
tion decisions from certificate databases. The design of the algorithm
is based on conceptual analysis of typical delegation network structure
and it works well with threshold certificates. Experiments with generated
certificate data confirm that it is feasible to find paths of delegation in
large certificate sets. The algorithm is an essential step towards efficient
implementation of key-oriented access control.

1 Introduction

In new key-oriented, distributed access control systems, entities are represented
by their cryptographic signature keys. Authority is delegated from key to key by
issuing signed delegation certificates. The certificates form graph-like networks
of delegation between the keys [1]. Access control decisions in the system are
made by verifying that there exists a path of delegation all the way from the
server to the client.

The most prominent proposals for distributed trust management are SPKI
certificates [3] by Ellison et al., SDSI public key infrastructure [6]) by Rivest
and Lampson, and PolicyMaker local security policy database [2] by Blaze et
al. The algorithms presented in this paper are directly applicable to SPKI-type
certificates.

If key-oriented access control is to gain popularity, certificate management
must be arranged in an automated and efficient manner. Specialized server soft-
ware is needed for certificate acquisition, updates, bookkeeping and verification.
These servers will need algorithms for finding delegation paths from large sets
of certificates.

In this paper, we present an efficient technique for making authorization de-
cisions from large databases of certificates. The basic idea is to start searches
for a delegation path from both the server and the client keys and to meet in
the middle of the path. The performance of the algorithm is assessed theoret-
ically and experimentally based on general properties that we expect a typical
delegation network to have.

* This work has been funded by Helsinki Graduate School in Computer Science and
Engineering (HeCSE) and supported by research grants from Academy of Finland.
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We begin by introducing delegation certificates in Sec. 2 and the problem of
making authorization decisions in Sec. 3. Sec. 4 discusses typical properties of
delegation networks. In Sec. 5, we describe threshold certificates and their role in
the decision problem. Simple path-search algorithms for authorization decisions
are presented in Sec. 6 and an efficient two-way algorithm in Sec. 7. Sec. 8
discusses the efficiency of the algorithms and Sec. 9 gives some experimental
results. Sec. 10 concludes the paper.

2 Delegation network

A delegation certificate is a signed message with which one entity delegates
some access rights to another entity. In a key-oriented system, the entities are
represented by their private-public key pairs. The key signing the certificate is
called the issuer and the key receiving the delegated rights is the subject of
the certificate. Special threshold certificates may have several subjects that must
co-operate in order to use the authority given by the certificate (see Sec. 5).

The subject can redelegate the access rights. This way, certificates form a net-
work of delegation relationships between the keys. A key can authorize another
to an operation directly by issuing a certificate to it or indirectly by completing a
longer chain of certificates conveying the rights between the keys. The delegation
is, of course, meaningless unless the issuer itself has the right to the delegated
operations. It may, nevertheless, be useful to delegate rights that one expects to
obtain in the future.

A client is entitled to request an operation from a server if there exists a
chain of certificates in which the first certificate is issued by the server itself or
by a key in its access control list, the client is the subject of the last certificate,
and all certificates in the chain authorize the requested operation. Often, the
client will attach the chain certificates to its request.

We think of the access rights as sets of allowed operations. Thus, the set
of rights delegated by the chain of certificates is an intersection of the rights
delegated by the individual certificates. On the other hand, if there are several
independent or partially intersecting chains to the same subject from the same
original issuer, the set of rights delegated by these chains is the union of the
rights delegated by the individual chains.

We can visualize a database of certificates as a directed graph where keys and
certificates are nodes and the arcs point in the direction of the flow of authority
i.e. from the issuers to the certificates and from the certificates to the subjects.
Fig. 1 shows a delegation network as a directed graph where the certificates
have been annotated with the delegated operations and an equivalent simplified
drawing. In the figure, there is, for example, a delegation path from key k3 to
key k¢ passing right for operations r and w.
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Fig. 1. A delegation network as a graph and a simplified drawing

3 Making authorization decisions

When the number of certificates possessed by an entity becomes large, it is not
a trivial matter to decide who is authorized to which operation by whom. This
task should be given to specialized certificate managers [2,4] that provide the
authorization decisions (for servers) or certificate chains (for client) on request.
The servers can also keep track of expiring or revoked certificates and they may
automatically acquire new ones. This kind of arrangement, however, means that
the certificate management becomes critical for the performance of the system.
Consequently, fast algorithms will be needed for authorization decisions.

The decision algorithm should return a result after a finite execution time.
In a finite database of certificates, the authorization problem is decidable but,
unfortunately, in an enumerable infinite database, the authorization relation is
only recursively enumerable. In the latter case, we must in some other way limit
the search space to finite.

As surprising it may first sound, the question of finiteness is of great practical
importance. If certificates are retrieved on demand from other servers during the
decision procedure, the number of certificates to be examined may well have no
upper bound. In such cases, however, the cost of certificate acquisition domi-
nates the total expenses. Thus, we consider only algorithms for finite networks
and occasionally mention the possibility of terminating unsuccessful searches
after some maximum effort. Efficient strategies are also needed for retrieving
certificates from the network but that is outside the scope of this paper.

4 Models of typical delegation network

In order to device efficient algorithms for authorization decisions, we need to have
an understanding of the typical structure of the graphs formed by certificates. We
anticipate that most delegation networks will have a statistically distinguishable
layer structure with hourglass shape and different branching factor in forward
and backward direction. Nevertheless, we will emphasize more the generality of
the algorithms than their performance in particular situations.

The layered structure means that the access rights are distributed by a net-
work of intermediate keys. There can be a single broker for delivering access
rights from servers to clients as in Fig. 4(a), or more layers of keys as in 2 (a).
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Service brokers

Client organizarions

¥

Clients

Fig. 2. Layered structure and hourglass shape of delegation networks

Usually access to the physical servers of a single service provider will be con-
trolled centrally by the keys of the service-providing organization. Likewise, the
client organizations will centralize the acquisition of access rights into a few cer-
tificate databases. In the middle, there may be service brokers as in most models
of distributed computing (for example, [5]). With time, the roles of the inter-
mediate keys are likely to become more fixed and the layered structure more
apparent.

One consequence of the layering of keys is that the access rights will be passed
from a large number of server keys through relatively few intermediate keys to a
large number of client keys. That is, the network will be wide at both ends and
narrow in the middle. This hour-glass shape is emphasized in Fig. 2 (b).

Naturally, the common structure will only hold for a majority of the cer-
tificates. There may be occasional short links, certificates issued by clients to
servers, and relationships amongst servers or clients themselves. We will opti-
mize the efficiency of our algorithms with the hourglass structure in mind but
still accommodate certificates between arbitrary keys.

In most cases, there will be more clients than servers. Thus, on the average,
the number of clients connected to one server must be larger than the number of
servers connected to one client. At the local scale, we can measure the branching
of the network in forward and backward directions: how many certificates does
an average key issue and in how many certificates is an average key a subject.
Although the branching factors will change as a function of the service and of the
distance from the issuer, we will use a single branching factor in each direction
for theoretical comparison of algorithms.

5 Threshold certificates

A normal certificate gives the access rights unconditionally to a single subject.
Sometimes we want to grant the access rights to a group of keys that must
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decide on their use together. This is accomplished with threshold certificates.
A (k,n)-threshold certificate has a set of n subjects and a threshold value k
(< n). The certificate is considered valid only if at least k of its n subjects co-
operate in using the access rights. In practice, the k subjects will (directly or
indirectly) delegate the authority to a single key that can then make requests to
the server. In algorithms, we treat all certificates equally and view the normal
(i.e. non-threshold) ones as having threshold value (1, 1).

Threshold certificates complicate substantially the process of making autho-
rization decisions because instead of a simple path of certificates, paths through
the threshold number of subjects must be found in the delegation network.

For example, in the delegation network of Fig. 1, key ki authorizes kg to
operation r because both ko and k3 pass the right forward, but not to operation
w because ks does not co-operate in redelegating it.

6 Simple path-search algorithms

In the literature, no algorithms for authorization decisions from a database of
certificates have been described. The SPKI document [3] suggests certificate
reduction as a decision making procedure. That is, rules are given for how two
certificates forming a chain can be reduced into a single new certificate. A server
should grant access to a client if there is a path of certificates that reduces into
a single certificate where the server or a key in the server’s access control list
directly authorizes the client. The problem with reduction as an implementation
technique is that someone must decide which certificate chain to reduce. Thus,
an efficient way of finding complete chains in a delegation network is needed in
any case. Some discussion on the implementation techniques for policy managers
but no complete algorithms can be found in [4].

We can use simple path-finding algorithms in the graph of keys and certifi-
cates to find the paths of delegation. The most straight-forward choice would be
a depth-first search (DSF) from the server for the client.

For delegation networks with no threshold certificates, the DFS algorithm
runs relatively fast. The complexity is linear with the size of the network. With
threshold certificates, the search becomes hopelessly inefficient. This is because
the search must process some parts of the network two or more times. Fig. 3 (b)
shows a simple example. There is a path from the key k to the client. The first
visit to key k by DFS, however, does not discover this path because it would
form a loop with the path from the client to k. Failure on the other subject of the
threshold certificate causes the first found path to ¢ to be rejected. Consequently,
the paths from key k must be reconsidered on the second visit. (This is a good test
case for algorithmic improvements.) When the number of threshold certificates
increases, the reprocessing of nodes takes an exponential time. Typically, existing
certificate paths are found in reasonable time but negative answers can take
millions of steps.

In addition to retraversing paths, the forward search has another inefficiency.
In Fig. 4 part (a), there is an hourglass-shaped delegation network with larger
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Fig. 3. Depth-first forward search can visit the same node several times.
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forward backward search
c
(a) Clients (b) (c) (d)

Fig. 4. Searching backward or in two directions is faster.

average branching factor in the forward direction. Part (b) shows how a forward
depth-first search from the server finds the client. In part (c), the search is ini-
tiated backward from the client to find the server. The searches are functionally
equivalent, but since the network branches less in the backward direction, the
backward search is faster.

Backward search can be done in depth-first or breadth-first order. Since both
searches mark found keys, their space requirement is linear with the number of
visited keys. The advantage of BF'S is that the paths are explored by increasing
depth. This may be useful if the certificate database is too large for an exhaustive
search of paths. In that case, the maximum depth of the search can be determined
dynamically during the search and an unsuccessful search can be terminated at
the same depth in all directions.

For threshold certificates, BFS counts the number of paths found from the
client to the subjects. The search continues backward from the issuer of the
threshold certificate only when the threshold value is reached. Fig. 3 (c¢) illus-
trates how the backward search processes every key at most once.

To summarize, the backward search in a delegation network with many
threshold certificates is much more efficient than the forward search. It takes
a linear time with respect to network size. Because of the different branching
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factors, it is also more efficient in a delegation network where all certificates have
a single subject.

7 Two-way search

Although the previous section showed that the graph search is more efficient
in the backward direction, we will not completely discard the forward search.
Instead, we will optimize the process by combining searches in both directions.
The idea is to start the search from both the client and the server and to meet
in the middle of the path. This is illustrated in Fig. 4 (d). When the delegation
network has only few middle nodes and the average branching factors are large,
searching from two directions can radically improve the performance.

Listing 1 gives pseudocode for the forward search part. It marks keys until
it terminates at a specified maximum depth or at a threshold certificate. After
the forward search, we do a backward search from the client to find a marked
key. In Listing 2, there is pseudocode for the backward search algorithm.

The searches in the two directions can also be done interleaved or in parallel.
This would make it possible to continue the search dynamically from the side
where the branching is smaller. This may be a good solution for networks with
unknown structure. When the layer structure is known accurately (like in our
experiments), there is usually a clearly distinguishable optimum meeting depth.

1 function DFSforward (key,client ,operation,depth)

2 if (key marked as found by DFS) return FALSE;
3 mark key as found by DFS;

4 if (key = client) return TRUE;

5 if (depth = 0) return FALSE;

6 for ¢ in certificates issued by key

7 if (number of subjects of ¢ = 1 AND

8 c authorizes operation AND

9 DFSforward(subject of c,client,operation,depth-1))
10 return TRUE;

11 return FALSE;

Listing 1: DFS forward to mark keys to a given depth from the server

8 Efficiency estimates

We justify the two-way search by performance comparison in two simplified
models of typical delegation network (based on Sec. 4). We first consider an
infinite network with homogeneous nodes and then refine the model by dividing
the keys to layers. We assume that the delegation network is infinite, that already
visited keys are never met again, that a path is always found or the search is
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12 function BFSbackward (client,operation)

13 neztKeys = {client};

14 mark client as having path to client;

15 while (nextKeys '= ()

16 currentKeys = nextKeys;

17 neztKeys = (;

18 for key in currentKeys

19 for c¢ in certificates given to key

20 if (¢ authorizes operation AND

21 issuer of c¢ NOT marked as having path to client)
22 countPaths = 0;

23 for subj in subjects of c

24 if (subj marked as having path to client)

25 countPaths = countPaths + 1;

26 if (countPaths > threshold value of c)

27 if (issuer of c¢ marked as found by DSF)
28 return TRUE;

29 if (exists a certificate given to issuer of c)
30 nextKeys = nextKeys U {issuer of c};
31 mark issuer of ¢ as having path to client;

32 return FALSE;

Listing 2: BFS backward from client to a marked key

terminated at a specified depth, and that there are no threshold certificates.
(The net effect of threshold certificates would be to make forward search more
difficult.)

We first consider a network where all keys are alike. A key issues, on the
average, (5 certificates and is the subject of 3 certificates that transfer rights
to an operation o.

The average cost of finding a path delegating the right to an operation o
between two nodes in the graph grows exponentially with the length of the
path. The number of keys visited on an average backward search to depth d is

L4+ B+ 0B +...+ 8 = (B =1)/(B—1) = O(B). (1)

By searching from both ends and meeting in the middle, we can in the best case
reduce the problem to two parts with path length d/2. If the branching factors in
both direction are equal, the complexity decreases to approximately the square
root of the original, O( ;z/z)'

When the branching factors in the two directions differ, the efficiency im-
provement is not quite as great. The reason is that a one-way search is always
done in the direction of the smaller branching factor while a two-way search must
also go in the less beneficial direction. The meeting point should be set nearer
the end from which the branching is greater, not half-way between. If the ex-
pected distance d and the branching factors 8y forward and 3, backward are large
enough, the optimal meeting distance from the server is dlog £/ (log 3¢ +1og B).
The searches either have to proceed in parallel to keep the depth ratio of the
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forward search to the backward search at the optimal value log 3 : log B¢, or
we can insert a measured average distance d to the above formula and stop the
forward search at the precalculated depth.

# of relative| |[# of

certificates from layer amounts| [certificates from layer

per issuer 1 2 3 4 5| |layer| of keys| |per subject 1 2 3 4 5
1 0O 0 0O 0 © ny 10 1 0o 2 5 1 0.05
2 1 2 0 0 O no 5 2 0 2 5 05 0.0125

to layer 3 1 2 2 0 0 ns 2 to layer 3 0 0 2 0.5 0.01
4 2 2 5 2 0 na 20 4 0 0 0 2 0.2
5|10 5 10 20 O ns 2000 5 0O 0 0 O 0

Table 1: A forward and backward branching matrices

A more realistic model should divide the keys into several layers. Branching
in this kind of network can be described with two branching matrices. The for-
ward branching matrix By tells how many certificates an average key in each
layer issues to other layers. The backward branching matrix By tells how many
certificates an average key in each layer receives from other layers. For example,
the forward branching matrix in Table 1 says that a layer-3 key issues on the
average b certificates to keys in layer 4 for authorizing the operation in question.

The forward and backward branching matrices can be calculated from each
other if the relative distribution of keys to the layers is known. Let n; and n; be
the relative amounts of keys in layers ¢ and j. The elements of the forward and
backward matrices are related by the formula

ni-BYY = ;. B, 2)

The backward matrix in Table 1 calculated from the forward matrix and the key
distribution.

The branching matrices give the average number of certificates issued and
received per key. The distribution of the certificates between the keys inside the
layers may vary. This does not affect the average number of keys visited in the
search but it does affect the distribution of search sizes.

Analogously to Formula 1, total number of keys visited by an average back-
ward search to depth d is

(I+By+B}+B}+...4+B})-[00...001]

=11 .. 111(B,—D)~ B ~1)[00...00 1T ®)

Again, we make the assumption that already visited keys are never found again.
The constant vectors must have as many elements as there are layers of keys.
1 in the last place of the other vector indicates that the backward searches are
started from a key in the client layer.

The value of the formula converges when the spectral radius (maximum ab-
solute eigenvalue) of the matrix By is smaller than 1. This is so if the lower half
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and the diagonal of the matrix are all zeros, meaning that the rights are always
passed towards the client and never backwards or to the same layer. In that case,
the search will terminate even in an infinite delegation network.

In a two-way search, we again divide the task to two smaller ones with
depths around d/2 which means significant performance improvement. The op-
timal meeting depth is somewhat more complicated to estimate. One way is to
calculate the total number of keys visited by forward and backward searches at
increasing depths and to select the depths in both directions so that their sum
is sufficient but the sum of the visited keys still affordable.

In the example of Table 1, the numbers of keys visited by forward searches
to depths 0,1,2,3, ... are

1, 15, 87, 419, 1679, 5831, 18279, 53223, 146727, 388007, 993191, ...
and by backward searches
1,1, 2,6, 19, 60, 182, 517, 1404, 3679, 9354, ...

If we can afford to visit up to 1000 keys, we should go to depth 4 in the forward
direction and to depth 8 in the backward direction. (419 4+ 517 &~ 1000) That
way, we can discover all paths up to length 12. Paths of length 4 can be found
in only 19 steps searching backwards.

Although the two-way search performs better in our ideal models, the results
are not accurate for exhaustive searches where, in the end of an unsuccessful
search, a significant portion of the keys may have already been marked as seen.
Therefore, we present experimental evidence in the next section.

9 Experimental results

Experiments conducted with generated certificate data confirm that the two-way
search is more efficient than one-way search algorithms. The backward searches
also perform reasonably well. Forward search is very slow when threshold cer-
tificates and backward links are present.

Since no real-world certificate databases are available for the time being,
we generated random delegation networks with the assumed layered hourglass
structure. The number of keys on each layer and of certificates between each two
layers were chosen according to our idea of the typical system. The network was
then constructed by creating the certificates between random keys.

The data presented here was collected from a network with 4 layers of keys.
Table 2 shows the number of keys in each layer and the total number of certifi-
cates between each two layers. It should be noted that in this network, there are
only few backward arcs towards the server. (This is determined by the upper
half of the matrix giving the certificate counts.)

The experiments with different one-way algorithms showed that the back-
ward DFS and BFS perform best (see Table 3). Any performance differences
between these two algorithms were insignificant and certainly much smaller than
differences caused by implementation details. As expected, DFS performed badly.
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# of| [Total # of from layer # of % of
Layer| keys| |certificates 1 2 3 4| |subjects|certificates
1 100 1 5 2 2 2] |1 80
2 10 to layer 2 200 2 2 2 2 15
3 100 3 10 200 5 2| |3 3
4 5000 4 100 10 20000 500| |4 2

Table 2: Parameters for the generated delegation network

Search algorithm
Decision |DFS forward DFS backward BFS backward

all 3273 56 54
positive 3581 53 51
negative 2347 64 64

Table 3: Average number of algorithmic steps for a key pair in different algo-
rithms

The results of the comparisons between algorithms were relatively stable
with small changes in the parameter values except for the forward search. In
the delegation network of Table 2, the forward search took about 50 times more
time than the pure backward searches. The efficiency of the forward search is
greatly dependent on the frequency of threshold certificates, on the completeness
of the graph and on the number of backward arcs from layers near the client
to layers near the server. These arcs create more paths in the graph, and the
depth-first forward search may traverse a lot of them. The positive answers
are usually returned quite fast while negative results may require exponentially
more work. In some networks, the forward searches become painfully slow taking
occasionally millions of steps to complete queries with a negative result.

Depth of forward search Depth of forward search
Decision 0 1 2 3 4| |Decision 0 1 2 3 4
all 56 42 67 1517 1606| |all 58 36 73 1900 1895
positive 51 32 58 1714 1804| [positive 50 21 60 2065 2048
negative 70 71 92 970 1053| |negative 81 82 116 1370 1406

Table 4: Cost of two-way search with (left) and without threshold certificates

The two-way search was tested by first starting depth-first forward from the
server to a specified maximum depth or until threshold certificates were met,
and then looking for the marked nodes with breadth-first search backward from
the client (see Sec. 7). Table 4 (left side) shows how the cost of the computation
varied in the two-way search as a function of the depth of the forward search.

In the delegation network of four layers, one step of forward search gave
the best results. The average savings amount to 25 %. With other network
parameters, the best results were also given by forward search to the depth of
1 to 3 certificates. When the network had five to six layers of keys, a forward
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search of depth two was fastest. The savings in computation time varied between
10 and 50 % being better when the answers were mostly positive.

Table 4 also shows the same measurements for a network without any thresh-
old certificates. Here the two-way search saves about 60 % of the cost for queries
where a valid path is found. The performance improvement is bigger because
the forward search part in the two-way search stops at threshold certificates.

Altogether, the results suggest that a two-way search with a fixed meeting
depth of 2 from the server works well in most cases. Parallel search from the two
directions with a dynamically determined meeting depth might perform slightly
better but it is more difficult to implement.

10 Conclusion

We described an efficient two-way search technique for making authorization
decisions from certificate databases. The algorithm is based on a combination of
depth-first and breadth-first searches that have been enhanced to handle thresh-
old certificates. Conceptual analysis of typical delegation network structure and
measurements on generated certificate data were done to assess the efficiency of
the algorithm. The main observation from the experiments was that it is feasi-
ble to make authorization decisions from large delegation networks comprising
thousands of keys and certificates. The algorithm for authorization decisions is
an essential step towards efficient certificate management for key-oriented access
control systems.
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Abstract. Most current object-based distributed systems support ac-
cess control lists for access control. However, it is difficult to determine
which principal information to use for authentication of method calls.
Domain-based and thread-based principals suffer from the problem of
privileges being leaked. Malicious objects can trick privileged objects
or threads to accidently use their privileges (UNIX s-bit problem). We
introduce role-based principals to solve this problem. Each object refer-
ence may be associated with a role, which determines trust, authentica-
tion and permissible data flow via the reference. An object may act in
different roles when interacting with different other parties. Exchanged
references automatically inherit the role. By initially defining such roles,
we can establish a security policy on a very high abstraction level. Our
security model is based on meta objects: principal meta objects provide
principal information for method invocation, access control meta objects
implement access checks.

1 Introduction

The object-based programming paradigm has become more and more popular.
Currently, it is conquering the world of distributed programming models. There
are two basic paradigms for access control in such systems: Capabilities [H, [,
[, =], B and access control lists (ACLs). Capabilities is the most obvious
one, because an object reference is per se a capability. The main disadvantage
of capabilities is that it is hard to keep track of their distribution [H]. Thus it is
hard to determine, who is able to access a specific object.

So most object-based systems additionally support ACLs. Examples are
CORBA [g], DSOM [i], and Legion [8]. Based on principal information (user
information, credentials) about a method call ACLs determine who has access
to a specific object. The principal is held responsible for the call. With ACLs it
is easy to determine who has access to specific objects.

There are three common policies how to provide principal information [E&2]:
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— Principal information is provided explicitly for each call. The caller has to
decide for each call which principal information is used. As each object has to
know about principals and about the security policy (e.g., which principal
information it has to use for a specific method invocation), it is difficult
to write reusable and well structured code. Security policy and application
semantics are mixed.

— Principal information is bound to objects or groups of objects (e.g., do-
mains). Examples are DSOM, Java, Legion, and Unix. An object uses the
same principal information for every call it executes (object-group-based prin-
cipals). This policy suffers from a reference-proxy problem: Objects have to
take care that they are not misused as forwarder for method invocations of
lower privileged objects (this is similar to the Unix s-bit problem.)

— Principals are bound to threads (e.g., Java-1.2 [[J] uses a mixed domain /
thread model). All invocations executed by a thread use the thread’s prin-
cipal information. Systems with this policy have to cope with the callback
problem: A privileged thread has to be very careful which methods of which
objects it calls, because the target object can use all of the thread’s privi-
leges. It may have to drop privileges before it calls untrusted methods. Even
with mandatory policies, such as role-based access control [B], this problem
occursil.

In this paper, we introduce a new security paradigm which eliminates these
problems. Our mechanism allows us configuration of principal information for
method invocations on a per-reference basis. For method invocations via different
references an object may use different principal information and thus authorize
itself differently depending on the current situation and the target reference.
Fig. B shows a system-administration application with high privileges for access
to the system’s password database. It does not need these privileges for printing.

With role-based principals we can define two roles with different principal in-
formation, which are used in these two different situations. For different purposes
the system-administration application may even access the printer in different
roles: with high privileges for printer administration and with standard user
privileges for printing.

system administration
user/password database <7as application > printer

act as! act as
system administrator standard user

Fig. 1. Role-based principals

! With RBAC a principal can choose a specific role from a set of roles associated
with it. As it can execute only operations assigned to that role, security problems
between different roles can be prevented. However, similar problems as with thread-
based principals occur, if trusted and untrusted operations are assigned to the same
role.
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The basic concept for these mechanisms is the Security Meta Object (SMO).
Such an SMO can be attached to an object reference. Then it has control over
all calls via that reference. Access control SMOs are used to implement access
restrictions (e.g., allow only a specific principal to call methods). Principal SMOs
provide the principal information which is used for method invocations via a
reference. Thus, a reference with a principal SMO is a capability for calls to a
specific object on behalf of a specific principal.

As we do not want to implement capabilities (we want to implement access
control lists), we additionally need virtual domains, which limit the capability
property of such references and implement role-based principals.

The application’s classes do not need support for the SMOs. Initially few
SMOs are attached to initial references. Afterwards, the SMOs themselves attach
other SMOs to exchanged references. The SMOs are the only new mechanism
we need: even the virtual domains are implemented just with SMOs.

The paper is structured as follows: In Section 2 we present SMOs that pro-
vide principal information (principal SMOs) and implement access control lists
(access control SMOs). Section 3 introduces virtual domains and explains how
to implement object-group-based principals. In Section 4 we explain role-based
principals and illustrate their advantages by an example.

2 Access control by meta objects

In this section, we describe our security model for access control using security
meta objects. Our programming model is object-based and allows access to ob-
jects only by invoking methods using object references, such as in Java with its
bytecode verifier [ii]. For simplicity, we do not allow access to instance variables
through references, but our model could easily be extended to handle this.

As in most object-based models, we see object references as capabilities. A
client can access an object only, if it possesses a valid object reference to that
object. We extend this model by a concept that allows the attachment of special
objects (meta objects, [, [A]) to an object reference. These meta objects (Secu-
rity Meta Objects, SMOs, [il]) are invoked for each security-relevant operation
via the object reference. The meta objects are not visible to the application, so
protected and unprotected object references look the same to the application.

SMOs are attached on a per-reference basis. There may be multiple references
to an object, each with a different set of SMOs attached to it. Fig. [l shows an
object reference stored in variable v1, which is protected by the meta object

_
I

anSMO — P Reference

Fig. 2. A reference with an attached security meta object
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anSM0. The meta object restricts the accessibility of the object anObject via
this reference. There may be other references to the same object in the system,
such as v2, which are not protected or protected by a different meta object.

We allow everyone to attach an SMO to an object reference. If several SMOs
are bound to the same reference, they are invoked sequentially before access
is granted. A single SMO can be used to protect multiple references. It is not
possible to detach an SMO from a reference unless the SMO removes itself.

SMOs are used for various tasks to control a method call (e.g., controlling
access to an object or providing principal information). These tasks are either
performed from the destination’s point of view or from source’s point of view,
which is determined by the mode of the attachment. SMOs attached in desti-
nation mode (destination-attached SMOs) control usage of the reference from
the destination’s point of view. SMOs attached in source mode (source-attached
SMOs) control usage of the reference from the source’s point of view.

We introduce two types of SMOs: access control SMOs and principal SMOs
(Fig.H). Access control SMOs are used to restrict the accessibility of an object via
a specific object reference. For this purpose they are attached to the reference
in destination mode. Method invocations via the reference are incoming calls
for them. Principal SMOs are used to provide principal information for method
invocations via a specific object reference. They are source-attached. Method
invocations via the reference are outgoing calls for them. As we will see later,
SMOs are also used to keep track of exchanged object references.

destination-attached SMO

| | |
| ! |
0 ' = »(alist) |
: outgoing call - | : incoming call - | :
1 (_principal SMO | | (__accesscontrol SMO ) |

Fig. 3. Principal SMO and access control SMO

2.1 Access control SMOs

Access control SMOs are used to restrict the accessibility of an object. Before an
object passes an object reference to an untrusted part, it can attach an access
control SMO to that reference in destination mode. Then the access control SMO
is invoked for each call via that reference. It gets information about the method
to be invoked (e.g., parameters and principal information) and decides whether
to allow or deny the invocation. Simple capabilities and access control lists can
easily be implemented with these access control SMOs.

Example: We have a list and want to create a reference to the list that allows
access only by a specific principal. Thus, we connect an SMO to the reference,
which implements this policy. Fig. Bl shows an example in a Java-like syntax.
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List 1 = new List(....); // a list reference
SecurityMeta s = new AclSMO(...); // create ACL-SMO
1 = s.dstAttachTo (1); // attach SMO to obj ref
x.untrusted_meth(1); // pass 1 to untrusted part
class AclSMO extends SecurityMeta { // the MetaACL class
incomingCall (Object targetObj, // this method checks calls
Method m, ParameterList p, // via protected refs on
PrincipallList pList) // behalf of these pricipals
{ // meth. m is to be executed
if (pList.contains(someprincipal)) return;// only a specific principal
else throw new SecException(); // may invoke methods
1

// untrusted part:
untrusted_meth(List 1st) { 1lst.Get (...); } // call to list is checked

trusted part untrusted part

Fig. 4. A simple ACL example

The first part of the program shows the creation and the attachment of
the access control SMO. The method dstAttachTo attaches the SMO to the
reference 1 in destination mode. Now the SMO restricts accesses via reference 1
and we can pass it to an untrusted application part. Assignments and parameter
passing duplicate a reference including all attachments. In our example, the
reference stored in 1 is propagated to an untrusted application part, where it is
stored in variable 1st. The untrusted application part is not able to circumvent
the SMO’s access control policy. In our example we drop the only unprotected
reference (which is in fact a pure capability) by overwriting the variable 1.

The implementation of the class Ac1SMO0 is simple: Its method incomingCall
is invoked by the runtime system for each method call via the protected reference.
It gets meta information about the call to be executed; for example, parameters
of the call and list of principals. On behalf of these principals the call is to be
executed. Ac1SMO allows only calls by the principal someprincipal.

The list does not need any support for security and the implementation of
the SMO does not contain any special support for the list; it can be used for any
class.

2.2 Principal SMOs

Principal SMOs provide the principal information, access control SMOs need
for their decisions. Principal SMOs are attached to a reference in source mode.
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The caller of a method has to do this before using the reference to provide
principal information and thus to identify itself at the destination. The method
invocation is executed on behalf of that principal. In our example in Fig. [l we
attach a principal SMO to the list reference 1st. Then every method invocation
via reference 1st is executed on behalf of the principal myPrincipal.

List 1st = ..... ; // a protected list reference
SecurityMeta princSmo =

new PrincipalSMO(myPrincipal); // create the principal SMO
1st = princSmo.srcAttachTo(1lst); // attach SMO to object
1st.Get(...); // the call to 1lst is executed

// on behalf of myPrincipal
class PrincipalSMO extends SecurityMeta { // the PrincipalSMO class

PrincipalSMO(Principal p) {...} // Comnstructor: store princ.
void outgoingCall (..., PrincipalList pList) {
pList.add(p); // act as principal p
1
e mm e —— - - = e — == — =
outgoingCall incomingCall

| | | |
s —-= — o—»=(alist) |
| | | |
| - (adsmo |

— e e e e e e e e e e — o — e e e e e e — — — 2

Fig. 5. Example with principal SMO and access control SMO

Fig. B shows the result: the access control SMO has been attached in destina-
tion mode (with dstAttachTo); the principal SMO is attached in source mode
(with srcAttachTo). Calls via the reference invoke outgoingCall of the princi-
pal SMO (as it is source-attached) and incomingCall of the access control SMO
(as it is destination-attached). The reference 1st is a capability for calls to the
list object on behalf of principal myPrincipal.

3 Transitivity and virtual domains

In this section we show how our model supports transitive SMOs and virtual do-
mains. Transitivity allows an automatic attachment of SMOs instead of attaching
them manually. Virtual domains are needed to limit the capability property of
references with principal SMOs.

3.1 Transitivity of access control

Object references are exchanged frequently in object-oriented applications. Of
course it is not feasible to attach SMOs to every single object reference manually
before passing it to other application parts. Transitive SMOs provide the means
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to perform this task automatically. Only the object references that are estab-
lished initially between different application parts have to be protected manually.
As all other references result from invocations via initial references, transitive
protection protects them, too.

In the example in Fig. @ (left part) our application part has protected a list
reference with an access control SMO and entered it in a name server. Another
application obtains this reference from the name server and calls the Get method
of the list, which returns a reference to a list entry (right part). Before this refer-
ence is actually returned, it is passed to the method outgoingRef of the SMO.
This method protects the reference by attaching the SMO itself transitively be-
fore it passes it on. So the list entry automatically becomes protected by the
same access control list.

— — — — "

LR

name server [}

Fig. 6. Transitivity example

To achieve full transitivity in all situations we also have to keep track of
incoming references, such as parameters of method invocations at the list object.
The SMO’s method incomingRef is called for each such reference. As the SMO
has to protect all references which are passed out via calls through that reference,
incomingRef attaches the SMO in source mode.

The following code example shows an implementation of a transitive SMO:

class TransitiveAclSMO extends SecurityMeta {

void incomingCall (...) {...}

Object outgoingRef (Object oRef) {return this.dstAttachTo(oRef);}
Object incomingRef (Object iRef) {return this.srcAttachTo(iRef);}
}

In Fig. B we give an example for transitivity with incoming and outgoing
references. Initially (1) we have one reference (1st) to the list alist, which is
protected by TransitiveAclSMO. Then we call 1st.match, the search method
of the list and pass a reference to a search-expression object as parameter (2).
As this reference is an incoming reference, TransitiveAc1SMO attaches itself in
source mode (3). To figure out whether a list entry anEntry matches the search
expression, the list object calls the match method of the search expression and
passes anEntry as parameter (4). As anEntry is an outgoing reference from the
source-attached SMO’s point of view the method outgoingRef of the SMO is
called. In this method the SMO protects the reference by attaching itself in
destination mode (5). Thus, the reference entry automatically gets the same
protection as the reference 1st.
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Fig. 7. Completely transitive access control list

A similar transitivity implementation can be used for principal SMOs as well
to achieve principal-information transitivity: All calls via exchanged references
are executed on behalf of the same principal. Whether we need transitivity,
depends on the application.

Transitive SMOs are explained in more detail in [I].

3.2 Virtual domains

There is one unsolved problem remaining: A reference with a principal SMO
attached to it is a capability. If we pass such a reference, the receiver is able to
invoke methods on behalf of the attached principal. Although we may want to
have this semantics in special cases, we do not want it in general. In most cases
the principal information should only be used by a specific application part.
Virtual domains solve this problem.

A virtual domain consists of a set of objects. Inside such a domain references
with a principal SMO can be passed. Thus inside a domain they are capabilities.
References that are passed out of a domain loose their principal SMOs. Refer-
ences that are passed in from other domains automatically get principal SMOs
attached to them.

A virtual domain is not defined by the objects it contains, but by its bound-
ary, which is built by special principal SMOs: border principal SMOs. If all border
principal SMOs of a virtual domain use the same principal information, we get
the object-group-principal semantics (domain-based principals). Note that we
may have border principal SMOs with different principal information or even
without principal information. As we need the border principal SMOs also to
build the boundary of a virtual domain, border principal SMOs without principal
information also make sense.

Fig. B shows a virtual domain: All references into the domain and out of the
domain have a border principal SMO attached to them.

Let us now describe the functionality of a principal SMO which implements
such semantics. Note that there must not be any reference into or out of our
domain without border principal SMO attached to it. To implement such an
SMO, we have to enforce the following:
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|
l O S () -, vir
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Fig. 8. A virtual domain

All initial references to and from a virtual domain have border principal

SMOs attached to them. With most object-oriented systems this is easy

to achieve. The only initial reference such a domain has, is the reference

to a name server. We just have to attach a border principal SMO to that

reference. If we have other global non-object-oriented access to objects (e.g.,

in Java the access to static variables), we can implement such accesses as if

they were accesses to a name server.

— If new references are obtained from other domains (that is, they are passed
via a border principal SMO as incoming references), they have to get a border
principal SMO attached to them.

— If references with border principal SMO attached to them are passed out
of our domain, we have to detach it. Such a reference is a reference to an
external object.

— If references without border principal SMO attached to them are passed

out of our domain, we attach a border principal SMO to them. These are

references into our domain, so we have to attach an SMO to them to keep
the border intact.

We can implement that semantics just with interacting SMOs. The runtime
system does not need to know anything about virtual domains. We do not need
to know, which object belongs to which virtual domain. This is especially ad-
vantageous for the implementation of domains that merge (simply by dropping
the SMO border), distributed domains, and dynamically changing domains.

4 Role-based principals

If we look at interacting application parts, we often have to face the problem that
an application part should use different principal information for interaction in
different situations. Static object-group-based principals are not suitable in this
case.

Example: We want to implement a printer spooler. The spooler has to interact
with a printer and has to authenticate itself as printer spooler for this purpose
(i.e., it uses printer-spooler principal information for method invocations). On
the other hand it should not use the printer-spooler principal information when
interacting with applications that want to use the spooler (i.e., applications
that want to print). For example, if an application passes a text object to the
spooler, the spooler should not use its printer-spooler principal information to
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access the text. Otherwise the application would be able to print text that is
only accessible by the spooler (e.g., temporary spool files). This is similar to the
Unix s-bit problem.

Our solution to this problem is role-based principals. Object references to
other application parts are associated with different roles. These are implemented
by different border principal SMOs that are attached to them. They may, for
example, authenticate with different principal information.

There are at least two different solutions to that problem using SMOs: hi-
erarchical object domains encapsulating the printing system and the disjunct
interaction policy.

We present the disjunct interaction policy here. We assume disjunct inter-
action, which means, that our application part interacts with other application
parts, but our application part does not initiate interaction between these other
application parts (although these other parts themselves may initiate such in-
teraction).

Let us examine the printer-spooler example: The printer spooler interacts
with the printers and with user applications that want to print. However the
user applications do not have to interact with the printer directly. If a user
application prints a text object, the printer spooler must not pass the reference
to the printer, otherwise the printer and the user application would interact
directly, which would violate the disjunct interaction policy. However, the printer
spooler may interact with the text object to get its printable content, generate
a new printable object with this content and pass that to the printer.

We need different principal SMOs, which are initially bound to the printer
reference (spooler SMO) and to the printer-spooler reference that is used by
applications (nobody SM O)l.

— The spooler SMO authenticates as printer spooler, the nobody SMO does
not implement authentication (or authenticates as nobody).

— References with a nobody SMO are not passed via a reference with spooler
SMO and vice versa. This policy can be enforced by our SMOs.

— Both SMOs are completely transitive and implement the virtual-domain se-
mantics.

In Fig. Bl we illustrate the example. An application gets the reference to the
spooler object (for example, via a name server), which has a nobody principal
SMO attached to it. If the spooler accesses application files (e.g. the text to be
printed), it authenticates as nobody. The spooler itself has references to a printer
object and a printer-configuration object. It authenticates as spooler to them.
These objects are protected by an access control list, which allows access only
to the spooler.

2 Note that this reference is a reference from other applications to our printer spooler.
The attached principal SMO must be destination-attached. Thus it is not used for
calls to the printer spooler, but only for calls from the printer spooler to other
applications (e.g., to the text object which is to be printed).
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Fig. 9. The printer spooler

Let us assume that an application has a reference to the printer-configuration
object. As this object is protected by an access control list, the application is
not able to access it. However, it may now try to pass the reference to the
spooler object (e.g., to print its contents). With object-group-based principals
this would succeed, as the printer spooler would be allowed to access the object.
With our role-based principals it will not succeed. The reference gets a nobody
SMO attached to it. Thus the printer spooler has now two references to the
printer-configuration object with different principal information.

In special cases a sort of explicit authentication with more specific seman-
tics is needed. We use transitive border principal SMOs which do not attach
themselves, but attach a border principal SMO without principal information
instead. For authentication we have to attach principal information explicitly
to references. As long as we pass such a reference in our virtual domain, calls
are authenticated. But if we pass the reference out of our domain and get it
back, further calls are not authenticated. Although this looks similar to explicit
authentication per call, there is a difference: If we store a reference in an object,
we only have to attach a principal SMO initially. Then all calls via this reference
are authenticated automatically.

5 Conclusion

In this paper we presented a very generic access control mechanism. It allows
to implement all kinds of capabilities and access control lists. We focused on
the question which principal information to use for authentication of method
invocations. We think, that the decision should not be based only on the source
of a call or on the thread. The selection of a principal should be based on ob-
ject references and it should depend from where the reference was (transitively)
obtained from.

The SMOs we introduced were rather generic, so we can put these SMO
classes into class libraries. Although the security mechanism is distributed (along
the boundary of the virtual domain), the policy is kept in one place: it is im-
plemented by the border principal SMO class. We are able to allow user-defined
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security policies, but we can also enforce mandatory policies: We can attach
restrictive SMOs initially and disallow the user to detach SMOs himself.

We presented an example for the disjunct interaction policy, which cannot
be implemented with thread-based or call-source-based principals. Without our
SMOs either each call has to be authenticated explicitly, which leads to unstruc-
tured code, or the reference-proxy problem (s-bit problem) arises.

We have implemented a Java prototype. We use front objects to implement
SMO attachments, thus, we only have overhead for method invocations, if SMOs
are attached. As most interaction takes place inside virtual domains, the overall
overhead is acceptable.
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Abstract. This paper presents the Dynamically Typed Access Control
(DTAC) model for achieving secure access control in a highly dynamic
environment. It simplifies the access control matrix model of Harrison,
Ruzzo and Ullman by dropping the distinction between subjects and ob-
jects. It adds dynamic typing to cater for environments in which both
rights and types can change. Its resulting flexibility means that it can be
used to construct other security models, such as role-based access control
or lattice based hierarchical models. The paper presents a formal defini-
tion of the DTAC model. A novel feature is that, instead of attempting
to prove safety per se, we outline a technique to dynamically maintain
a safety invariant. This is important because the run-time checks for
the invariant are tractable, whereas equivalent static proofs would be
intractable.

1 Introduction

Highly dynamic environments require flexible models of access control. But they
should not give up assurances of safety to achieve this flexibility. The Dynam-
ically Typed Access Control (DTAC) model has been developed as part of a
larger project to develop programmer support for writing secure programs.

A number of features of programming language systems [alXARV GO TSGH]
that affect security model design: objects can be dynamically created and deleted;
access to objects is controlled by their type — statically checked when it can be
and dynamically checked otherwise; and in some systems new types can be cre-
ated. The common theme of these features is that they are, or can be, highly
dynamic.

To support such dynamic systems we need a dynamic security model. The
difficulty is in achieving a sizeable class of systems for which the safety decision is
tractable, while allowing dynamic changes. DTAC achieves this goal by enforcing
run-time checks of a safety invariant.

The idea of DTAC is to group subjects into security domains representing
the subsystem to which they belong, and to group objects into security types
which encode the format of the information contained within the objects. Access
control decisions between entities (DTAC does not distinguish between subjects
and objects) are made on the basis of their associated security type.

We believe that to provide security features in programming languages we
must provide proper support at the operating system level (or have the language
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runtime enforce a “sand-box”). Since we consider a sand-box to be overly restric-
tive and we are unaware of any systems that could provide adequate support for
dynamic security models we initially targeted OS security.

We adapted Domain and Type Enforcement to a micro-kernel based system
[EE257H], and this work carries over to the DTAC model.

Micro-kernels provide an interesting challenge to the security designer. On
the one hand they are fundamentally a reference monitor. However they do not
have the information to perform file or user based access control. Furthermore
one of the touted advantages of micro-kernel based systems is the ability to dy-
namically load and unload system services. So a suitable security model must be
dynamically extendible to handle the unforeseen. In this way they are remarkably
similar to programming language environments. The fundamental differences are
that there are no compilers to optimize away unnecessary access checks and that
the set of rights is implicitly fixed by the kernel interface.

In some sense we can say the usefulness of a security model is defined or
limited by its safety, and its range of application or expressiveness determines
how interesting the model is. In this paper we have chosen to focus on safety.
We hope that DTAC’s flexibility will be obvious and let us defer consideration
of its range of application to another paper.

The remainder of this paper is organized as follows. We review some ad-
ditional background information and related work in Section [l The formal set
based description of the DTAC Model is presented in Section |, and we introduce
the safety invariant in Section [l Some extensions are considered in Section [l
and finally Section [llwraps up with some observations and a discussion of future
work.

2 Background

This section provides background information and discusses some related work.

In 1971 Lampson [LamZl|, described informally a general access control ma-
trix claiming that “almost all the schemes used in existing systems are subsets
of this one”. In particular his scheme could be used to describe standard discre-
tionary controls and some multilevel secure schemes.

Formal descriptions of access control models are important for explaining
and comparing models, for proving properties about models, and for attempts
at validating implementations of the models.

In 1976 Harrison, Ruzzo and Ullman [FE5E40] presented a formal description
of a model similar to Lampson’s, commonly called the HRU model. The result
was that they were able to “rigorously prove meaningful theorems”. In particular
they introduced a definition of safety proving that “there is no algorithm which
can decide the safety question for arbitrary protection systems”. Safety for them
ensures that “a user should be able to tell whether what he is about to do (give
away a right, presumably) can lead to further leakage of that right to truly
unauthorized subjects”.
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Harrison et al proved that safety was undecidable in general. They identified
a subclass of decidable protection systems, and a not very useful further subclass
for which the safety decision is tractable.

Later work by other researchers has focused on identifying increasingly large
classes of protection systems for which safety is decidable and tractable. One of
the most recent is Sandhu’s Typed Access Matrix (TAM) model [E5557], which
added strong static typing, of both subjects and objects, to the HRU model.
The TAM model is capable of describing more protection systems (for example,
static role-based access control) and it has larger classes of models for which the
safety decision is tractable. However the typing is static and the model assumes
that it is configured initially by an external entity (the security administrator or
equivalent) and then operates without change.

The Type Enforcement [EEZH] security model has a clear structure. In this
paper, we make two generalizations to support highly dynamic environments:
firstly that everything should be dynamically changeable; and secondly that the
distinction between subjects and objects is not worth maintaining. Our dynamic
extensions to type enforcement reflect the view that drawing a hard line between
mandatory and discretionary controls is not beneficial. One goal of the DTAC
model is to allow the specification of the access control with variable amounts
of discretionary control.

We describe our model using an approach adapted from Harrison, Ruzzo
and Ullman [EEILEZ]. For us, this approach to modeling has the advantage of
explicitly capturing the set of commands available for making access control
changes. In the end the DTAC model more closely resembles the Typed Access
Matrix (TAM) model [RanSd] than it does the type enforcement model.

3 The Dynamically Typed Access Control Model

The Dynamically Typed Access Control (DTAC) model is defined using the
following underlying sets:

& the set of possible controlled entities;
T the set of possible security types;

R the set of possible access rights; and
C the set of possible commands.

For a given model the first three of these may be explicitly defined or left implicit
with specific elements introduced during the lifetime of the model. The set of
possible commands is defined by a simple language whose structure is given
later. No overlap is allowed between any of the underlying sets; for example, a
command can not be treated as a controlled entity.

In broad terms the DTAC model consists of a current configuration, a col-
lection of primitive operations to manipulate the current configuration, and a
set of commands controlling the use of the primitive operations. To properly
support change the primitive operations must be generic and parameterized by
aspects of the current configuration. And to properly control change the set of
commands must be part of the controlled configuration.
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3.1 Access Control Configuration

We can define an access control configuration as a tuple: A = (T, M, R, P,C)
where

T is the set of security types, T C 7T

M is a partial function with the set of controlled entities E = domain(M) C &,
and the set of populated types, range(M) C T}

R is the set of rights, R C R;

P is the access control relation, P C T x R x T'; and

C' is the set of commands.

For safety analysis all the components must be finite. Commands are dis-
cussed in subsection B&l A simple implementation of the access control relation
is as a matrix; we also refer to P as the permissions matrix.

If we wished to extend the model to treat commands as controlled entities
the simplest approach is to extend the domain of the mapping function M from
FEto EUC.

3.2 Primitive Operations

Commands are composed from a fixed set of primitive operations.

The basic actions of the primitive operations can be deduced from their
naming. To simplify the specification of commands and algorithms for safety
analysis the formal definitions of operations include preconditions to maintain
the consistency of the configuration.

We use the following shorthand notation to simplify the definitions:

A[X/Y] denotes the configuration A with element Y replaced by X;
REFR(C) is the set of rights referred to by the set of commands C;
REFE(C) is the set of entities referred to by the set of commands C; and
REFr(C) is the set of types referred to by the set of commands C.

Primitive operations are defined by A =, A’ where op is one of:

1. create entity e of ¢

ife¢ E;andteT

then M’ = M U{(e,t)}; and A" = A[M'/M].
2. destroy entity e

ife€ E;and e ¢ REFE(C)

then M’ =M — {(e, M (e))}; and A’ = A[M'/M].
3. remap entity e to ¢

ifee F;andteT

then M’ = (M — {(e, M(e))}) U{(e, )};

and A’ = A[M'/M].
4. create type 't

iftegT

then 7" =T U {t}; and A’ = A[T"/T].
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5. destroy type ¢
ift €eT;and t ¢ REFr(C); and t & range(M)
then T/ =T — {t}; and A" = A[T"/T].
6. create right r
ifrégR
then R = RU{r}; and A’ = A[R'/R].
7. destroy right r
ifr € R; and r ¢ REFR(C);
and Vo,y € T, (z,r,y) € P
then R = R — {r}; and A’ = A[R'/R].
8. enter right r from t; to t,
ifre Ryand t; € T; and to € T
and (t1,7,t2) € P
then P’ = PU{(t1,7,t2)}; and A" = A[P’/P].
9. remove right r from t; to t,
ifre Ryand t; € T; and to € T
and (t1,r,t2) € P
then P' = P — {(t1,7,t2)}; and A’ = A[P’/P].
10. create command c
if c¢ C; and REFg({c}) C E;
and REFr({c}) CT; and REFr({c}) C R
then C’' = C' U {c}; and A" = A[C"/C].
11. destroy command c
ifceC
then C' = C — {c}; and A" = A[C"/C].

3.3 Commands

We define commands as a triple (parameters, guard, body), where: parameters
is a list of formal parameters used in both the guard and the body; guard is
a boolean valued function indicating whether the body may be performed; and
body is an ordered sequence of operations.

Each command also has a derived precondition. The precondition is checked
before the guard function is called, and the command is defined to do nothing if
the precondition is not met. The command precondition is implicitly defined by
the sequence of primitive operations in its body, specifically it is defined to fail
if any of the preconditions of the operations in the body would fail if the body
was executed in the current configuration.

So long as no recursion is introduced, it is acceptable to include other com-
mands as operations in the body. However the enclosing command’s precondition
must subsume those portions of the enclosed commands precondition that are
not guaranteed by earlier operations. Since nested commands can be removed
with a simple rewriting we assume, for simplicity, that all operations are prim-
itive operations. Commands are considered to execute atomically, this may be
obtained by maintaining a strict serial ordering or by ensuring serialisability.
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The actual operations from entities to entities that are designed to be con-
trolled by the rights must be model-led by commands. In cases where such com-
mands make no change to the configuration they will have an empty body.

In general a guard is a boolean valued function over the configuration. Guards
are entirely responsible for ensuring the correct usage of commands, and are
discussed in more detail in Section 3.

The ability to define new commands is particularly powerful, and extreme
care is required to ensure that new commands enforce all the restrictions of
existing commands. To this end it is suggested that all new commands are defined
with guards to appropriately restrict the environment in which they can be used.

3.4 The Initial Configuration

We defined the DTAC model in terms of a current configuration, which is suffi-
cient to understand the model. For a complete protection system we must also
specify the initial configuration Ag, which is a tuple (Ty, My, Ro, Po, Co).

The following trivial initial configuration places no restrictions on the set of
possible future configurations. It is expected that real systems will specify initial
configurations that seriously restrict the set of possible future configurations.

Atrivial = (Ta Ma Ra Pa C)a where

T = {init}, the initial type;

M = {(bootstrap,init)}, where bootstrap is the initial entity;

R = {anything};

P = {(init, anything, init) }; and

C is a set of commands, each exposing one primitive operation, with a
guard requiring the right anything.

4 Safety

The most difficult aspect of safety is actually producing a useful concrete def-
inition. In this section we define safety for DTAC, indicate how safety can be
enforced dynamically, and discuss aspects of expressiveness and efficiency.

An informal definition of safety is that no user can access system resources
in an unauthorized manner. This encompasses those resources which may not be
accessed at all, and those resources that must be accessed in a restricted manner
(such as password databases, and audit trails) as well as those over which the
user has full control. In addition it is important that we avoid improperly denying
legitimate access to system resources.

Safety is an overall system property which relies on the correct integration of
all the system security mechanisms, of which access control is only one. Safety
for an access control model, such as DTAC, is necessary, but not sufficient, for
the safety of a complete system.

In order to support a realistic security model, DTAC provides the ability
to control access based not only on its own internal functionality but also on
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additional external hooks representing other security mechanisms — for example,
trusted software components and user authorization databases.

Most analysis of safety must accept that some entities can be trusted not
to inappropriately leak rights or information, for example entities representing
parts of the TCB. Establishing appropriate levels of trust in entities is a separate
problem not pursued here. As with type enforcement [EE=H], DTAC can be used
to limit the amount of trust placed in any single entity.

The DTAC model introduces dynamic typing, which complicates the safety
analysis, but as with programming languages, when static checking fails we can
resort to dynamic checking.

Adopting a static approach, Harrison et al [EEEEZd| established that, al-
though safety is not in general decidable, it is decidable, and even tractable, for
limited classes of models. Unfortunately the restrictions imposed make the mod-
els less than useful in practice. Sandhu [Ranil] extended the tractable classes
of models with the addition of typing information. So where Harrison et al,
and Sandhu have tried to derive static, a priori proofs of safety, we advocate a
dynamic approach which allows us to consider large classes of configurations.

4.1 Definition of Safety in DTAC

We consider safety in two parts: safety of individual configurations which needs
to be defined by the security modeler, and safety of the overall DTAC model
which must be enforced by DTAC.

Configuration safety is a property which must be externally defined. For
DTAC we expect that this will normally be expressed as a predicate over the
configuration. Such definitions of configuration safety may be expressed as con-
straints on paths in a labeled directed graph constructed from the permissions
matrix. Since the configuration, and hence the permissions matrix, has finite
size, it is possible to formulate configuration safety decision algorithms that run
in polynomial time and space.

Safety of the DTAC model is simply the condition that all reachable config-
urations satisfy the configuration safety property. A configuration is reachable
if it is the initial configuration, or if it can be attained from another reachable
configuration by the effect of an allowable command of that configuration.

A static safety analysis would normally require either explicitly calculating
the full reachability set, or characterizing it in some reduced form. The tractable
approaches in the literature [EREZAESEE| consider constraints on the com-
mand set which permit such state space reduction. As our primary intention is
to provide a highly flexible model, we consider it unrealistic to establish safety
in this way. Instead, we permit configurations to contain commands which, if
applied, would yield unsafe configurations, and simply strengthen the notion of
which commands are allowed to be applied.

The DTAC model achieves overall safety by dynamically checking whether
commands result in safe configurations, and then refusing to admit a change if it
would be unsafe. Therefore the model itself enforces the maintenance of a safety
invariant — the safety of each configuration that the model admits.
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In operation, a simplistic DTAC enforcement mechanism needs to check three
applicability conditions for commands. The first condition is the implicit pre-
condition derived from its constituent primitive operations; this condition is
responsible for maintaining the consistency of the underlying DTAC model out-
lined in Section l The second condition is the explicit guard attached to each
command. The third condition is the safety of the resulting configuration; in
practice this test might require a trial configuration to be established so that no
actual change is made until the test is passed.

4.2 Efficiency Concerns

By strengthening the applicability conditions for commands, we are achieving
safety at the cost of more dynamic checking. In general, we believe that all the
checks required can be limited to algorithms with polynomial time and space
complexity.

Even so it is likely that a naive dynamic checking algorithm would be too slow
in practice. Fortunately there are simple design optimizations, some of which we
will now expand on.

Firstly, eliminating or optimizing dynamic checks on the most common and
time critical commands will improve the overall system performance. There will
be classes of commands guaranteed to maintain the safety invariant, and for
which the dynamic check is not required. For example, the commands that model
operations to be checked by the model but have empty bodies and do not change
the configuration (i.e. read and write in non-floating label models) do not need to
check the safety invariant. As another example, we are aware of potentially useful
sequences of primitive operations, such as cloning an existing type, which are
guaranteed to be safe. As a third example, most systems will create and delete
entities (files, processes, shared memory segments, etc) far more often than they
will change the sets of types and rights the system must manage. It is likely
that the safety invariant would be insensitive to such changes. Therefore we can
eliminate the dynamic checks on the most commonly executed commands. This
separation of concerns is one of the major benefits of the use of types in the
DTAC model. A DTAC mechanism should allow such commands to avoid the
dynamic checks.

A second form of optimization would exploit the fact that most commands
would make relatively small changes to the configuration, and therefore most of
the dynamic checking results could be cached from the previous analysis step,
and the checking thereby conducted incrementally. For example, adding a new
type for isolating untrusted software will have minimal change on the overall
configuration, and this will be reflected by minimal change in the paths needing
to be analyzed.

4.3 Expressiveness

There are two places where safety conditions are made explicit in DTAC. One
is the safety invariant, and the other is the guards for commands.
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Allowing more expressive guards in the commands permits the direct expres-
sion of stronger constraints on applicability for particular commands. This not
only addresses aspects not addressed by the safety invariant, but supports the
dynamic checking of the safety invariant in the guards.

In [E=2574] a rudimentary rule based system was suggested as a method for
controlling dynamic change in a type enforcement based security model. This
approach can be adapted to the DTAC model. One implementation technique
is to encode the rules as part of the command guards, so that the distinction
between the guards and the maintenance of the safety invariant becomes blurred.
With such an approach, care needs to be taken that commands that mistakenly
avoid the safety invariant check are not introduced.

In the original HRU and TAM models the command guards were simply con-
junctions of tests for the presence of rights in the permissions matrix. Extending
this to disjunctions and adding the capability to test for the absence of rights
[ is straightforward, though it complicates the safety analysis.

We can generalize the guard to be an arbitrary predicate over the access
control configuration so long as checking the predicate remains tractable.

To allow DTAC to incorporate information supplied by other security mech-
anisms (such as authorization subsystems) we extend the guard to include ez-
ternal functions. So long as evaluation of the guard does not exceed polynomial
complexity deciding safety remains tractable.

It would also be nice to extend guards to allow general use of existential and
universal quantification, as this will be required for the expression of the safety
invariant. However careless use of quantification could make the complexity of
safety analysis exponential in the size of the model. Restricted use of quantifi-
cation within functions is possible where this can be enforced by the language
used to define the functions. Thus safety invariants can be encoded in functions
and embedded in command guards.

5 Extending the Model

So far we have avoided considering the expressiveness of the DTAC model. Since
DTAC is derived, by adding flexibility, from an access control matrix model it
should come as no surprise that it is fairly straightforward to construct other
matrix based models in DTAC. However the flexibility of the DTAC model means
that we can go several steps further and construct role-based access control by
encoding user and role information in the type system and managing it with
the guard functions. Indeed the controls on dynamic change also allow us to
construct lattice based models such as Bell LaPadula [BCZ]].

The structural simplicity and flexibility of the DTAC makes it very easy to
construct other models. However the constructions are not always as natural as
we may desire, nor are unstructured types necessarily the best fit for program-
ming languages.
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The addition of explicit support for implied rights and structured types sim-
plifies certain forms of dynamic control, and may make the model simpler to use
in practice.

5.1 Implied Rights

First we give a simple example justifying the inclusion of implied rights, then
we give the extended model with implied rights. Outlining the transformation
of the extended model into the basic model, and finally argue that the extended
model is preferable for modeling.

Consider the situation where we have the set of rights (all, read, write). If we
wished to support more precise controls, we might create additional rights such
as (create, delete, append). Where the semantic interpretation of rights means
that all implies all rights, and write implies append.

The simplest semantic approach is to extend the semantics of command
guards, so that a check for the append right is satisfied by the presence of the
write right and/or the all right.

To provide formal support for implied rights, we must redefine or extend
several parts of our formal model:

1. extend R from the set of rights to a tuple (SR, <,) where SR is the set of
simple rights and <,. is a partial order over SR;

2. redefine P to be a function onto SR;

3. redefine the primitive operations enter right and remove right to operate
on SR not R;

4. extend the primitive operations create right and destroy right to adjust
<, for the creation or deletion of rights; and

5. extend the semantics of the “€” operator on the permissions matrix, as used
in command guards (but not in primitive operation preconditions), so that
a test of (x,r;,y) € P is satisfied if r;<,.r; and (z,r;,y) € P.

We can implement the extended model with the basic model by encoding the
partial order function <, into the features of the basic model. Unfortunately the
encoding enlarges and complicates the configuration obscuring the underlying
security design.

Therefore, for modeling purposes we believe it is preferable to create explicit
partial order functions because it makes it clear what the ordering is. It hides the
details in the redefinition of the “€” operator and is an example of the restricted
use of quantification referred to in Section Bl

5.2 Structured Types

There are two conceptually different ways in which structured types can be
significant. The first is when an entity’s type is a composite, and the second is
when composition is used to simplify the specification of types but each entity is
a specific type. An example of the first is a Unix-like system in which the entities
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have both individual and one or more group types. An example of the second is
in lattice based access control models where security labels are constructed by
composition.

If the goal is to be able to model entities having multiple types, then it is
simpler and cleaner to redefine the configuration to handle this: the mapping M
becomes a relation not a function, the primitive operations to create and remap
entities must take sets of types rather than single types as arguments, and the
delete entity primitive must remove all mappings. A particular configuration
remains free to choose how to interpret multiple mappings: as either a union or
an intersection of types.

If more complex structures are necessary then either the relationships can be
encoded as pseudo rights in the permissions matrix, or as separate type ordering
functions that are added to the model. Once again our preference is the same as
for implied rights: add explicit partial order functions, extend the “€” operator,
hide the quantification, and let the implementation optimize the construction of
derived permission matrices.

6 Summary

We introduced the dynamically typed access control (DTAC) model which we
believe has the structural simplicity and flexibility necessary for dynamic pro-
gramming environments. For those cases when safety cannot be proved in ad-
vance we outlined a polynomial complexity algorithm for constructing safety
invariants, based on the capability to include polynomial complexity functions
in guards on the commands.

The aim of developing the DTAC model was to have a single model that could
be used as a theoretical support to practical access control implementations in
programming systems. We believe we are on the right track, but that there is
still a lot of theoretical work to be done:

— An examination of the expressiveness of the DTAC model — preliminary
work indicates it is easy to construct other more well established models
(e.g. role-based access control, Bell LaPadula) in the DTAC framework, but
it should be done rigorously with particular attention to what happens when
we try to construct multiple models simultaneously.

— Examples of safety analysis — details of configurations of real world systems
to develop realistic sample configurations would help guide future work.

— Programming language modeling — we need to examine concrete attempts
at applying DTAC to programming language environments to evaluate how
necessary and how appropriate our suggested extensions are.

— Vertical integration — the DTAC model appears appropriate for both the
micro-kernel and programming environments, these are on a different scale
and while structured types look like they will suitably bridge the gap this
needs further exploration.

— Distributed operation — we have not yet addressed distributed coordina-
tion or tried to determine how much global knowledge is required for safety
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invariants. This may or may not be vertical integration, simply on another
scale.

— Safety Invariants — our worst case assumptions are something akin to the
monotonic variants of HRU and more importantly TAM. We have not yet ex-
plored whether restricting our model in a manner akin to ternary monotonic
TAM [B5557] will yield noticeable benefits.

DTAC is the first attempt to construct a flexible model for highly dynamic
environments that does not ignore the question of whether safety is decidable.
We believe the use of dynamic type checking and safety invariants allows us to
maintain or extend the size of class of systems for which the safety decision is
tractable, while allowing dynamic changes.
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Abstract. In this paper we study security properties of conference key
distribution protocols and give a hierarchy of four security classes. We
show various problems with the Burmester-Desmedt conference key dis-
tribution protocol and show that the authenticated version of the proto-
col belongs to class 2. We give a modification of the protocol that makes
it identity-based. Another modification provides us a class 4 protocol
that is secure against insiders’ attacks. This protocol is most efficient
compared to known authenticated conference key distribution protocols.
Finally we propose a particular key confirmation protocol that may be
combined with almost all conference key distribution protocols to achieve
the highest security.

Keywords: Security classes, Conference key, Identity-based.

1 Introduction

A prerequisite for using symmetric encryption and authentication algorithms
is that a common key be established between the communicating parties and
so the security of key distribution protocols (refereed to as KDPs) is of crucial
importance in the overall security of the system. Design and analysis of KDP has
been the subject of intense study and research in recent years with the overall
accepted conclusion that proving security even for a 2-3 message protocol is a
daunting task.

With the phenomenal growth of the Internet and distributed computer sys-
tems, conferences are becoming more frequent. A conference key distribution
protocol (CKDP) can be seen as a generalisation of KDP that aims at estab-
lishing a common key among a number of participants, forming a conference. In
recent years numerous protocols are proposed for this purpose [IEANE], but the
protocols either are inefficient or they are not secure with respect to all adver-
saries. Moreover there is no clear way of comparing them, as different protocols
have differing security properties.

The aim of this paper is twofold. Firstly, we set a framework for defining
and classifying security properties of CKDP, which will allow us to have a fair
comparison of existing protocols. Secondly, we propose identity-based CKDPs
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that satisfy the highest security requirements. Because of page limitation we do
not give a detailed proof of security, but we provide the framework and evidences
that strongly support the security claim. A complete proof will be given in the
final version of this paper.

To establish the framework, we first consider essential properties of a ”good”
CKDP and then independently look at possible adversaries. Combining the two
allows us to define a hierarchy of four security classes. We make clear distinction
between correctness of the protocol, freshness of the conference key, secrecy of the
conference and also authenticity of the conference key and show that unlike KDP
in which key authenticity is an extra property that is not universally required,
authenticity of the conference key is crucial for the security of the conference.
Throughout this paper we give example protocols for each class.

The protocols that we propose here are actually modifications of the Bur-
mester-Desmedt broadcast protocol [ (or BD protocol for short). The latter is
a generalisation of the Diffie-Hellman protocol [l from two to a group of users
and so it suffers from the same problems. Although Burmester and Desmedt
proposed an extension of their basic protocol, there are still many problems
with their proposal that we will see in this paper. In our first protocol, we just
show how to modify the BD protocol to make it identity-based. The resulting
protocol is as secure as their extended protocol, while requires much less com-
munication between the participants. The second protocol we propose achieves
the highest security according to the proposed classification and also provide
assurance about the sameness of the keys computed by participants. Finally, we
show how the basic BD protocol can attain the highest class just by adding a
particular key confirmation step to it. We note that, a modification of the BD
protocol is proposed in [[] that has a high communication complexity and also is
only of class 2 (according to our classification) as we show further. As far as we
know, the only other protocol of class 4 is the protocol 1 proposed in [, which
is considerably less efficient compared to our protocols.

2 Classes of security

For the purpose of the definition below, we give some informal definitions that
we specify in the following subsection.

A conference C is defined by a subset {Uy, ..., Uy, } of participants from a set
U. Participants in C are called insiders while those in U\C are called outsiders.
We assume that for a given conference, every user knows the identity of users
defining that conference.

A CKDP must satisfy the following properties.

. All insiders must be able to compute the conference key Kc.

. K¢ must be fresh.

. No outsider, having access to polynomially many messages of the previous
runs of the protocols and the corresponding keys, can calculate K.

. Every insider can be sure that either he is sharing the same key with all the
conference participants, or no two participants share a common key.

O Qwm»



322 Shahrokh Saeednia and Rei Safavi-Naini

Property A is the basic correctness property of protocols and ensures that all
insiders can compute the same key. Property B ensures that the key established
in each run of a protocol is new and so no old key can be useful for an enemy to
participate in conference communications. A and B are the necessary properties
of a ”good” conference key but do not guarantee ”security” of the key.

Property C guarantees the secrecy of the key (or more properly, the secrecy
of the conference) and is an essential property of CKDPs. Note that property C
has properties A and B as its pre-requisites.

Property D is the authenticity of the key and as we pointed out in the in-
troduction is very important for conferences. To compare with two-party KDPs,
firstly we note that a two party KDP can be considered as a conference of size 2.
So, property D (as it is defined) does not make sense for such protocols and must
reduce to the first half of this property when there are exactly two participants,
i.e., assurance about having a common key with the other participant. Anyway,
in 2 party KDPs properties A, B and C are always required. However property
D is not essential for the security of communication and is argued that is always
achievable by an extra handshake protocol using the distributed key. This is an
acceptable argument if we note that a protocol that satisfies properties A to C
can ensure secure communication because even if an adversary has successfully
disturbed the protocol such that the two participants have computed different
keys, there is no real danger in the compromise of confidential information as
the adversary does not have the key (property C) and in the worst case the en-
crypted messages sent by each participant are not readable by anyone, including
the valid recipient and so no secret information will be compromised.

In a CKDP the situation is different. A protocol that satisfies A to C cannot
be considered perfectly secure because subversion of the protocol might result
in various subgroups of the conference to share different keys. In this case an
encrypted message is readable by a subset of participants without them knowing
who is able/unable to read the message and so the protocol cannot be considered
secure. This is why D is an essential property of a secure CKDP.

2.1 Adversaries
In a given conference C,

— an insider, denoted by U;, is a user who is supposed to participate in C
and who can compute the conference key when he follows a predetermined
protocol designated for him.

— an outsider is a user who is not in C and may be of two different types:

e passive outsider, who only eavesdrops the communication and has access
to old session communications and keys.

e active outsider, denoted by U , who controls the entire protocol from
outside, or one denoted by f/'j who impersonates Uj. In both cases he
can modify, suppress and reorder the messages sent by the insiders.

The above two kinds of adversaries are the same as those considered in a two
party KDP where the implied assumption is that the insiders are honest and
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follow the protocol. In a CKDP the situation is different and in general one or
more participants may be malicious.

— A malicious insider, denoted by U i, is an insider who deviates from the
designated protocol and may impersonate one or more participants, and
modify, suppress and/or reorder the messages sent by the insiders.

We note that, this last enemy is the most powerful one and if it is considered
in the assessment of the protocol, there is no need to consider outsiders sepa-
rately, or in coalition with insiders. So we only consider an outsider when all the
insiders are assumed honest.

2.2 Classes

Combining the required properties with possible kinds of the enemy gives us a
natural classification of CKDPs.

Properties A and B deal with the correct working of protocols and ensure
that the protocol produces good keys in the absence of adversaries. Thus, they
constitute the shared properties of all protocols in all classes.

Property C, is that no outsider is in possession of the conference key. This
property can be interpreted as the secrecy of the conference. For example if an
adversary can share different keys with two subgroups of participants and relay
the messages between them without being detected, (similar to middleperson
attack on Diffie-Hellman protocol), the secrecy of the conference is lost. In ap-
pendix A we give such an attack on the basic BD protocol.

A protocol might achieve this property under two kinds of adversaries, re-
sulting in two classes of security.

C1. A passive outsider cannot find K.
C2. An active outsider cannot share a key with any insider in such a way that
they cannot detect its presence.

There are protocols that only satisfy C1 and not C2. Note that, if an outsider
succeeds to share a common key with the insiders but they can detect this fraud,
he will not be considered successful in the attack as the participants will not use
the key.

A CKDP that achieves A, B and C, might not be perfectly secure, as still

— An outsider may succeed in breaking the authenticity of the protocol by
tampering with the messages in such a way that not all the participants in
C share the same key.

— A malicious insider Uy, (or the coalition of a group of malicious insiders) may
succeed in breaking the authenticity of the protocol by tampering with the
messages in such a way that not all the participants in C share the same key.

Note that, in both cases breaking the authenticity of the conference has
the major risk that ”a common key is established by a subgroup of insiders
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while other insiders are unaware or have computed different keys”. We have
differentiated between outsiders and insiders to emphasise the point that there
are protocols that are secure with respect to the former, but not the latter,
case (examples of such protocols will be given later in this paper). This clearly
constitutes a danger for the conference, since secret communications may take
place just between a group of insiders and not between all of them.

In the light of this discussion property D results in two different classes of
security with respect to active outsiders or malicious insiders.

D1. It is infeasible for an active outsider to break the authenticity of the confer-
ence key without no insider detecting the fraud.

D2. It is infeasible for any coalition of malicious insiders to break the authenticity
of the conference key without no insider detecting the fraud.

So the hierarchy of security classes is as follows:

— Class 1 contains protocols that satisfy A, B and C1.

— Class 2 contains protocols that satisfy A, B, C1 and C2.

— Class 3 contains protocols that satisfy A, B, C1, C2 and D1.

— Class 4 contains protocols that satisfy A, B, C1, C2, D1 and D2.

We note that classes of security are inclusive: that is a protocol that belongs
to a higher security class (is secure with respect to more stringent requirements)
also belongs to the lower security class. Of course, one may imagine other classes
(for example, class of protocols satisfying A, B, C1 and D2, but not C2 and D1),
however, all other classes are of little use and are not useful for "good” CKDPs.

Classes 3 and 4 have no meaning for KDPs, because properties D1 and D2
only make sense for conferences of more than two participants.

To conclude this section, let us just notice that protocols of classes 2 and
higher have a kind of zero-knowledge property. In fact, if the protocol leaks
some knowledge about U;’s secrets that may allow adversaries to exploit it in
next sessions in order to do what they should not be able to do, then the protocol
does not belong to the related class, since this clearly violates properties C2, D1
and D2.

3 The BD broadcast protocol

In this section we first recall the basic BD protocol and then briefly describe an
extension of the basic protocol that provides security against active adversaries.

In the setup phase, a center chooses a prime p and an element o € Z, of
order q. Let {Us,...,U,} be a conference. The indices are computed in a ring,
so that U,,+1 is Uy and Uy is U,,. The protocol is as follows.

1. Each U;, i = 1,...,m, selects t; €r Z,, computes z; = a'' (mod p) and
broadcasts it.
2. BEach U;, i =1, ..., m, computes and broadcasts v; = (2;41/2;—1)% (mod p).
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3. Each U;, i = 1,...,m, computes the conference key as
K=" - oMY v? 5 - vi—2  (mod p).

The common key computed by all U;’s is

K¢ = aittettatatottnottnttnts  (od p).

It is straightforward to see that an eavesdropper knowing only messages
broadcasted by participants is unable to find the conference key, because in
order to calculate that key, the knowledge of one of the t;’s is necessary. So,
the protocol belongs to class 1. However, it is possible for an active outsider to
masquerade as any insider or even to share a key with each insider by playing as
a middleperson (see appendix A). Thus, in order to obtain class 2, participants’
communications must be authenticated.

For this purpose, Burmester and Desmedt proposed to combine the basic
protocol with an authentication scheme. Throughout this paper we call this
extension the full BD protocol. Here, we do not describe the proposed authenti-
cation scheme, but we will see how it is used in the protocol.

Each U; in the basic protocol, after having broadcasted his z;, authenticates
it to Ujt1, ¢ = 1,...,m. If the authentication of z; fails then U,;; halts. This

process is repeated sequentially and if it is successful for all U;, ¢ = 1, ..., m, each
U, authenticates the empty string to U;41. This second round would guarantee
that all z;, i = 1, ..., m, are authenticated.

A problem with this extended protocol is the authentication of users’ public
keys used in the authentication scheme. This is not considered in [B] and obvi-
ously without it, an active outsider can still masquerade as any insider. Another
problem is that the authentication scheme described by them uses itself an in-
teractive zero-knowledge proof, which requires some interactions between each
pair of adjacent participants. This seriously affects the interesting feature of the
basic protocol that is the low communication complexity.

In section 5, we show how to solve these problems without additional com-
munication and without using extra authentication schemes.

We conclude by noticing that the full BD protocol is not of class 3, because U
may still eliminate any [_/'j by substituting one of the v;s he receives and uses for
computing his key. This clearly results in a different key for [_/'j (other than the
conference key that other insiders compute). In order to achieve class 3, an extra
message should be broadcasted by each participant, as we will see in section 5.

4 Just-Vaudenay’s modification of the BD protocol

In [] Just and Vaudenay presented an attack on the full BD protocol and pro-
posed a generic construction of authenticated CKDPs from a two-party key
agreement protocol. Their proposal is actually a generalization of the BD pro-
tocol and is as follows.

1. Each pair (U;, U;11) processes the two-party protocol to obtain a key K.
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2. Each [:/'Z computes and broadcasts v; = (K;/K;—1).
3. Each U; computes the conference key as

Ke=K™ - o™ 02, viy= KKy, . Ky

K2

Clearly, this protocol has the same communication complexity as the full BD
protocol, due to the execution of m two-party key agreement protocol between
each pair of adjacent users. In addition, it remains of class 2, because,

— firstly each pair (U J—1s U j+1) can obviously eliminate Uj by choosing random
K; 1, K; and Kj;, instead of executing step 1 of the protocol (so, the
protocol is not of class 4), and

— secondly U can still eliminate any Uj by replacing one of the v;s he should
normally receive for computing the conference key (so, the protocol is not of
class 3).

5 How to make the BD protocol identity-based

The protocol we describe here is actually an adaptation of the idea used in [§] to
the basic BD protocol that provides an identity-based CKDP. This means that
to prevent outsiders’ attacks no additional communication between participants
is required. Note that, our goal in this section is to just make the BD protocol
identity-based and not to achieve security against malicious insiders.

In our system users’ keys are chosen by a Trusted Third Party (TTP) who
knows some secret information. In the setup phase the TTP chooses

— an integer n as the product of two large distinct random primes p and g such
that p — 1 =2p' and ¢ — 1 = 2¢/, where p’ and ¢’ are also prime integers,

— two bases @ and 3 # 1 of order r = p'¢/,

a large integer u < min(p’, ¢'), and

— a one-way hash function f.

The TTP makes «, 3, u, f and n public, keeps r secret and discards p and
q afterward.

In the key generation phase, each user, upon successful identification by the
TTP, receives a pair of public and private keys. The TTP does the following;:

— prepares the user’s public key, ID, by hashing the string I corresponding to
his identity. That is, ID = f(I),

— computes the user’s secret key as the pair (z,y) where x = o!? o

(mod n),
y=B"1P"" (mod n) and ID~! is computed modulo r.

The protocol is executed in three steps and has two broadcasts by each user.

1. Each U;,i=1,...,m, selects t; €g Z,, computes w; = y; - x5 (mod n) and
broadcasts it.

2. Bach U;, i = 1,...,m, computes z; = wJI-Dj - B (mod n), for j =i—1 and
i+ 1, and then computes and broadcasts v; = (2;41/2;—1)% (mod n).
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3. Each U;, i = 1,...,m, computes the conference key as
K=" - oMY v? 5 - vi—e  (mod n).
The common key computed by Uss is
KC — at1t2+t2t3+...+tmt1 (mod n).

_ If wy is actually broadcasted by Uj, the value of z; computed by Uj,l and
Uj41 from w; and U;’s identity is a'. This, in itself, does not provide any
assurance about the origin of w;. However, if w; is originated by U; (or U), then

Uj,l and Uj+1 compute z; = at/, for some t' which is not known to U; (nor
U ). As a consequence, the latter cannot compute a valid v; in step 2, which
clearly results in different keys for all insiders, without the outsider being able
to calculate either of them. Thus, the protocol is of class 2. However, as we have
seen in the full BD protocol, U may still eliminate any Uj just by substituting
one of the v;s he receives. So, in order to achieve class 3, it suffices that each
U;, after computing the conference key, broadcast a final message consisting of
an encryption of one of the values he has broadcasted during the protocol (w;
or v;), using his key. Now, every insider can easily check the sameness of his key
with others’ keys.

Obviously, such a protocol may not be of class 4, because two dishonest insid-
ers U j—1 and U j+1 can still collaborate for impersonating Uj just by replaying a
previous sessioll. The scenario is as follows. In step 1, U j—1 and U j+1 select the
same t;_; and t; 4, respectively, as in a previous session and so broadcast the
corresponding w;_1 and w;4;. Furthermore, one of them broadcasts the w; that

[_/'j had broadcasted in that session. Now, although ¢; is not known to U j—1 and
U j+1, they know that v; that should be broadcasted in step 2 is the same as that
of the previous session. Hence, once the same v; is broadcasted, all other users
compute the same key and believe that U ; is actually involved in the conference,
while the latter is unaware that a conference is happening.

Obviously, this attack is ineffective and has no sense when there are exactly
3 participants in the conference. This is in itself an forward step compared to

the full BD protocol, but still so far from being perfect.

6 A class 4 protocol

In the light of the above discussion, it seems that, in order to achieve class 4,
messages by each participant must be authenticated to all others. In fact, if
only z; is authenticated (to all others) it is still possible for the coalition of

U j—1 and U j+1 to share a key with Uj on the one hand, and another key with
other insiders on the other hand (see appendix B). To be more precise, it is
not really mandatory to authenticate z;; the authentication of v; is sufficient to

1 Other scenarios are also possible.
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obtain class 4. Without authenticating z;, the only possible attack for adversaries
is to substitute some of them, which obviously just results in different keys
for different participants and is not considered as a danger for the conference
(see properties D1 and D2). However, because of this possibility an extra key
confirmation protocol should be used for checking the sameness of the keys.
Using the techniques proposed by Burmester and Desmedt, this requires for
each Uj to participate in m — 1 interactive proofs as the prover and in m — 1
others as the verifier, that will result in a very high communication complexity.
In this section, we propose a protocol which is provably of class 4, and pro-
vides key confirmation during the protocol without using an extra protocol. We
show how to authenticate both z; and v; by only one additional message and
without any further interaction between participants. The protocol is identity-
based and uses the same approach used in our first protocol described above.

1. Each U;, i = 1,...,m, selects t; €r Z,, computes z; = o' (mod n) and
broadcasts it.

2. Each U;, i = 1,...,m, computes ¢ = f(21]]22]|...||zm) (where ”||” denotes
the concatenation), and then computes and broadcasts v; = (2441/2i-1)%

(mod n) and w; = y§ 'x{(vi)ti (mod n).

3. Each U;, i = 1,...,m, checks whether w]I.Dj -3¢ = zjf(vj) (mod n); j =

1,...,i—1,941,...,m. If so, computes the conference key as
K=" - vgmfl) c. Vi 4 - vi—g  (mod n).

The pair (z;, w;) constitutes, at the same time, a signature of v; and a witness
of the knowledge of ¢;, as well as U;’s secret key. It is straightforward to see that

with such a signature the replay attack by the coalition of U,_1 and U i+1 1s no
longer possible, because each value of ¢ is different from all previous values (with
very high probability) and thus guarantees the freshness of the signatures. This
means that no signature (for the same v; and z;) may be valid twice.

Note that, in the calculation of ¢, f is just used to reduce the size of ¢
and need not be a one-way function. As we can see, even if an adversary can
choose a ”good” z; in order to obtain an old value of ¢ for which he has a valid
signature, the replay attack fails, because the chosen z; does not correspond to
that signature.

In order to forge the signature of v;, an adversary should break an instance
of the RSA scheme that is known to be equivalent to factoring large integers.
Indeed, any valid signature should satisfy the following:

wiPi. g = zif(vi) (mod n).

Hence, since ID;, c, z7l, 0 and f(v;) are fixed values, the adversary has to break
an instance of the RSA scheme (root computation in Z,) to compute wll. Note

2 2 is fixed because the value of ¢ depends on it. One cannot first fix ¢ and compute

z; afterward.
3 For 2; = w; = 0 the test would always be successful. However, this may be detected
and rejected by the participants when z;s are broadcasted.
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that, one may first fix w; and compute f(v;) afterward by solving a discrete
logarithm problem, but this is still hard). In that case, one should invert f to
derive v; from the solution. However, even if all these are possible the final value
is not a valid v; based on z;_1, z;4+1 and t;. As a result, although the signature
of v; will be accepted by all the insiders, no pair of insiders will compute the
same key using that v;.

The correctness of w; with respect to v; and z; means that the latter are
actually originated by U; and in addition they are new. This guarantees the
authenticity of the key, because in the case that all w;s are correct all insiders
will compute the same key and in the contrary case at least one of the insiders
can detect the presence of adversaries. So, the protocol belongs to class 4. In the
full paper we give a formal proof of this claim.

7 Basic BD protocol with key confirmation

Authenticating the messages of a given Uj; is to just make sure that those mes-
sages are sent by Uj and not f/'j, or more precisely, that U; = Uj. This assurance
may also be achieved by making sure that all U;s have successfully computed the
same key and nobody else has that key. For this purpose, it suffices that each
participant broadcasts a signature of his key, whose correctness may be checked
by all others. The signature should be linked to the user’s identity and also in-
clude a challenge originated by its signer that is known to all other participants.
Note that, including a challenge in the signatures is of particular importance,
because if a middleperson can share the same key with all insiders by modify-
ing their messages, then without using any challenge, each signature would be
accepted by all others without any additional intervention by the middleperson.
Our proposed protocol is as follows:
After having performed the basic BD protocol (with composite modulus),
4. Each U;,i=1,...,m, computes k; = f(K;) and w; = yzxfk (mod n) and
broadcasts it.
5. Bach U;, i = 1,...,m, verifies whether wJI-Dj = zjk (mod n), for j =
1,...,i—1,i+1,...,m. If they hold, then U; accepts, otherwise rejects and
halts.

Note that here the use of the parameter ¢ is not necessary, because the
conference key (and so k;s) is guaranteed to be fresh. Note also that, this key
confirmation protocol is not really a separate phase added to the key establish-
ment protocol, since part of the signature (i.e., z;) is already communicated in
the key establishment phase.

Having such a signature, all participants can make sure that, firstly, w; is
calculated using U;’s secret key, secondly, its sender knows t; and K¢, and finally,
it is fresh.
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8 Conclusion

We have considered CKDPs and have proposed four security classes based on the
properties of a ”good” CKDP and adversaries’ power. In this classification we
have emphasized the properties that are not significant for two-party protocols
but are crucial for the security of conferences.

We have presented two identity-based CKDPs that are based on the basic
BD broadcast protocol. The first protocol achieves the same security level as the
full BD protocol (with authentication) while requires much less communication.
The second protocol, is a modification of the first protocol and achieves the
highest level of security according to our classification. Under some reasonable
intractability assumptions this protocol is provably secure against all kind of
adversaries.

The material used in the identity-based aspect of our protocols may also be
used to define an identity-based signature scheme which is of particular interest
in itself. We have shown how this signature scheme may be used as a key confir-
mation step that may be added to the basic BD protocol (or any other CKDP
that is of class 1) to obtain a class 4 protocol.
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A Middleperson attack on the basic BD system

In this section, we show how a middleperson U can share a key with each insider.
We assume that it is possible to broadcast a message in such a way that a given
U; cannot receive it. In that case, we denote it by broadcast (\U;).
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1. Each U;, i = 1,...,m, selects t; €g Z,, computes z; = a'i (mod p) and
broadcasts it.

1°. U captures z and instead broadcasts(\U;) 2 = o' (mod p), for some ran-
domt,,i=1,...,m

2. Bach U;, i = 1,...,m, computes and broadcasts v; = ( 21 /7z_1)" (mod p).

2’. U captures v;, i = 1,...,m, and instead broadcasts (\U;), v *(Z:+1/Z:L1)

(mod p), fori=1,...,m.
3. Bach U;, i = 1,..., m, computes his key as

Ki= ()™ - ()™ (vj)™ 7 o (vipy)  (mod p).
The key computed by U;, i = 1,...,m, is actually
K; = atitLl+tit§+1+ti+1t§+2+...+ti,2t§71 (mod p).

which may be calculated by U.

B Middleperson attack by malicious insiders on the
extension of the full BD protocol

Here, we assume that no participant can distinguish between a received broad-
casted message and a message sent only to him.

1. Each U;, i = 1,...,m, selects t; €r Z,, computes z; = a'' (mod p) and
broadcasts it.

2. Each U;, i = 1,...,m, verifies the authenticity of z, k = 1,...,i — 1,i +
1,...,m, using an authentication scheme. If the authentication of one of the
zis fails then U; halts.

3. Bach U;, i # j — 1 and j + 1, computes v; = (z;11/2_1)"% (mod p) and
broadcasts it.

4. U;j_y and U1 capture vj, compute Vi = (2j41/2- 1)t/' (mod p) for some

random ¢’ and broadcast (\U;) it as v;. They also compute iy =

(at;/2j72)tj71 (mod p) and v, = (zj42/ i)ti+1 (mod p) and broadcast
(\U;) them as v;_1 and v;1, respectively. In addition, they send to Uj, the
real v;_1 and v;4; that they have computed following step 3.

5. Bach U; (i = 1,...,m, i # j + 1) computes his key, based on v;s he has

. ) —1 ~
received, as K; = 2" - vgm ). v? 5 - vi—g (mod p). Uj41 computes
. _omthti 7 (m—1) (m—2) 3 /
Kjr =o'/ v, ™ vy - vy (mod p).

AllTU; (i=1,...,m,i+# j) compute the conference key

K = at1t2+...+tj,1t;+t;tj+1+...+tmt1 (mod p).

U; computes K; = af1tzt-+imti (mod p), that may also be computed by [:/'j,1
and Uj+1.
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Abstract. We present an abstract formal model for protocols, based on
abstract logical secure channels. Unlike other models it is not primarily
intended for protocol analysis but to serve as the top layer of a layered
top-down design method for protocols. We show examples of key estab-
lishment protocols for which this model can be used. Modular design of
protocols is supported with a concatenation theorem for protocols.

1 Introduction

The principal goal of cryptographic protocols is to provide certain security ser-
vices. If a protocol is not designed correctly it may fail to provide the required
security service. Numerous cases exist where protocol flaws have been very hard
to detect. Consequently, the need for formal verification of cryptographic pro-
tocols is widely accepted and various different techniques including logics of
authentication and formal model-checking have been proposed and successfully
used to find security flaws.

Most of the work has been concentrated on analysis of protocols rather than
on systematic design of secure protocols. Design principles have been published
[0 that can be used like “rules of thumb” during protocol design and general
requirements for classes of protocols. Recent exploration of the design principle
approach has shown exceptions to principles and limitations of this approach
[Z1]. The biggest problem with design principles is that the applicability of these
principles depends on the intended protocol goals and the mechanisms used to
achieve these goals. One approach to deal with that problem would be a top-
down design method, where the goals of the protocols are clearly specified at
a relatively abstract layer. Design principles can then be employed during the
refinement process towards a concrete representation of a protocol. In this paper
we present an abstract model for cryptographic protocols that can be used as the
top layer of a layered design method. It is part of a long-term project aimed at
the development of a formal top-down methodology for cryptographic protocols.

As described in [H] there are two ways to use formal methods in design of
protocols. One approach is to develop methodologies for protocol specification in
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a way that they are appropriate for application of formal analysis methods. The
other approach that we intend to combine with the first, is the layered approach.
The design process starts with a relatively abstract model at the top layer and
ends in a refined specification that can be proven to be an implementation of the
top level. The model itself is inspired by a model proposed by Heintze and Tygar
in [M] but reaches a higher level of abstraction through substituting encryption
by logical secure channels. The concept of abstract logical secure channels was
proposed in [§| for comparison of various approaches to establish secure chan-
nels in open networks. In [ abstract secure channels are used in a framework
for design of secure protocols. With asynchronous product automata we use a
universal description method for cooperating systems that is well embedded in
formal language theory. The protocol goals are included in the model as beliefs.
While the model of the protocol itself is very abstract the goals of the protocol
are expressed at a low level of abstraction. For example, we avoid expressions like
“K is a good key’ by using explicitly the properties K must have to be a good
key. Since a protocol designer must be well aware of the actual protocol goals,
it must be very clear what the goals are at the top layer of a design method.
Our model permits the application of different analysis methods to the abstract
protocol. In this paper a very direct logical verification is described. This type of
verification helps the protocol designer to check that protocol steps satisfy the
conditions for the establishment of new beliefs. A modular approach to protocol
design is supported by a concatenation theorem that gives sufficient conditions
for a secure concatenation of protocols.

Our approach to protocol design is very general and can be used for different
types of protocols. As shown in [i4] different protocol goals require different
design principles. A formal design method has to deal with the same differences
caused by different goals of cryptographic protocols. Therefore it is advantageous
to develop design methods for particular classes of protocols. In this paper we
concentrate on protocols providing key establishment.

2 Preliminaries

2.1 Secure Channels

On the top level of the design method we abstract from using cryptographic
algorithms by assuming existing secure channels. The only way for agents to
communicate is by using channels with defined security properties. The channels
we use are defined as follows:

broadcast channel All unencrypted messages are considered to be broadcas-
ted. These messages provide no security, as every agent can receive, send
or alter these messages.

authentication channel Authentication channels are associated with one
agent. Only this agent can send on his special authentication channel,
but every agent can receive these messages. The recipient needs to know
the content of the message to be able to verify the authenticity. We assume
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that it is impossible to recover a message sent only on an authentication
channel.

confidentiality channel Like authentication channels these channels are as-
sociated with one agent, but this agent is the recipient. Agents sending
on confidentiality channels can be sure that nobody else but the intended
recipient can read the message, unless it is repeated on another channel.

symmetric channel These are associated with a pair of agents. Both can send
and receive. This channel provides confidentiality and authentication. How-
ever, the recipient can only be sure about the identity of the sender if he
knows that he has never sent the particular message himself.

We use a very strong definition of authentication and confidentiality, because
it is always possible to weaken these properties by sending additional messages
on different channels. It is important to notice that messages sent on two different
channels may be implemented as one message. For example a certificate for a
key would be sent as broadcast and repeated on an authentication channel. An
implementation would use an authentication mechanism that permits one to
recover the content of the authenticated message.

The use of abstract logical secure channels in a formal model for the specifica-
tion of protocols permits one to describe protocols at a high level of abstraction.
Some possible security flaws must not be taken into consideration at that ab-
stract level, but can be postponed to a lower layer of the design process. Among
others, security problems caused by properties of particular cryptographic func-
tions can be addressed during refinement steps for the implementation of logical
secure channels. See [l] for examples of attacks resulting from inappropriate
choice of encryption methods.

2.2 Protocol Specification

The common way to informally express protocols is not suitable for a formal
design process. As all internal actions of agents are ignored or implicitly assumed
in the notation

P — @ : Message

important information for a secure implementation of the protocol remains un-
specified. Similar to the model proposed by Heintze and Tygar in [H] we specify
agents as individual non-deterministic machines.

The specification of the protocol consists of two parts. Firstly, the abstract
secure channels used by the protocol. The second part of the protocol specifica-
tion is the actions of the principals. The aim of our design method is not to be
able to design every possible secure protocol, but to design a restricted class of
protocols with special security properties. We define a set of agents P and a set

! The agents have non-deterministic behaviour, but in practical cases the behaviour
of the whole system has to be a regular prefix-stable language represented by a finite
labelled transition system.
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of possible actions to be used in protocol specification. Possible actions are gen-
eration of nonces or key-data, sending messages on different channels, receiving,
checking and accepting messages.

2.3 Protocol Goals and Security

For the present we concentrate on key establishment protocols with the basic
aim to establish a shared key for two or more users. Further aims like key-
confirmation are not included in the model but may be added in future. It is
commonly accepted that the goal of a key establishment protocol is to establish
a key with the following properties:

1. Only agents participating in the protocol and eventually trusted servers know
the key.

2. Each agent who wants to accept a key as a “good” key must be sure that
the key has never been used before.

This leads to the following definition of security as proposed in [H].

Definition 1. A protocol to establish a session key is secure if it is secure for
all users involved. A protocol is secure for a user A if:

— A has acceptable assurance of who may have the key value.
— A has acceptable assurance that the key is fresh.

A protocol designer should be well aware of the goals he wants his protocol
to achieve. Therefore and for verification of the abstract model, we include the
protocol goals as beliefs in the model. The goals may be expressed as beliefs of
the form “P believes shared(Set of agents, data)” or “P believes fresh(data)”,
with P a principal of the protocol.

2.4 Asynchronous Product Automata

In this section we give a short introduction to Asynchronous Product Automata.
APA are a universal and very flexible operational description concept for coop-
erating systems allowing different syntactic representations. Among them are
various types of “simpler” or “higher” petri nets [{8] or all types of communi-
cating automata like for example SDL [[] or ESTELLE [[]. Thus the design
method is not restricted to the use of asynchronous product automata. For an
explanation how the concept of asynchronous product automata “naturally”
emerges from formal language theory see [i].

An Asynchronous Product Automaton consists of a family of State Sets
(Zs)ges, a family of Elementary Automata (Pi, At),or and a Neighbourhood
Relation N : T — P(S) ; P(X) is defined as the power set of X where T and S
are index sets for the elementary automata and state components.

For each Elementary Automaton (@, A;) is
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— @, its Alphabet and
— Ay C Xsenw(Zs) X Py X Xsenw)(Zs) its State-Transition Relation

For each element of @; the state-transition relation A; defines transitions that
change only state components in N(t). The state transition relations A; are
defined using interpretational functions ¢; and transition functions 7. Different
actions of one elementary automaton t are distinguished using its alphabet &;.

An APA’s States are elements of X4 _g(Zs). To avoid pathological cases it
is generally assumed, that S = |J,.(N(t)) and N(t) # 0 for all ¢ € T. Each
APA has one Starting State qo = (qos) gc§ € Xge§(Zs)- Consequently an APA
is defined by A = ((Zs)ges: (Pr; At),cT> Vs q0)-

State Component Elementary Automaton
labelled with S € S labelled with ¢ € T

\

Arc indicates: S € N(t)
Fig. 1. Graphical representation of APAs

An APA can be seen as a family of elementary automata. The state set of
each elementary automaton is structured as a product set and the elementary
automata are “glued” by shared components of their states. Different elementary
automata can “communicate” over the shared state components. See figure Hlfor
the graphical representation of elementary automata, state component and the
neighbourhood relation N. When one elementary automaton t changes its state,
the states of all elementary automata sharing a state component with t are
changed as well.

3 An APA model for abstract protocols

As described above an APA A is defined by A = ((Zs) g5 (D1, A1)t € T, N, qo)-
For our model we define fixed index sets S and T with a defined neighbourhood
relation N and a fixed family of state sets (Zs)gcg- The behaviour of agents,
and thus the protocols, can then be designed by choosing the alphabet and the
state-transition relation for each elementary automaton ¢ € T and a starting
state qo. Sp and Tp are the index sets for agent P.

— Sp = {Known_P, Belief _P, Rec_Channels_P, Send_Channels_P} and
— Tp = {Internal_P, Send_P, Receive_P}.

S = UPeIP’ Sp and T = UPeIP’ Tp U {tnet} with t,e; the elementary automaton
representing the communication between agents.
The meaning of the state components is as follows.
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— Belief_P: The current beliefs hold by P.

— Known_P: Data the agent has knowledge about and that it can recognize
or use in generation of new messages.

— Channels: The abstract logical secure channels must be predefined by the
designer of the protocol. According to the type, channels are modelled using
different state components.

broadcast channel one receive- and send-component for each agent
confidentiality channel one receive-component for the recipient
one send-component for each agent
authentication channel one send-component for the sender
one receive-component for each agent
symmetric channels receive- and send-components for each partner

For each state component the sets (Z) must be defined. The basic sets to
use for the definition of (Z) are Messages and Message-Tags. The Messages
can be an arbitrary combination of agents addresses, nonces and key-data. The
tags are used for the message data memorized in Known_P. They represent the
information the agent can use for further actions. Agents memorize data together
with tags, that explain the knowledge the agent has about the specific data. For
example if an agent generates a nonce IV, it memorizes an expression of the form:
(N, nonce, self_generated, not_sent). Some possible tags are

sent_au The tagged data has been sent on an authentication
channel.

to_be_checked Some data has to be verified against data still to re-
ceive.

sent_broadc Data has been sent on a broadcast channel.

sent_to {set of agents} Data has been sent on confidentiality channel to agents
in {set of agents}.
types All message types can be used to tag data.

The transition function defines the behaviour of one elementary automaton.
We use the elementary automaton’s alphabet @ to distinguish between different
tasks of the particular automaton. We describe informally some tasks of the
different elementary automata.

Internal P generate key
generate nonce
apply a function to elements of Known_P

Send_P Send messages according to the state of Known_P and update
Known_P

Receive_P Accept or reject messages according to the state of Known_P and
update Known_P

All elementary automata of P may change the state of Belief_P. The protocol
designer has total freedom on how to update beliefs. The beliefs are the part of
the model in which the protocol designer has to express the goals to be achieved
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by the protocol. We have only included the very basic beliefs of freshness and
confidentiality, as these are the major factors in key establishment.

Verifying the “validity” of beliefs can be done in different ways. For example
an attacker can be included in the model and formal model checking methods can
be used to check whether the attacker is able to compromise protocol goals. We
have chosen a more direct way as described in the next section. This verification
can be automated using the Simple Homomorphism Verification Tool [E].

3.1 Verification of Beliefs

We use the transition function of all elementary automata of an agent to verify
its beliefs as they are generated or updated. To check that beliefs remain valid
as long as they exist, the labelled transition system that represents the complete
behaviour of the APA model is used. The update of the belief set is required
to happen in the same transition step as events that trigger the new beliefs. If
the belief would be updated in a later state, an attacker may add additional
behaviours, causing the model to reach the particular state without occurrence
of the triggering event. This would lead to false beliefs. The verification process
is very straightforward now, but may get more complicated when the model is
extended with further protocol goals and actions.

Freshness. There are two different ways to achieve freshness. An agent P
may believe some data N to be fresh if it generated it itself or if it receives N
authentically bound to an item it knows to be fresh. So the addition of the be-
lief “fresh(N)” to the set Belief_P must happen simultaneously with the internal
action “generate N” or the receipt of N on an authentication channel together
with some data X that P believes to be fresh.

Confidentiality. Again, there are two different ways to let an agent believe
in confidentiality. If an agent P sends a message M to Q on a confidentiality
channel, it must add Q to the set of agents able to see M. There must be no
state transition where the same data is resent on a different channel without
updating the beliefs. To achieve shared({P,Q},M), (M,self generated) must be
element of Known_P. The second way to achieve confidentiality is by using a
trusted agent S (e.g. a key server). A message sent on S’s authentication chan-
nel, that includes a message M and a set of agents A has the meaning: “I send M
only to agents in A”. Once a “shared(agents,M)” belief is established, it must be
updated every time P sends a message containing M. This is done by searching
forward through the labelled transition system until all states are checked.

Trust Some of these rules for verification of beliefs depend on trust. Agents
must trust key servers with regard to confidentiality. We assume agents to behave
according to their specification. But the specification must be verified. Therefore
we require “matching” beliefs every time trust in others agents’ beliefs is involved
in the verification of beliefs.
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3.2 Example

In this section we describe an example of how APAs can be used to model
abstract protocols as described in section ll We use a Needham-Schroeder type
key exchange protocol in an abstract form as described in [H|. In this protocol
the agent receives the session key authentically sent from a trusted server and
bound to a nonce he knows to be fresh. In terms of the protocol classes introduced
in [B this is a protocol of the class “recipients by imposition and freshness by
receipt”. We look at the case when both participants get the session key in
the same way. In the common (informal) notation for protocols (with —— and
%, for confidentiality and authentication channels and —  for broadcast) the
abstract protocol would look like this:

-A—x: Ny A -B—x%x:Ng,B
-8 “ A:Kup,B -8 S B:Kup,A
-8 % A:Kup,A,B,Ny -S % B:Kup,A,B, N

In our model agents are described as state machines and internal actions are
included. As described above after defining which secure channels are to be used,
of the APA A = ((Zs)s € S, (1, At): € T, N, qo) only the alphabets @, and state
transition relations A; have to be defined to specify the abstract version of the
protocol. As example for T, S and N see figure B

Qi Send_A 40 Send_Broad_A

Known\ A
Internal A Q Rec_Conf A
Belief_ Rec_Auth_S_A
Q Recieve_A Rec_Broad_A

Fig. 2. Example: Agent A

As examples we describe the elementary automata Send_A and Receive_A.
P = (Ps)ges € Xges(Zs) is the actual state of the system.

Agent A performs only one “send” action. That is sending his nonce as a
challenge on a broadcast channel. Therefore the alphabet @ g.nq_4 consists of only
one element: Pgeng_a = {challenge}. The interpretational function ¢ chooses
“challenge” if A has generated a nonce he has never used. In all other states
LSend_A 1s € which means Send_A is not activated.

challenge if (N4, nonce, self_gen) € pxnown_a

L =
Send_A { c else
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The transition function Tgenqg_a calculates the new state of Send 4.
(N4, nonce, sel f _gen) is replaced with (Nga,nonce, self_gen, sent_broadc) and
(N4, A) is sent as broadcast.

TSenda (pKnown_AapBelief_AapSend_Broad_Aa Challenge) =
(PEnown_a \{(INa,nonce, sel f_gen)}U{(N 4, nonce, sel f _gen, sent_broadc)},
DPBelief_A,
PSend_Broad_A U {(NAa A)})

The “receive” actions of A are a little more complex. He receives key data on
his confidentiality channel and has to memorize this data to compare it with the
message received on S’s authentication channel. Consequently @ geceive_a has two
element, namely “rec_key” and “authenticate”. In addition to that incoming data
has to be checked before acceptance. The check and the decision which element
of DReceive_a can be used is made by treceive_A-

The transition function Tgeceive_a adds (X, P, to_be_checked) to Known_A
and removes (X, P) from Rec_Conf A if called with “rec_key”. If called with
“authenticate” it removes (X, P, to_be_checked) and (N4, nonce, sel f _gen, sent_
broadc) from Known_A and (X, P, Q, N) from Rec_Auth_S_A and adds the belief
“shared({P,Q,S},X)” to Belief_A.

The state transition (Receive_A, authenticate) establishes two new beliefs:
shared({A,B,S},X) and fresh(X). These beliefs have to be verified according to
section Ball Since trust is involved in the establishment of both beliefs, they must
be verified for S too. In our case S has generated X and therefore fresh(X) is
valid for S. For the belief shared({A,B,S},X) S must assure that X is only sent
on confidentiality channels to A and B and on his authentication channel. In our
example this is done by associating X with a pair of agents before sending it.

4 Concatenation of Protocols

The APA model can be used to describe complex protocols with several security
goals. Some complex protocols can be divided into several smaller protocols. The
goals of these protocol parts can then be verified individually. This section gives
sufficient conditions for a secure concatenation of protocols. “Secure” means
here, the concatenated protocol is as secure as the single protocols individually.
With that, protocols can be designed from reusable modules.

The architecture of secure channels is static in the abstract model. We con-
sider the establishment of a new channel as a protocol goal. That is why a
protocol that firstly establishes a new channel to use it later on, has to be split
into two protocols. One protocol has the goal to exchange the necessary key
information for the establishment of a new secure channel. The remainder of the
protocol uses the new channel. For example, the aim of the second protocol can
be to perform a handshake to achieve mutual key confirmation. Assuming both
protocols are secure, we need to make sure that the goal of the first protocol is
sufficient for the establishment of all additional channels needed in the second
protocol. This is obviously a necessary condition for a secure concatenation. The
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second condition deals with an attacker swapping messages between both pro-
tocols. We use a very strong definition of message independent protocols, that
can surely be weakened. But it is intuitively clear that if no interference between
both protocols can happen, we can expect the concatenated protocol to have the
same security properties as the single protocols.

4.1 Establishment of New Secure Channels

Most commonly a key establishment protocol will establish a new symmetric
channel which is supposed to be used for one session and may have a limited
lifetime. To describe which protocol goals are satisfactory for the establishment of
a new channel, we employ definition llin section =l It says a key establishment
protocol is secure if the new key is fresh and confidential. So the question is,
what beliefs of the form “shared” and “fresh” must be satisfied to establish a
new symmetric key. Keys can be derived as a function applied to more than one
input. For the key to be believed to be fresh, at least one component must be
confidential and one must be fresh. It must be infeasible to find the key without
knowledge of the confidential component and the function for the computation
of the key must be collision free in the fresh component. The first component has
been defined in [d] as essential, while the latter was called defining. We assume
that an efficiently computable function is used to calculate the key and that all
agents can do this computation. It is not necessary to specify this function at the
abstract level of the model. But in the refinement process towards a concrete
protocol this function must be chosen carefully. Thus the following definition
results.
A protocol securely establishes a symmetric channel between agents P and

Qif

— P and Q believe shared({P,Q}, K;) (or shared({P,Q,S}, K;) with S a
trusted key-server),
P believes fresh(K;),
— Q believes fresh(K)),
— K, K; and K are element of Known_P and Known_Q and
— all beliefs are validll.

To concatenate two protocols P1 and P2 , several properties must be satis-
fied. Each new channel in P2 must be securely established by P1. Every initial
knowledge required in P2 must be provided by P1. Every initial belief required
in P2 must be valid at every “final” state of P1. This leads to the following
definition.

Definition 2 (Correctly Concatenable). An ordered pair of protocols
(P1,P2) is called correctly concatenable if PI can reach a state q with

— all S € Channels_P2\ Channels_P1 are securely established by P1 in state
q,

2 Different definition of “validity” of beliefs are possible.
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— all B € Belief _P2 at starting state qo-P2 are in Belief P2 at state q and
— all kK € Known_P2 at starting state qo-P2 are in Known_P2 at state q.

In the concatenated protocol, q is defined as the starting state for P2.

4.2 A Concatenation Theorem

Definition 3 (Message independent). Two protocols P1 and P2 are mutu-

ally message independent if no message sent in P1 is accepted in P2 and vice
versa.

In terms of the APA model:

Since messages sent in P2 on channels in Channels_P2 \ Channels_P1 can
not be used in P1, we can assume that Tp; = Tpa,Sp1 = Spa, Np1 = Npo and
VieT: &=, UDy,, and Ay = Ay, UAy,,. Then P1 and P2 are mutually
message independent if

Vt € Receive and t' € Send and Vsen(T)ps € Zs :

((ps),i Tt((PS) i) € Apy A
E e, i T ((Ps)senn» ') € Av, )V
(

@:sf

) i Tt((ps) )) € Ath

-/

S)pSGN 1), 1 Te((Ps)sen(), i) € Ay, Jwith

~

il

A
(
(
(
Tt((pS)SGN )NSend_ Channels) - Lt’((pZS)SGN(t’)ﬂReceive_Channels)

Message independency assures that no message sent on confidentiality or au-
thentication channels can be used to corrupt the second protocol. Unfortunately
this is not satisfactory for a secure concatenation of protocols. It remains to be
checked that both protocols preserve secrets established in the other protocol.

Definition 4. Two mutually message independent protocols P1 and P2 are se-
cret preserving if for all beliefs of the form “shared(P,M)” in Belief-P1 (resp
Belief_P2) there is no state in P2 (resp P1) with M part of a message in any state
component in Send_Channels except authentication channels and confidentiality
channels to agents in P.

Definition 5 (Secure Concatenation). An ordered pair of protocols (P1,P2)
is called a secure concatenation if it is correctly concatenable and all beliefs
occurring in P1 and P2 are valid in the concatenated protocol.

Theorem 1. Let P1 and P2 be mutual message independent, secret preserving
protocols and (P1,P2) correctly concatenable. If all beliefs in P1 and P2 are valid
then (P1,P2) is a secure concatenation.
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5 Conclusions and Future Work

Using key establishment as an example we have presented a very general and
widely usable model. In this paper some parts of the model, in particular the
concepts of belief and trust are only described informally. For practical use in a
design process a sound definition of the whole model is necessary.

In future, refinement steps will be applied to the abstract representation of
the protocol such that abstract secure channels are replaced by concrete protocol
steps. The refinement steps must guarantee that the properties provided by the
channels are satisfied by the refined protocol. The result of the whole design
process should be a representation of a concrete protocol including all security
relevant information.
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Abstract. We analyse several well-known key establishment protocols
for mobile communications. The protocols are examined with respect
to their security and suitability in mobile environments. In a number
of cases weaknesses are pointed out, and in many cases refinements are
suggested, either to improve the efficiency or to allow simplified security
analysis.

1 Introduction

Security is a critical issue in mobile radio applications, both for the users and
providers of such systems. Although the same may be said of all communica-
tions systems, mobile applications have special requirements and vulnerabilities,
and are therefore of special concern. Once a call has been set up by establishing
various security parameters, the problem is reduced to that of employing appro-
priate cryptographic algorithms to provide the required security services. The
most important problem is undoubtedly that of designing protocols for authen-
tication and key management as part of the call set-up process; security-critical
errors made at this stage will undermine the security of the whole of the session,
and possibly subsequent sessions as well.

The problem of designing correct protocols for authentication and key man-
agement is difficult to solve in any environment. This is particularly evident
from the surprisingly large number of published protocols which have later been
found to contain various flaws, in many cases several years after the publication
of the protocols. In the mobile scenario, the extra constraints and requirements
make this problem all the harder. A variety of protocols specifically designed
for use in mobile applications has been proposed in recent years by many au-
thors [EEEEBIAEY. In this paper we have assembled some of the most promi-
nent published security protocols proposed for mobile applications and examined
them with regard to the following issues.

Security Are they secure in relation to their intended function?

C. Boyd and E. Dawson (Eds.): ACISP’98, LNCS 1438, pp. 344l 1998.
© Springer-Verlag Berlin Heidelberg 1998
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Suitability How well do they fit the special requirements of mobile applica-
tions?

Optimisation Are they in their simplest form both with regard to efficiency
and their structure?

In most cases we are able to suggest possible improvements to the protocols
in one or more of the above aspects. Having examined the protocols we then
go on to compare them, thereby allowing an informed choice to be made by
prospective designers of mobile applications. There are many more proposed
protocols which we could have included, but space restrictions prevent a more
comprehensive survey.

In the following section, the security requirements for authentication and
key management protocols are summarised with particular reference to the spe-
cial needs of a mobile environment. Following that each protocol, or group of
protocols, is examined in turn with regard to the criteria mentioned above. To
conclude, a comparison of the various protocols is made.

2 Mobile Security Requirements

The protocols used at the start of a communications session are variously called
authentication protocols or key establishment protocols amongst others. The goals
of these protocols typically include verifying that the identity of some party
involved is the same as that claimed, and establishing a session key for use
in conjunction with chosen cryptographic algorithms to secure the subsequent
session. These goals are typically part but not all of what is needed for a secure
mobile protocol. In particular, there are additional factors that naturally arise
due to the specific nature of the mobile environment.

Heterogenous communications path The communications channel is split
into a number of parts, one of which (the radio link) is particularly vulnerable
to attack.

Location privacy The mobile station is allowed to roam freely and information
on its location may be valuable to an adversary.

Computational constraints The mobile station is computationally limited in
comparison with typical communications devices. In particular there is an
asymmetry between the computational power of the mobile and base station.

For a general discussion on mobile security requirements, the reader is referred
to the many sources detailed in the references, such as the article of Vedder [E].
The reader should beware that there are many different standards for mobile
communications currently operating, and a great many more are planned for
future implementation. The above threats may, therefore, be more or less relevant
depending on the precise architecture in place.
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2.1 End-to-End or Radio Link Security?

Current digital mobile communications systems are usually termed second gen-
eration in distinction to the first generation analogue systems. Current research
is devoted mainly to the emerging third generation systems [ which will be
characterised by higher bandwidth and integrated data services.

In second generation systems security has been applied only to the radio
link. Third generation mobile networks are likely to require enhanced radio link
security but in addition end-to-end security between mobile users and their com-
munications partners may be desirable. The following appears to represent a fair
summary of the requirements for a security protocol protecting the radio link.

— Confidentiality of the radio link between mobile and base station.
— Mutual authentication between the mobile and base station.

— Confidentiality of the identity of the mobile station.

— Computational simplicity with regard to the mobile station.

The required end-to-end security services will correspond to what is required
to secure the particular application. These will typically include confidentiality
and integrity of user data, and may also include non-repudiation for applications
such as electronic commerce.

2.2 Type of Cryptography

As a rule of thumb, public key cryptographic algorithms are computationally
around 1000 times more costly than symmetric key algorithms. As technology
develops, and with the advent of special purpose chips, public key cryptography
is seeing widespread implementation (cf. Needham [&]). However, commercial
demands for inexpensive mobile stations of low power and light weight mean
that the deployment of public key technology will require convincing arguments.

Basyouni and Tavares [J] have recently compared protocols using public key
against symmetric key solutions. They concluded that public key solutions carry
no appreciable advantage, while imposing a performance penalty. However, al-
though this conclusion may be justified with regard to the particular protocols
they examined, it is not clear that their analysis covers all the issues necessary
for a general answer to the question.

— Current symmetric key solutions require trust in the entire network; when
mobiles roam to different domains their secrets are passed to the visited
domains. This can be avoided if mobiles have certified public keys, since
public keys may be freely distributed.

— Non-repudiation services are currently only practically implemented with
public key cryptography. It seems likely that in third generation systems
non-repudiation services will be demanded by various parties.

— Anonymity over the radio link is simple to provide if base stations have a
certified public key. The use of public keys can preserve anonymity even if
the network must be re-initialised, whereas current symmetric key schemes
do not cope well in this case.
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Most of the protocols considered in this paper do employ public key cryp-
tography. Many of them employ what we might term wunbalanced public key
cryptography, in which one party (invariably the mobile) has far less computa-
tional requirements than the other. This is possible to achieve using many public
key algorithms, but not all.

3 Beller-Chang-Yacobi protocols

Beller, Chang and Yacobi [BH], and Beller and Yacobi [l have proposed hy-
brid protocols using a combination of asymmetric and symmetric cryptographic
algorithms, carefully chosen so that the computational demands imposed satisfy
the imbalance in the computational power of a typical mobile and base.

The protocols of Beller et al. were critically examined by Carlsen [@], who
identified some possible attacks and suggested protocol modifications to avoid
them. He also pointed out an inherent shortcoming of their protocols. In partic-
ular, although the protocols hide the identity of an initiating mobile station, the
unbalanced nature of the solution meant that the dual requirement of hiding the
identity of the responding station remained unsolved. In this section, we examine
the protocols of Beller et al. and some suggested improvements of Carlsen.

3.1 Three Hybrid Protocols

The protocols of Beller et al. rely on a public key cryptosystem for which en-
cryption is particularly efficient, at least in comparison to other public key cryp-
tosystems. The specific public key cryptosystem employed is due to Rabin [E4], in
which encryption and decryption tantamount, respectively, to modulo squaring
and extracting a modulo square root (MSR). Instead of showing the mathemat-
ical details of the MSR algorithms, we shall continue to use the more general
notation in describing the protocols of Beller et al. (hereafter referred to as the
MSR protocols). However, we note that the MSR technique allows public key
encryption to be implemented within the computational power of a mobile sta-
tion. The MSR protocols consist of three variants with varying complexity and
security features. We discuss each protocol in turn below.

Basic MSR protocol As mentioned above, in the protocol description we show
any public key encryption algorithm being employed, rather than the specific
MSR technique. In the following, the notation { X } x denotes encryption with key
K (we abuse the notation somewhat by allowing K to be either a symmetric or
a public key). SCjs denotes the secret certificate of the mobile M which is issued
by a trusted central authority. This certificate can be checked by anyone using
the public-key of the central authority in order to verify the mobile’s identity.
The certificate is kept secret from all other mobile users and eavesdroppers,
because it is all that is required to masquerade as M. The basic MSR, protocol
runs as follows [H].
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1.B— M :B,PKp
2.M—>B:{$}pKB
3. M — B :{M,SCuy}»

Upon receiving B’s public key PKp, the mobile uses it to encrypt the session
key x, and sends the encrypted message to B. The mobile also sends its identity
and secret certificate encrypted under x to authenticate x to the base. The
encryption in message 3 is carried out using a symmetric key cryptosystem.
Since this encryption is negligible compared to the public key encryption in
message 2, the computational effort at the mobile is effectively reduced to that
of modulo squaring of the session key.
Carlsen [W] identified two security weaknesses in the above protocol:

— The public key of B is uncertified, thereby allowing anyone to masquerade
as B. As we mentioned earlier, this is perceived as a serious threat in the
emerging standards.

— It is not possible for B to differentiate between a new run of the protocol and
one where messages from an old run are replayed by a malicious attacker.
At best this may allow an attacker to incur extra costs for the owner of M.
But worse, it is a normal assumption in key management that old session
keys may be compromised; replay of an old compromised session key then
allows masquerade of M.

The first of these weaknesses appears to have been recognised as early as 1993
by Beller et al. [[i] themselves. It should be noted that the protocol ensures the
privacy of new calls initiated by a genuine mobile user if the attacker merely
replays old messages from previous runs of the protocol.

Improved MSR (IMSR) protocol The improved MSR protocol of Beller et
al. @], IMSR, overcomes a major weakness of MSR by including a public key
certificate of the base station in the first message. Apart from this feature it is
identical to the basic MSR protocol, and therefore does not address the prob-
lem of replay. Carlsen [4] recognised this problem and suggested an ‘improved
IMSR’ protocol which includes a challenge-response mechanism to allow B to
detect a session key replay. (He also adds an expiration time to the public key
certificate of B, Cert(B), to allow for checks on the certificate’s validity while
at the same time deleting B’s identity from Cert(B). The effect of this latter
change is that base station “impersonation attacks” become possible, as pointed
out by Varadharajan and Mu [Z8]. Such attacks may become important in third
generation systems.)
The improved IMSR protocol runs as follows [H].

1.B — M : B,Ng, PKg, Cert(B)
2.M — B: {JZ}pKB
3. M — B:{Np,M,SCu}.



Key Establishment Protocols for Secure Mobile Communications 349

There is a twofold increase in the complexity of this protocol as compared to
the basic MSR, protocol. The mobile now calculates an additional modulo square
to verify the base’s certificate on receiving message 1. Upon receiving the final
message, B decrypts it using the session key x, and checks that the value Np
is the same as the random challenge sent in message 1. Curiously, although
Carlsen clearly identifies the problem of replay, his suggested improvement does
not really overcome it. In the above protocol, if x is compromised an attacker
can obtain SC}s, and thus freely masquerade as M.

There is a way around the above protocol weakness. Instead of sending Np
and SC)s encrypted under x, the two can be sent together with the session key
in message 2. The third message is now simply M’s identity encrypted under x.

2.M — B : {JZ,NB,SCM}]DKB
3. M — B:{M},

MSR + DH protocol This protocol is an extended version of the IMSR
protocol and incorporates the well known Diffie-Hellman key exchange [H]. A
major improvement is that now both parties have genuine public keys which
means that the mobile no longer needs to reveal its permanent secret to the
base. Carlsen [{] has also suggested an ‘improved MSR+DH’ protocol by making
similar modifications to those carried out in the improved MSR protocol. The
improved MSR+DH protocol runs as follows [H].

1.B— M : B,Ng, PKg, Cert(B)
2.M — B: {JZ}pKB, {NB,M, PKM,CSTt(M)}I

Here PKp and P K j; denote the public-keys of B and M respectively; these serve
to establish a shared secret 7 using the Diffie-Hellman technique. The session
key is computed as the symmetric key encryption of x with n. To complete the
protocol, M and B exchange a pre-agreed set of messages encrypted under the
session key.

Although the security of the MSR+DH protocol appears far improved over
the other MSR variants it carries a heavy price. Now both parties need to cal-
culate a full modular exponentiation at session set-up leading, as per the calcu-
lations of Beller et al., to a 100 times increase in the required computing power.
Such calculations may not be feasible within a reasonable time on today’s mo-
biles, except with specialised hardware. Furthermore, the whole purpose of using
specially efficient public key computations appears to be lost.

3.2 Beller and Yacobi’s Protocol

In a separate publication, Beller and Yacobi [H] suggest a further variation on the
IMSR protocol. Like the MSR+DH protocol, the Beller-Yacobi protocol (BY)
employs a public key for the mobile as well as the base. The mobile’s private key
is used to implement digital signatures using the ElGamal algorithm [B]. The
specific appeal in choosing this algorithm is that the computations required for



350 Colin Boyd and Anish Mathuria

signature generation can largely be executed prior to choosing the message to
be signed. This means that it is easy for the mobile processor to do most of the
work off-line, during idle time between calls.

The first two messages in the BY protocol are essentially those in the IMSR,
protocol. The main difference is in the subsequent stage which employs a chal-
lenge-response mechanism based on digital signatures. The protocol runs as fol-
lows [H].

1.B— M : B, PKp, Cert(B)

2.M — B: {JZ}pKB

3.B— M:{Np},

4. M — B: {M, PKy, Cert(M), {Np} pye—1 }

In the third message, B sends a random challenge Np encrypted using x. The
mobile then returns Np signed using its private key PKA}l, together with its
identity, public key, and certificate, all encrypted under x. Finally, B decrypts
this message and verifies the signature on Np.

An Attack on the BY Protocol We now present a potential attack on the BY
protocol. Although the attack makes quite strong assumptions, it must be taken
seriously because it indicates a flaw in the protocol design. We understand that
the same attack was found independently by the original authors subsequent to
the protocol’s publication.

The attacker, C, must be a legitimate user known to B. Further, C needs
to be able to set up simultaneous sessions with both B and M. (C could be a
rogue mobile and base station in collusion.) In the attack below, C is able to
convince B that his identity is M. The notation C'y; means that C' is the actual
principal involved in the sending or receiving of a message, but is masquerading
as M. An attack on the BY protocol proceeds as follows.

1. B— Cy : B, PKg, Cert(B)

2. CM — B {JZ}pKB

1'.C—M: C,PKg,Cert(C)

2. M — C: {le}p}{c

3.C—M: {NB}J:’

4L M—C: {M, PKM,CSTt(M), {NB}PK;[I}T/
4. CM — B {M, PKM,CSTt(M), {NB}PK;/II}I

The essence of the attack is that C starts a parallel session with M in order to
obtain M’s signature on B’s challenge Np. At the end of the attack, B accepts x
as a session key with M, whereas in fact it is shared with C. The session started
between C' and M can be dropped after the receipt of message 4’. Note that
message 3 must precede message 3’, and message 4’ must precede message 4; the
remaining messages may overlap each other.

! Personal communication.
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An Improved Protocol There is a simple way to alter the protocol so as to
avoid the attack. Essentially the change is to have M sign the new session key
x when it is first sent to B, in message 2, together with the challenge Np which
guarantees its freshness. The key must have its confidentiality protected by a
suitable one-way hash function h, but the use of such a function is a standard
practice in most digital signature schemes. Since x is now authenticated in mes-
sage 2, message 4 is redundant and message 3 is used simply for M to verify
that B has received the key. The revised protocol is as follows.

1.B— M : B,PKg,Cert(B), Ng
2.M — B: {JZ}pKB, {M, PKM, C’ert(M)}m, {h(B, M, NBaw)}p}{;[l
3.B— M :{Np},

Comparison with the original BY protocol shows that the above protocol is no
more costly in either computational or communications requirements. Therefore
it appears to be just as suitable as the original for the situation where M has
limited computing power.

4 AzizDiffie protocol

The protocol proposed by Aziz and Diffie ] uses public-key cryptography for
securing the wireless link. It is assumed that each protocol participant (a mobile
M and base B) has a public-key certificate signed by a trusted certification au-
thority. The certificate binds a principal’s name and its public key amongst other
information; the corresponding private key is kept secret by that principal. The
public keys of M and B are denoted as PKj; and PKp respectively; the corre-
sponding private keys are denoted as PK 1\7[1 and PK ];1 respectively. Cert(M)
and Cert(B) denote the public-key certificates of M and B, respectively.

In the following, alg_list denotes a list of flags representing potential shared-
key algorithms chosen by the mobile. The flag sel_alg represents the particular
algorithm selected by the base from the list alg_list. The selected algorithm is
employed for encipherment of the call data once the protocol is completed and
a session key is established between M and B. The protocol for providing the
initial connection setup between a mobile and base runs as follows [H].

1. M — B : Cert(M), Nus, alg_list
2. B — M : Cert(B),{zp}prK,,, sel_alg,
{hash({xB} Pk, sel-alg, Nar, alglist)} pp—1
B
3. M — B: {JZM}pKB, {hash({xM}pKB, {QJB}PKM)}PK;;

Here Nj; is a random challenge generated by M; zj; and xp denote the par-
tial session key values chosen by M and B, respectively. The session key x is
calculated as zp;r @ zp.

The above protocol makes heavy use of public key cryptography. The mo-
bile has to perform two computationally expensive operations using its private
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key: one decryption to recover xp from message 2, and one encryption to gen-
erate the signature in message 3. A weakness in the protocol has been found
by Meadows ], who shows how a rogue principal C' can replay a (legitimate)
mobile M’s challenge in one run to start another run and pass off B’s response
containing a partial session key intended for C as if it were for M without this
spoof being detected. Inspired by Meadows’ attack, we construct another attack
below to show how B may be spoofed similarly:

1. C — B: Cert(M), N¢, alglist
2. B— C: Cert(B),{zB}PK,,,sel-alg,

{hash({zB}PrK,,, sel-alg, N¢, alg_lz'st)}PKgl
1""M — C : Cert(M), Ny, alg list
2.C — M :Cert(C),{zp}pK,, ,sel-alg,

{hash({zB}prK,,, sel_alg, N, alg_lz'st)}PKal
3. M — C:{emtpre, {thash{om}pre, {oBtPra )} pic
3. C—= B: {zmtrre, {hash({zm} prc: (B} PEM )} prc

The result of the above attack is that B computes a false session key for use with
M, even though M does not really engage in a protocol run with B. As with
Meadows’ attack, the confidentiality of the session key is not breached. It might
therefore be argued that neither Meadows’ attack nor our above attack is serious.
However, provision of session key integrity appears to have been specifically
desired by the protocol authors and is a reasonable goal to achieve. Essentially,
the above attack works because the attacker C' is able to construct message 2’
without the knowledge of xp. This is prevented if the base were to sign zp
rather than {zp}pk,, in the signature forming part of message 2 of the original
protocol. We also note that the protocol includes {zp}pK,, in the signature
forming part of message 3 to assure B of the freshness of the partial session key
sent by M. This appears more economical than introducing a separate challenge
for the above purpose: xp doubles up as a random challenge in message 2.
However, this is not a significant issue since the computational power of the
base in not a limiting factor in the protocol design. We may thus use a more
conventional challenge-response mechanism to ensure freshness of the partial
session key sent from the mobile to the base in message 3 of the protocol. The
revised protocol is as follows, where Np is a random challenge generated by B.

1. M — B : Cert(M), Ny, alglist
2. B— M : Cert(B), Ng,{xB}PK,,,sel-alg, {hash(xp, M, Ny, sel_alg)} p 1
B

3. M — B :{zm}rksy, {hGSh(l’MaB’NB)}PK&I

We next show a more subtle attack on the original protocol by exploiting
the structure of public key certificates. A public-key certificate employed by
the protocol consists of the following: (i) a set of attributes associated with
the certificate owner; (ii) a signature over this set under the private key of a
certification authority CA. In particular, (i) includes the identity of the owner
and its public key amongst other information. The exact set of attributes is
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defined as follows [i]:
{Serial Number, Validity Period, Machine Name, Machine Public Key, CA name}.

Such a definition does not make it clear whether the certificates for a mobile
and base are distinguishable. Assuming the two are indistinguishable, it is easy
to see that a rogue mobile can masquerade as the base in the protocol simply by
constructing a message of the appropriate form in place of B. One way to avoid
this attack is by stipulating that the set of attributes above should include a
distinguishing identifier that conveys the type of the certificate owner (mobile or
base). The point of our attack is to illustrate the danger of omitting a security-
critical parameter from the protocol design.

5 Other Protocols

A great many other protocols have been proposed for key management and
authentication in mobile communications. Due to space restrictions we cannot
consider any more protocols in detail here. We briefly mention two other promi-
nent sets of protocols.

5.1 TMN Protocol

One of the earliest suggested protocols for use in a mobile environment was
that of Tatebayashi, Matsuzaki and Newman [&], which has widely become
known as the TMN protocol. In contrast to the protocols examined above, the
TMN protocol takes place between two mobile stations M and M’ who wish to
exchange a session key to provide end-to-end security, making use of a server S
with whom they share distinct long-term secrets. The design takes account of
the limitations in mobile station computational ability by requiring the mobile
stations only to encrypt with short RSA [£8] public exponents. A number of
attacks have been published on the TMN protocol, some of which rely on the
specific cryptographic algorithms used, and others exploiting problems in the
message structures [il]. For example an attack based on the algebraic properties
of the encryption algorithms has been found by Park et al. [£8] who also suggest
improved protocols. However, since S is assumed to have a shared secret with
each mobile station, it is worthwhile questioning whether the use of public key
cryptography is justified in the original TMN protocol as well as the variants
suggested by Park et al.

5.2 Varadharajan-Mu

A set of protocols proposed by Varadharajan and Mu [EIZ uses a basic archi-
tecture similar to that in the current standard protocols: mobile users share a
secret with their home domain which is used to establish a session key whenever
they roam into a different domain. Another similarity is that temporary iden-
tities are used (although they are here termed subliminal identities) to provide
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for user anonymity. A potential problem with all the protocols is that the tem-
porary identities are also used as nonces. This is possible because the identity is
normally updated at every protocol run, but it may cause practical difficulties
if the mobile and home location lose synchronisation on the temporary identity,
which is inevitable in the long run. Recovery from loss of synchronisation is not
addressed by the protocol authors.

As well as authentication and key exchange protocols between mobile and
base station, protocols for end-to-end security are proposed [EAE]. One pro-
posed symmetric key solution [Ed] may be objected to on the grounds that it
relies on mobile users trusting the home and visited locations to distribute the
session key. An alternative public key solution [ZH] overcomes this objection be-
cause the session key need not be available to any parties apart from the mobile
users. However, the public key protocol proposed there requires full modular
exponentiations as used in the MSR+DH protocol, and therefore may not be
suitable with current technology.

6 Comparison

Table l attempts to compare the main features of interest in the different pro-
tocols we have examined in the paper. Those protocols that use public key
cryptography are classified as using either light or heavy algorithms to indicate
the computational complexity required by the mobile agents. It should be em-
phasised that this gives only a rough indication since specific algorithms can
differ markedly in their required computation. However, in most cases we can
differentiate between those protocols which have been designed with the lim-
ited computational ability of a mobile in mind, and which use light public key
cryptography, and those which have not, and use heavy public key cryptography.

Protocol | Scope |Anonymity|Public Key|Comments Flaws
BCY Link Yes Light Yes
Beller-Yacobi Link Yes Light Yes
Aziz-Diffie Link No Heavy Yes
TMN End-End|No Light Yes
Varadharajan-Mu||Both Yes Heavy Also symmetric|No

Table 1. Comparison of Major Features of Different Protocols
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Abstract. The confidentiality of encrypted data depends on how well
the key under which it was encrypted is maintained. If a session key
was exchanged encrypted under a long-term key, exposure of the long-
term key may reveal the session key and hence the data encrypted with
it. The problem of key-dependencies between keys can be mapped onto
connectivity of a graph, and the resulting graph can be inspected. This
article presents a structured method (an algorithm) with which key-
dependencies can be detected and analysed. Several well-known protocols
are examined, and it is shown that they are vulnerable to certain attacks
exploiting key-dependencies. Protocols which are free from this defect do
exist. That is, when a session is terminated it is properly closed.

1 Introduction

In principle, any message that flows through a communication network can be
recorded by eavesdroppers. Recording a message implies that the contents of the
message can be revealed at any later time, even after both the sender and the
intended receiver of the message have destroyed it. The contents of a message
ceases to exist when no copy of the message exists in the system. It is obvious that
two communicating partners are unable to enforce the extinction of messages
exchanged between them.

Distribution of session keys among communication partners is a task that is
accomplished using an authentication protocol. A closer look at authentication
protocols reveals, not surprisingly, that many are constructed such that the ses-
sion key is conveyed to the parties by means of messages. If the session key has
been sent in a message, encrypted using some long-term key, then the session key
does not cease to exist before the long-term key is destroyed. The term depen-
dency will be used to describe the relationship that comes into existence between
keys when one secret key is sent encrypted by another secret key, e.g., when the
session key is encrypted by a long-term key. The effect of key-dependency is that
the long-term secrecy of the session depends on the secrecy of the long-term key.
It also influences the quality of the session key. The longer a long-term key is
in use, the higher the risk of compromise, and the session key is exposed to
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1119400/431)
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the same risk through the dependency. When a key-dependency arises from a
protocol the assumption that a key is secret is transformed into an assumption
that the key will remain secret. Thus, the protocol alters the assumptions, or,
the way by which the assumptions are used alters them. This property is called
forward secrecy [H].

When a session key depends on a long-term key the session is not closed before
both the long-term key and the session key is destroyed. A session is not closed
before the only way to obtain access to the data is by means of cryptanalysis.
In other words, key-dependency is a security problem since it provides potential
attackers with options.

As an example, consider the Kerberos protocol [ outlined below:

Message 1 A— S : A, B

Message 2 S — A : {Ts, Kap, B,{Ts, Kap, A} kps }Kas
Message 3 A — B : {T's, Kap, A} kps, {A, Tatkan
Message 4 B — A : {Ta + 1}k,

In the protocol description, A and B are the two principals that want to commu-
nicate, S is a server trusted by A and B to provide proofs on user/key bindings,
Kxy is the secret key shared between principals X and Y and Tx is a time
stamp made by X. The notation is adopted from [H]. The protocol description
is slightly simplified, see [ for more details.

In the protocol, the session key K 4p is sent in messages, encrypted with both
Kus and Kpgg, in Message 2 and 3, respectively. When a short-term key (Kap)
is encrypted with a long-term key (in fact two keys, both Kas and Kpg), a
dependency is created between the short- and long-term keys. The implication
is that the session based on K 4p is not properly closed before all the three keys
Kap, Kas and Kpg have been discarded. The secrecy of the session depends on
the long-term secrecy of the keys K45 and Kpg and to properly close a session
in the Kerberos system, both the keys K45 and Kpg must be destroyed. The
long-term privacy of A and B thus rests on the honesty of S as the protocol is
in progress (e.g., S discards Kap as soon as Message 2 has been sent) and the
management of S after the protocol is terminated.

This paper presents an algorithm for analysing protocols for dependencies.
Armed with it, designers and users of authentication protocols can analyse pro-
tocols in order to obtain a better understanding of the side effects of running
them. Basically, the algorithm maps the dependencies onto connectivity in a
graph. The resulting graph can be inspected to determine key-dependencies.

The rest of the article is structured as follows. First, in Section 2 a method
to analyse protocols for key-dependencies is presented. The method consists of
an algorithm which can be applied to a protocol description to produce a graph,
and a description of how the resulting graph should be interpreted. Then, in
Section 3, several well known protocols are analysed, both to demonstrate the
usefulness of the method and to show the protocols’ properties in respect to key-
dependencies. Section 4 contains the discussion and an outline of future work.
At the end, in Section 5, the conclusions are presented.
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2 Analysing dependencies

This section outlines a structured method to detect and analyse key-dependencies
in key-distribution protocols. The idea is to model the problem of locating key-
dependencies as determining the connectivity of a directed graph, and the graph
can be inspected in order to detect key-dependencies that render sessions open.
More precisely, a key distribution protocol is represented as a directed graph.
In such a graph G, the members of the set of vertices V(G) represents either
data—stemming from the receipt of a message, generated locally or the result of
a decryption—or transformations such as decryption. An element (x,y) of the
set of edges E(G) represents the fact that y is derived from z. For example, if y
is the “result” of decrypting x, then (x,y) € E(G). The graph is then interpreted
according so certain rules, and the interpretation reveals information about the
protocol. Vertices are drawn as nodes containing a string identifying the data or
transformation. Edges are drawn as arches.

Modelling key-dependencies as a graph is closely related to the methods
described in [l], where a graph is built to detect the weakest (shortest) path
between passwords that can be guessed (or text that can be verified) and a
session key. A similar approach is used here to detect key-dependency properties
in authentication and key-distribution protocols.

The set V(G) of vertices in the key-dependency graph G is defined as follows:

V1. The set V(G) has one element for each message, for each message com-
ponent, and for each key necessary to decrypt the message. For instance, if
message m = (x,y) is considered, then m, z,y € V(G). Moreover, if a conven-
tional cryptosystem is used and the message m = {z, y}« is considered, then
V(G) contains one element for the message m itself, one element for each
message component (i.e., m,z,y € V(G)), and one element for the key k.
Similarly, if a public-key cryptosystem is used and the message m = {z, y}«
is considered, then m,z,y € V(G) as above, and k! € V(G), where k1 is
the decryption key corresponding to the public encryption key k.

V2. The set V(G) has one element for the computation a principal has to per-
form in order to obtain the key (or other material) on the material received
through messages, in its clear-text form, or local informatiorfl Moreover, the
set of vertices contains one element for each argument of the computation
and one for the result. For instance, if the computation y = f(x1,...,2,) is
considered, then f,y,z; € V(G),i=1,...,n.

Notice that by VIll, when two messages containing the same datum, e.g., the
messages m1 = (a,x),ma = (b, x), the resulting set of vertices will have five
elements (m1, ma, a,b, ) as x is one datum transmitted twice.

The set of edges F(G) is defined as follows

E1. Let m be a message with n components, m = (myq, ..., my). Then, (m, m;) €
EQ),i=1,...,n.

! This computation is of course different from the computation that a principal has to
perform in order to build up a message.
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E2. Let m = {a}; be a message where z is encrypted with shared-key en-
cryption. A pair of elements are added to E(G), namely (m,z) and (k, x).
Public-key encryption can be characterized similarly: if m = {«} is consid-
ered, then the edges (m, ) and (k~!, z) are added.

E3. If a computationy = f(x1, ..., z,) is considered, then (f,v), (z;, f) € E(G).

For instance the message (A, B, {X} k), where K is a shared key, yields the
following graph. Each arch is labelled with the rule that applies to it.

A<E A B (Xh P (X K
lEl lE%
B X

After a graph has been constructed according to the rules VEll-VE and Ell-
HH it is reduced using the following rules.

R1. Find all vertices that represent a long-term key.

R2. For each distinct path in G where the initial vertex represents a long-term
key and the terminating vertex represents the session key, mark all vertices
along the path.

R3. Remove from V(G) all unmarked elements.

R4. Remove from F(G) any element which one (or both) endpoints are no longer

in V(G).

In the resulting reduced graph, key-dependencies are represented as edges.
Intuitively, the graph shows possible weak links in the chain of keys involved in
a system (in so far as a decryption key can be called a weak link).

We interpret the resulting graph as follows:

I1. For all adjacent vertices representing data, the (contents of the) terminal
vertex depends on the (contents of the) initial vertex. We denote this depen-
dency by or-dependency.

I2. A vertex (f) representing a transformation depends on the union of all
vertices where there exist an edge so that f is the terminating vertex. We
denote this dependency by and-dependency.

In addition, dependency has the property of being transitive. We say that a
key-dependency exists in the protocol if there is at least one path in the reduced
graph

Below, five protocols are analysed, both to demonstrate that the algorithm in-
deed captures key dependencies, and to evaluate the protocols for key-
dependencies.

3 Examples

In this section five well-known protocols are analysed by means of the method
described in the previous section. As will be shown, these protocols give rise to
a varying degrees of key-dependencies.
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3.1 Wide-Mouthed-Frog Protocol

First the Wide-Mouthed-Frog protocol [], a relatively simple protocol which
involves three parties. In this protocol, the two parties A and B each have a
secret key, shared with the authentication server S, K45 and Kpg respectively.
This protocol consists of only two messages.

Message 1 A — S : A, {Ta, B, KA}k .
Message 2 S — B : {Ts, A, KaB}Krps

When following the procedure outlined above, the following graph is obtained.

|Aa {TAaBaKAB}KAS}LA KBS |{TSaAa KAB}KBS|
E1l L2 E2
E E E
{TAaBaKAB}KAS HZTWAaBaI{AB ! KAB ! TSaAa KAB
/ lm lm
Kus Ta, B Ts, A

The two messages that were sent have been framed for clarity. In addition, each
arch is labelled according to the rule that applies to it.

The long-term keys are K5 and Kpgs. Applying the rules RE-RBEyields the
following graph:

Kas —Ta,B,Kap Ts, A, Kap<~— Kpg

~

Kap

By W the key Kap or-depends on T4, B, Kap and Ts, A, K4p. These de-
pends, again by Il on two nodes containing long-term encryption keys. Recalling
that dependency is transitive, we interpret the graph to imply that K 4p depends
on either one of two other keys, Kss and Kpg. That is, knowing either K4g
or Kpg will make it possible to recover K sp, provided that the attacker has
a recording of the protocol and the session. Consequently, in order to close a
session based on K ap, both K45 and Kpg must be discarded (in addition to
K4p). However, both keys are known to S, which implies that A and B does
not control the closing of the session.

3.2 Node-to-node channel

Consider the protocol to set up a node-to-node channel between the two nodes A
and B in a distributed system [H]. The essence is that both A and B invent a ran-
dom number, the numbers are exchanged, and the session key is constructed as a
function of them. A and B are assumed to have public keys K4 and Kz, known
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to the other party, and both are competent to invent good random numbers.
The protocol is slightly simplified, see [§] for a complete description.

Message 1 A — B : {Ja}y,
Message 2 B — A : {Jp},

The session key K 4p is then found as a hash of J4 and Jp. Building the graph
and reducing it, let h() indicate the hash function, gives the following graph:

K ' ——=Ja—>=h(Ja,Jp) =— Jp =— Kg'

l

Kap

We notice that 1l does not apply to this graph. By I and transitivity, K g
and-depends on K;l and Kgl. Thus, to decrypt the session protected by K ap
both K;! and K;' (assuming both .J’s are discarded) need to be compromised.

3.3 SSL 3.0

SSL is a protocol designed to be used in a variety of circumstances and with
a variety of security environments, and with a variety of cryptographic tooldl
This protocol is widely used, in particular by Web-browsers. SSL can be used in
settings where both the client and server have public keys and mutual authen-
tication is desired. With some simplifications (for example, only one method for
hashing), the protocol can be described as follows:

Message 1 C — S : C,N¢, Tc

Message 2.5 — C': Ng,Ts, Kg, {NC}K;1

Message 3 C' — S : Kc,{P}Ks’{H(MJFH(ZJrM))}KEI’
H(M + H(Yc + M))

Message 4 S — C : H(M + H(Ys + M))

In the protocol description, Ts and T¢ are the time stamps, Ng and N¢ are
28-byte nonces, and Kg and K¢ are the public keys of the server and client,
respectively. The keys are sent together with X.509 certificates making claims
on the user-key binding . P is the 46 bytes called “pre-master-secret”, the
function H is MD5 [E], M is the master-secret derived from the pre-master-
secret by combining the pre-master-secret with No and Ng plus some padding,
and hashing the result. Z is the concatenation of Message 1 and Message 2, Y&
is the concatenation of Z and the number 1129074260, Yy is the concatenation
of Z, Message 3 and the number 1397904978. In essence, the parties sign each
others nonces.

2 A detailed description of SSL is available at URL:http://home.netscape.com/eng/-
ss13/ssl-toc.html.
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When processed according to the graph reduction rules, the following is ob-
tained:
Ki!——=P——M

Inspection of the reduced graph reveals that the secrecy of the master secret
depends solely on the secrecy of Kg ! which again implies that the client is
unable to close the session based on the master secret. Although SSL is based
upon public-key cryptography, its behavior with respect to key dependencies is
weaker that the Wide-Mouthed-Frog protocol. In the latter, the “users” have the
possibility to close the session by changing the key they share with the server.
In SSL, this is not possible. The analysis of SSL also demonstrates that the use
of public keys is not a panacea.

3.4 Demonstration Protocol

In [, quite a few protocols are described, and in the following, the Demonstra-
tion Protocol is studied in more detail. It consists of eight messages sent between
two principals A and B and a security server S. The last three messages form an
exchange of nonces for verification, and are left out of the protocol description:

Message 1 A — S : {4, B,nay, nas, {ta}y .}
Message 2.5 — B: A, B

Message 3 B — S : {B, A, nby, nb, {tb} ;. _}
Message 4 S — A : {nai, k ®nas}p
Message 5 S — B : {nb1, k@ nba}

Ks

Ks

The symbol @ denotes the bit-wise exclusive-or operation, the datums prefixed
by n’s are nonces, the key Kg is the public key of S, the keys K5 and Kpg
are shared between A (and B) and S, and k is the session key. The protocol is
slightly simplified—confounders are left out—see [#] for the details. In the graph,
the nodes denoted with ® represent a computation as described by VE In this
protocol, the computation is in fact bit-wise exclusive-or, but regarding it as a
general computation does not alter the graph.
The algorithm produces the following graph:

Kas naz Kgl nbe Kpg
k @ nas ® k ® k ® nag

The two arches leading to k are or-dependencies, implying that k depends
on two sets of keys while, by I the arches to the transformations induce and-
dependencies implying that the key depends on all keys. However, the secret
key Kg !'is a member of both sets. Furthermore, all keys represented in the
graph (Kg, Kas and Kpg) are known to S and none of them are discarded after
Message 5 has been sent (after which S no longer takes part in the session). On
the other hand, compromise based on K4s (or Kpg) alone is not enough.
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Compared to the Wide-Mouthed-Frog protocol, the outcome is better since
compromise of one of the user’s key is not enough to endanger the privacy of
the session. The outcome is better than that of SSL, in that if A and B both
change the key they share with S, the session is closed, while in SSL the session
key depends on Kg L alone.

3.5 Encrypted Key Exchange

From the previous examples, it is clear that key-dependencies arise when ses-
sion keys are encrypted with long-term keys. Using a fresh, temporary public
key avoids the key-dependency issue. As an example, the Encrypted Key Ex-
change [M] is described.

Let A and B be the two parties, P a shared secret, K; a public key with
K, L as the secret counterpart, and Kap a session key. The protocol consists of
five messages, of which the last three are for mutual verification of the key; they
are left out. A creates the temporary public key pair (K;, K; ') and sends K; to
principal B. B creates the session key K 4p and uses K; to securely send K ap
to A. The first two messages are:

Message 1 A — B : A, {K;}p
Message 2 B — A: {{Kap}g,}

The protocol gives rise to the following graph:

.
A Ky K,

! {KAB}Kt

Iy

Kap

Reduction results in the following graph:
P——{Ka}g, — Kas

First, notice that that the secret, temporary key K, Lis not included in the
graph since it is not a long-term key. Second, inspection of the graph reveals
that holding key P is not sufficient to obtain the K 4p because it does not come
to depend on the key K, ! The graph, in its reduced form, captures this fact
by depicting a path from P to K4sp which contains encrypted material whose
decryption key is not depicted. In other words, the graph captures the essence
in the protocol, that shared and public key encryption complement each other.
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4 Discussion and future work

The analysis of the five protocols in the previous section reveals a clear relation-
ship between the use of shared-key encryption and key-dependencies. Without a
pre-arranged secret channel it is hard for participants to verify that a session key
indeed is correct [W]. This becomes evident in protocols based on shared keys,
where the session key must be exchanged over the shared channel as there is
no other alternative. In such settings, key-dependency is inevitable. This can be
argued for as follows: Assume two peer principals wanting to communicate and
exchange a session key by means of a security server. Based on the messages
sent, B must decide on the same session key as A. This is only possible if A can
assume that B’s actions are deterministically based on the input (the messages
sent by A and S). If C' knows the algorithms that B follows, and can read the
channel to and from B, C' will be able to achieve the same result as B. Thus, it
is impossible to avoid key-dependency in a system solely depending on shared
key encryption. The above analysis verifies this.

By considering how dependencies arise it becomes evident that to improve
the situation with shared keys there must not exist a path in the graph from long-
term keys to the session key(s). That is, a cryptographic channel must exist that
is not transmitted. Today, public key cryptography is the most common choice
for such channels, but more exotic possibilities are possible, see for example [H].
However, as became evident in the analysis of SSL, protocols using public keys
can also give rise to key-dependencies.

In systems based on public key cryptography and where a trusted third party
is used to ease authentication, one can separate the issues of authentication from
the exchange of a session key. In particular, one can leave it to the users to handle
the latter. This approach, for more or less this reason, is taken in [E Footnote
10] (and in [E]). When the server is not engaged in issuing the session key, no
key-dependency arises on some key known to the server. It is, however, regarded
as good engineering practice to involve a server in this process, see [H and [,
example 11.2].

Although the protocols analysed in this article were not designed with for-
ward secrecy in mind, it is still important to point out that key-dependency
vulnerabilities do exist in them. The design of SSL, for example, is considered
sound for authentication purposes, but as shown in this article, can be vulnerable
to attacks exploiting key-dependencies.

As it stands, the analysis must be carried out “by hand”. Among the future
lines of work is an effort to parse a protocol description to build the graph di-
rectly. Also, processing—as in the Note-to-Node protocol—to obtain keys needs
attention as it is not captured in the messages that are sent.

5 Conclusions

As computers are used in an ever larger part of life, the importance of forward
secrecy becomes paramount. Key-dependencies have implications on a protocols’
forward secrecy, and a tool to analyse protocols has merits.
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In this paper, a structured method for analysing authentication protocols for
key-dependencies has been presented, and is usefulness has been demonstrated.
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Abstract. The paper proposes efficient solutions to two long standing
open problems related to secret sharing schemes in multilevel (or hierar-
chical) and compartmented access structures. The secret sharing scheme
in multilevel access structures uses a sequence of related Shamir thresh-
old schemes with overlapping shares and the secret. The secret sharing
scheme in compartmented access structures applies Shamir schemes first
to recover partial secrets and second to combine them into the requested
secret. Both schemes described in the paper are ideal and perfect.

Key words. Secret Sharing, Hierarchical and Compartmented Access Struc-
tures, Ideal Schemes, Perfect Security.

1 Introduction

Secret sharing is normally used when either there is a lack of trust in a single
person or the responsibility of a single person has to be delegated to a group
during the absence of the person. Secret sharing can also be seen as a collective
ownership of the secret by participants who hold shares of it. The access structure
of a secret sharing defines all subsets of participants who are authorised to recover
jointly the secret by pooling together their shares. Needless to say that any subset
of unauthorised participants must not gain any knowledge about the secret.
There is an important class of secret sharing where each participant holds their
share of the same “weight”. In other words, all participants are equal in their
ability to recover the secret — this is the so-called threshold secret sharing. A
t-out-of-n threshold secret sharing scheme, or simply a (t,n) scheme, allows
to recover the secret by any ¢ distinct participants while any (¢ — 1) or fewer
participants fail to do so. Threshold schemes were independently introduced by
Shamir [@] and Blakley [H].

Threshold schemes are suitable for democratic groups where every participant
is assigned the same degree of trust. Most of the organisations, however, exhibit
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a complex structure where the trust assigned to a given person is directly related
to their position in the structure. Simmons [{] introduced multilevel t;-out-of-n;
and compartmented t;-out-of-n; secret sharing schemes to model the recovery of
secret in some practical situations where the trust is not distributed uniformly
over the set of all participants.

In multilevel ¢;-out-of-n; secret sharing schemes, the set of all participants is
divided into disjoint levels (classes). The i-th level contains n,; participants. The
levels create a hierarchical structure. Any t¢; participants on the i-th level can
recover the secret. When the number of cooperating participants from the i-th
level is smaller than ¢;, say r;, then ¢; — r; participants can be taken from higher
levels. For example, a bank may require the concurrence of two vice-presidents
or three senior tellers to authenticate an electronic funds transfer (EFT). If there
are only two senior tellers available, the missing one can be substituted by a vice
president.

In compartmented ¢;-out-of-n; secret sharing schemes, there are several dis-
joint compartments each consisting of n; participants. The secret is partitioned
in such a way that its reconstruction requires cooperation of at least t; partici-
pants in some (or perhaps all) compartments. Consider the example presented
by Simmons in [H]. Let two countries agree to control the recovery of the secret
(which may initiate a common action) by a secret sharing scheme. The secret
can be recreated only if at least two participants from both compartments pool
their shares together.

2 Related Work

The notion of compartmented secret sharing was introduced by Simmons []. The
concept of multilevel (or hierarchical) secret sharing was considered by several
authors (see, for example Shamir [[f], Kothari [d] and Ito, Saito and Nishizeki [H]).
Shamir [ suggests that threshold schemes for hierarchical groups can be real-
ized by giving more shares to higher level participants. Kothari [f] considered
hierarchical threshold schemes in which a simple (¢;,n;) threshold scheme is as-
sociated with the i-th level of a multilevel group. The obvious drawback of this
solution is that it does not provide concurrency among different levels of hierar-
chical groups. Ito et al [B discussed secret sharing for general access structures
and proved that every access structure can be realized by a perfect secret shar-
ing scheme. Their method, called multiple assignment scheme, may assign the
same share to many participants. The main drawback of the multiple assignment
scheme is that more privileged participants are given longer shares.

Simmons [M] pointed out that solutions for secret sharing in multilevel groups
proposed so far were not efficient. He suggested efficient geometrical secret shar-
ing schemes with the required properties. However, his solution is applicable only
to a particular case of multilevel and compartmented groups. More precisely, he
discussed secret sharing in multilevel and compartmented groups with particular
access structures.
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Brickell [F] studied general secret sharing in multilevel and compartmented
groups and proved that it is possible to construct ideal secret sharing schemes
for any multilevel and compartmented access structure. In Brickell’s vector space
construction, the dealer uses a function to provide publicly known vectors as-
sociated with corresponding participants. In general, finding such a function is
a matter of trial and error, and therefore the dealer needs to check exponen-
tially many possibilities. Brickell also found some lower bounds on the size of
the modulus ¢ (size of the field in which the calculations are being done) for
which the construction of ideal secret sharing in general multilevel and compart-
mented access structures is possible. However, constructing efficient solution to
these classes of secret sharing was left as an open problem.

This paper presents efficient solutions for secret sharing in general multilevel
and compartmented groups. Our scheme is based on the Shamir scheme and is
perfect and ideal. In our schemes, the lower bound on the modulus is significantly
smaller than in Brickell’s scheme. Indeed, the condition ¢ > n (as in original
Shamir’s scheme) is sufficient to implement our proposed schemes. Moreover,
we do not require public vectors as in Brickell scheme. Although confidential-
ity of the public vectors is not required, in Brickell’s scheme their integrity is
nevertheless required.

The organisation of the paper is as follows. In Section B we introduce the
notations and describe briefly the Shamir scheme. In Section ll we consider mul-
tilevel access structures and describe an implementation of secret sharing in
multilevel groups. We also give the lower bound on the modulus. In Section W
we consider secret sharing in compartmented groups and present a scheme for a
general compartmented access structure.

3 Background

The starting point of our method is the Shamir threshold scheme. The Shamir
(t,n) threshold scheme uses polynomial interpolation. Let secrets be taken from
the set K = GF(q) where GF(q) is a finite Galois field with ¢ elements. The
Shamir scheme uses two algorithms: the dealer and combiner. The dealer sets
up the scheme and distributes shares to all participants P = {Py,..., P,} via
secure channels. The combiner collects shares from collaborating participants
and computes the secret only if the set of cooperating participants is of size ¢ or
more.

To set up a (t,n) threshold scheme with ¢ > n, a dealer chooses n distinct
nonzero elements x1,...,z, € GF(q) and publishes them. Next for a secret
K € K, the dealer randomly chooses t — 1 elements az, ..., a;—1 from GF(q) and
forms the following polynomial:

t—1

flz)=K+ Zaixi.

=1
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The share of participant P; is s; = f(z;). The secret K = f(0). Note that a; are
randomly chosen from all elements of GF'(q), so in general, f(z) is of degree at
most ¢ — 1.

During the reconstruction phase, the combiner takes shares of at least ¢
participants s;,, ..., s;,, and solves the following system of equations:

t—1
K+azi, +---+ ar—1%; = S,

t—1
K+ayz;, +---+ ag—1T;, - = Ssi,

The Lagrange interpolation formula gives the expression for the secret K. It is
known (see Stinson [A) that the Shamir scheme is perfect. That is, if a group of
fewer than ¢ participants collaborate, their original uncertainty about K remains
unchanged.

4 Secret Sharing in Multilevel Groups

Assume that a multilevel (or hierarchical) group consists of ¢ levels. That is,
aset P ={Py,...,P,} of n participants is partitioned into ¢ disjoint subsets
Pi,...,Pe. The subset P; is on the highest level of hierarchy while P, is on
the least privileged level. Denote the number of participants on the ¢-th level as
n; = |P;|. The threshold ¢; indicates the smallest number of participants on the
i-th or higher levels, who can cooperate to successfully reconstruct the secret.
The number of participants in the scheme is n = |P| = Zle |P;| = Zle ;.
Let N; be the total number of participants on the i-th and higher levels. That
is, N; = Z;Zl n;, 1 < i < £ Clearly, Ny = n1 and Ny = n. Of course, we
assume that the thresholds on different levels satisfy the following relation ¢; <
ty < --- < ty. Note that the reconstruction of secret can be initialised by any
hierarchical subgroup of P;. If their number is smaller than the threshold number
t;, the subgroup can ask some participants from the higher levels to collaborate
and pool their shares. The total number of participants has to be at least t;. The
access structure is defined as:

P={ACP | Y |ANPj|>t; for i=1,... (} (1)

Jj=1

Consider again the bank example where monetary transactions can be au-
thenticated by three senior tellers or two vice presidents. So there exist two
levels of hierarchy. The first (highest) level consists of two vice presidents P; =
{P1, P2} with ny = 2. The second (lowest) level consists of three senior tellers
Py = {Ps, Py, Ps} with no = 3. To recover the secret, it is necessary that either
two participants on the first level or three participants on the second level or
three participants on the both levels pool their shares. Thus, ¢t; = 2, to = 3 and
n=>5.
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Definition 1. Let A and B be two secret sharing schemes associated with a
common secret K. The schemes A and B are (tq,nq) and (tp,np) threshold
schemes, respectively. We say B is an extension of A if any collection of at
least t, shares from the set of all shares generated in both schemes A and B is
sufficient to reconstruct the secret K.

In other words, the scheme B is an extension of the scheme A if:

(a) both schemes allow to recover the same secret,
(b) the collection of shares defined in A is a subset of shares generated in B, and
(c) any access set in A is an access set in B.

Lemma 1. (transitivity of extension) If B is an extension of A and C is
an extension of B then C is an extension of A.

We say C' is the second extension of A. Similarly, we define the ith extension
of a threshold scheme.

4.1 The Model

Secret sharing for multilevel access structures displays some common features
with threshold schemes. However, an implementation of multilevel secret sharing
based on a sequence of independent (t;,n;) threshold schemes on each level
1 =1,..., ¢ makes the cooperation among participants existing on different levels
difficult to achieve. Denote by

the set of all participants on the i-th and all higher levels. An alternative im-
plementation of secret sharing for multilevel access structures would involve a
sequence of independent threshold schemes (¢;, N;) for the set P (i = 1,...,¢)
of participants. This solution requires ¢ — ¢ + 1 shares to be assigned to each
participant on the i-th level.

A reasonable implementation of secret sharing for a multilevel access struc-
ture can be done as follows. First a (¢t1,n1) threshold scheme (scheme A;) is
designed. It corresponds to the first (highest) level of participants from P!.
Then a (t2, Na) threshold scheme (scheme As) for P? is constructed as an exten-
sion of A;. Next a (t3, N3) threshold scheme (scheme A3) for P? is constructed
as an extension of As. The process continues until a (t¢, Ny) threshold scheme
(scheme Ay) for Pt is constructed by extending the threshold scheme A,_;. In
this implementation, each participant will be assigned a single share only.
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4.2 The Multilevel Secret Sharing Scheme

Our model utilises a sequence of related Shamir threshold schemes with over-
lapping shares. Since we require shares corresponding to the basic scheme to be
still acceptable in the extended schemes, care needs to be exercised to avoid any
information leakage in the system.

Let a Shamir (t1, N;) threshold scheme be designed for P! (as in original
Shamir scheme). That is, a polynomial fi(x) of degree at most t; —1 is associated
with this scheme. Let fi(z) = K + a1 2+ -+ + alyTlel, where Ty = t; — 1.
Let us extend this scheme to a (t2, N2) threshold scheme, for the set P?. In
the following we show how to select a polynomial fo(z) of degree T such that
every subset of ¢y, or more, participants from the set P? can recover the secret,
but for every subset of less that to participants the secret remains absolutely
undetermined. As we shall see in a moment, in general, To > t5 — 1.

Let fo(z) = K +ag12- -+ az 1,22 Since fa(x;) = fi(z;) forallz; (1 <i <
Ny), the following set of 2 x N7 equations are known.

K+CL171$1+"'+CL17T1$?1 = 51
From fi(z) :

K+a oy, +- -+ allexTI:}l = SN,

K+CL271$1 +"'+CL27T2$,{'2 = S1
From fa(x)

T
K+aszn, +- ~~+a27T2xN21 = SN,

The number of unknowns in this system of equations is 1 + 77 + 175 + N;. The
system has a unique solution if the number of equations is equal to (or greater
than) the number of unknowns. However, the requirement is that at least to
participants from the set Py must collaborate in order to recover the secret. Let
a set A C P2 (| A] = t2) of participants includes the set of following t2 equations
into the system (each participant contributes with one equation).

To _ X
K +azaxj, + -+ arnx;? =55
From fa(x) :

Ty X
K +agazj, + -+ axmr;} = s,

where N1+1 S]z SNQ (1 SZStQ)

Now, we want that the above set of 2 x N1 +t5 equations has a unique solution
for K. This requires that 2 x Ny +t2 = 1+ T1 + T2 + N1 (note that the later set
of ty equations does not increases the number of unknowns). So, the dealer can
select a suitable value for Ty (knowing Ny, T1, and ts).

Although we have shown that if ¢ participants from the set Py collabo-
rate, then they can determine the secret, we must show that every subset of to
participants from the set P? (i.e. P; U P2) can also do so. Let j participants
(0 < j < tg) from the set Py collaborate in the secret reconstruction process.
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Thus, to — j participants from the set P; must collaborate in the secret recon-
struction. Although this decreases the number of unknown shares sq, ..., sy, by
to — 7, the number of unknown shares in the system is still N7 (since to — j shares
regarding to the absent participants are now unknown). That is, for every subset
of ty participants from the set P? the above set of equations has N; unknown
shares.

So, the extended scheme can be constructed if T5 is chosen such that ¢o +
2N1 =1+ 1T1 4+ T5 + Ny, or simply,

Ty = Ny + (s — t1). 2)

To construct the polynomial fo(x), the dealer first selects 7o random co-
efficients as 1, ...,az 1, such that fo(z) = K + ag1z + -+ + aa 1,22 satisfies
fa(x;) = fi(x;), 1 < i < Nj. Next, it selects no distinct and non zero elements
x; (N1 +1<i<Ny), such that z; # z; (i # j, 1 <i,j < Na) and computes
shares s; = fa(z;) (N1 +1 < i < Ny). Then, the dealer privately sends the
shares to the corresponding participants (only to the new nq participants of the
extended scheme).

The polynomial fo(x) is constructible if To > T3 + 2. Because, the condition
fa(x;) = f1(zi), 1 <i < Ny is equivalent to:

az1 —ai
a2 —a1,2
Tr—1 ) )
lay ...o29? . 0
Tr—1 .
lazg ... 257 : 0
az,7y — 41,1y =
T a2, 7y+1
Tzfl ’
Lag ...xp : 0
a1,

If 75 > T7 4 2, then T1 x T5 matrix above has rank 77 < T — 1, and hence
the dealer can select as1,...,a2 1, as desired. However, considering equation
@ and the fact that Ny > t; (this is a basic condition in Shamir scheme), we
have, Ty > to. Since to > t1 (otherwise, the dealer just generates ny shares in the
constructed scheme (¢1, N7) scheme and sends them to their correspondence),
we have To > t1. On the other hand, t; = T1 + 1. Therefore, T5 > T; + 1, which
implies T5 > T7 + 2. We thus obtain the following theorem.

Theorem 1. In multilevel structures, there exists a Shamir (t;, N;) threshold
scheme that realizes the secret sharing for level i and all higher levels.

That is, our model is applicable for any multilevel (hierarchical) access struc-
ture. We use (t;, N;)1, scheme to denote an extended Shamir (¢;, V;) threshold
scheme in which the polynomial associated with the scheme has a degree of at
most T; (in general, T; > t;).

At level 4, the dealer easily can calculate the value T;, which is the degree of
the polynomial associated with a (t;, N;)7, threshold scheme for P?. The dealer
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observes that the available set of equations with the system is as follows: Ny
equations (for level 1) with 77 (maximum number of coefficients in fi(z)); Na
equations (for level 2) with 75 unknowns and, in general, N;_; equations (for
level 4 — 1) with T;_; unknowns (plus one unknown, corresponding to the secret
itself). Since the requirement is that at least ¢; participants must collaborate in
order to recover the secret, T; must must satisfy the following equality:

1—1 7
ti+Y Nj=14+> T) (3)
j=1 j=1

which contains a single unknown value, T; (all Tj, 1 < j < i — 1 have been
calculated in previous levels).

Hence, a secret sharing for a given multilevel access structure can be imple-
mented according to the following algorithm:

Algorithm 1 — a (t;, N;)1, secret sharing scheme.

1. Select at random a polynomial of degree at most 77 = t; — 1 and compute
ny shares for n; participants from P;. The outcome is a (t1, V1), threshold
scheme (N7 = nq).

2. For i =2 to ¢ do:

— for the given initial (¢;—1, N;—1)7,_, threshold scheme, construct its ex-
tension (t;, N;)r,.
— compute n; shares for participants on the i-th level,
— take the next 1,
3. Distribute the shares to corresponding participants via secure channels.

4.3 Security

The following theorem demonstrates that secret sharing schemes obtained using
Algorithm 1 are perfect.

Theorem 2. Algorithm 1 produces an ideal and perfect secret sharing scheme
for an arbitrary multilevel access structure.

Proof. (Sketch) Algorithm 1 produces ¢ threshold schemes Ay, ..., Ay, where:

A; is defined by polynomial fi(x) for Py, _
A; is defined by polynomial f;(z) for P¢ = U;:l P;, and

filw)=K+a1z+...+a;rzlifori=1,... L

Without loss of generality, we can assume B = {Pi,...,P,} ¢ I are the
collaborating participants. For each level, we can determine B; = BN P? and
the number 3; = |B;|. Clearly, 8; < t;. So, each system of equations for the
i-th level does not produce a unique solution. Indeed, according to the method
of generating polynomials associated with Shamir threshold scheme for level i,
every subset of all equations available to the set B has more unknowns than
the number of equations, and therefore, has no unique solution. That is, the
solution is a space equivalent to GF'(g), and thus, the secret remains absolutely
undetermined.
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4.4 The Lower Bound on the Modulus

Brickell proved [ Theorem 1] that there exists an ideal secret sharing scheme
for a multilevel access structure over GF(q) if:

q>(e1)<£”1).

It is easy to show that in the construction by Algorithm 1, the above condition
on size g can be significantly improved.

Corollary 1. Let I' be a multilevel access structure with £ levels. Given the
secret sharing scheme for I' implemented by the sequence of threshold schemes
A1, ..., Ay, and created according to Algorithm 1. That is, A; is a (t;, N;)1,
threshold scheme. Thus, the lower bound of q in the scheme is given by, q > T}

Now, we give a simple assessment of the required lower bound for ¢ in our
scheme. ;From equation (@), since t; < Ny, we have 23:1 T; < Z;Zl N; (i =
1,...,£). That is, in general, T; < N;, and therefore, T; < N,. In other words,
the basic condition of the original Shamir scheme, that is,

qg>n

is sufficient to implement our scheme (since Ny = n).

5 Secret Sharing in Compartmented Groups

Let the set of participants P be partitioned into ¢ disjoint sets Py, ..., Py. The
compartmented access structure I" is defined as follows.

Definition 2. A subset A C P belongs to the access structure I if:

1. JANP;| > t; fori=1,...,¢, and
2. JAl =t wheretZZle t;.

The numbers of participants in different compartments and integers t,t1, ..., t;
determine an instance of the compartmented access structure.

We consider two distinct cases.

¥4

51 Caset=), t;

In this case the access structure is:
I'={ACP | |[AnPj|>t; for i=1,...,¢} (4)

A trivial solution for the above access structure is as follows. The dealer simply
chooses ¢ — 1 random values ¢y, ..., cp—1 from elements of GF(q), and defines a
polynomial,

kz)=K+caz+...+ coqatt.
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The secret K = k(0) and the partial secrets k; = k(i) for i = 1,...,£. The
dealer constructs a Shamir (¢;, n;) scheme for each compartment . The schemes
are independently designed and the scheme in the i-th compartment allows to
recover the partial key k;. The collection of shares for all compartments are later
distributed securely to the participants. Obviously, if at least ¢; participants of
the i-th compartment pool their shares, they can reconstruct the partial secret
k;. A group of fewer than t; collaborating participants learns absolutely nothing
about k;. Thus, the reconstruction of the secret K needs all partial keys to be
reconstructed by at least ¢; participants in each compartment i (i =1,...,7).

Similar solution was proposed by Brickell [A]. However, prior to the results
described here, no efficient solution has been proposed for a general compart-
mented access structure in which ¢ > Zle t;.

52 Caset>>'_ t;
The corresponding access structure is:
F={ACP | |Al>t, |[AnP|>t; for i=1,...,¢} (5)

Let T =t — Zle t;. The secret sharing scheme for a compartmented access
structure I" is designed according to the following algorithm.

Algorithm 2 — a (t;,n|t;i =1, ...,¢) secret sharing scheme.
1. Choose £ —1 random values ¢1, ..., c—1 € GF(q) and define the polynomial,
kz)=K+caz+...+ coqzt L.

The secret K = x(0) and the partial secrets k; = k(i) for i =1,...,¢.

2. Select randomly and uniformly ¢; — 1 values a;1,...,ai,—1 from GF(q)
corresponding to each level 4, i =1,... ¢,

3. Choose randomly and uniformly T" values (i, ..., Or from GF(q),

4. Determine a sequence of £ polynomials,

fz($) = kz + ;1% + -+ aiwti,1$ti71 —+ ﬂlﬂfti + -4 ﬂT$ti+T71

for every level 1.
5. Compute shares for all compartments, i.e. s;,; = fi(z;;) for j = 1,...,n;
and i =1,...,¢ (n; = |P;]) and send them securely to the participants.

Theorem 3. The secret sharing scheme obtained from Algorithm 2 for a com-
partmented access structure I' of the form given by equation (@) is ideal and
perfect and allows to recreate the secret only if the set of cooperating participants
Ael.
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Proof. (Sketch) First we prove that if A € I', then the participants from A can
recover the secret K. Note that to determine the secret K, each compartment
needs to recover its associated partial secret k;.

Since A € I', there must be at least ¢; collaborating participants from each
compartment. Let the actual numbers of collaborating participants be ag, . . ., ay,
such that a; > ¢; and Z ._1 & > t. The combiner who collects all shares from
participants in A can establish the followmg system of linear equations:

t+T-1
ki +a112i,0+ -+ ar 1ﬁ171$Zl 1 T+ ﬂl%l 1 ~+ Bra; = Siy 1
t1—1 t t+T—1 _
kit aiawin, 0+ o awig g + O HBra Ty = Siag
te+T—1 _
ke+aa@i e+ +ag, ), T4 ﬂlx“ oo+ Bray =S¢
to—1 t t +T 1
ngrag,lxi%,l +"'+a17t£,1$ié£71 +ﬂ1$iz -+ Br z,; £ = Sia, .l
In the above system of equations, ¢; unknown coeflicients k;, a;_; (] =1,...,t-1)
are associated with compartment 7, 2 = 1,...,¢. The T unknown f3; are common

in all equations. Since we have at least ¢ equations with ¢ unknowns, the system
has a unique solution. Knowing partial secrets k;, the secret K can be recovered.

Assume that A ¢ I'. Then there are two possibilities. The first possibility is
that there is a compartment ¢ for which «; < ¢;. This immediately implies that
the corresponding partlal key k; cannot be found. The second possibility is that
all a; > t;, but ZZ 1 0 < t. This precludes the existence of the unique solution

for ﬂla" aﬂT

5.3 The Lower Bound on the Modulus

Brickell showed that [, Theorem 3] there exists an ideal secret sharing scheme
for a compartmented access structure over GF(q) if:

q>(j)

where n and ¢ are the the same as in our scheme. In our proposed scheme,
independent Shamir schemes are constructed for every compartment. Since t; +
T < n, it is easy to derive the following corollary.

Corollary 2. Let I' be a compartmented access structure with £ levels and n =
|P| participants. Then there is an ideal secret sharing scheme for I' over GF(q)
if:

q>n.
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Abstract. Secret sharing schemes are one of the most important primi-
tives in distributed systems. Cumulative secret sharing schemes provide a
method to share a secret among a number of participants with arbitrary
access structures.

This paper presents two different methods for constructing cumulative
secret sharing schemes. The first method produces a simple and efficient
cumulative scheme. The second method provides a cheater identifiable
cumulative scheme. Both proposed schemes are perfect.

1 Introduction

In a secret sharing scheme it is required to share a piece of information among
n participants in such a way that only designated subsets of participants can
recover the secret, but any subset of participants which is not a designated
set cannot recover the secret. Secret sharing schemes have numerous practical
applications, such as sharing the key information to open a safe or sharing the
key information to sign a document. Secret sharing schemes were independently
introduced by Shamir [ and Blakley [H].

A particularly interesting class of secret sharing schemes is threshold schemes
for which the designated sets consist of all sets of ¢ or more participants. Such
schemes are called t out of n threshold schemes, or simply (t,n) schemes, where
n is the total number of participants.

The question of realizing a secret sharing scheme for an arbitrary access
structure is studied by numerous authors. Ito, Saito and Nishizeki £, Benaloh
and Leichter [A], and Simmons [EAEAEA suggested methods for constructing
such schemes.

Cumulative schemes were first introduced by Ito et al [Ed] and then used
by several authors to construct a general scheme for arbitrary access structures
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(see, for example, Simmons et al [E9], Jackson and Martin [i] and Charnes and
Pieprzyk [H]). In this paper we introduce two different methods for constructing
cumulative schemes. The first cumulative scheme is computationally simpler and
more efficient than other existing cumulative schemes. The second one, however,
provides the capability to detect cheaters. Both proposed schemes are perfect.

The organisation of this paper is as follows. The next section is devoted
to the notations and definitions. In Section B we briefly review the existing
cumulative schemes. In Section [l the matrix representation of access structures
and a simple method to construct cumulative schemes will be presented. We will
show how this scheme can produce an efficient secret sharing scheme for general
access structures. In Section B the second scheme is presented and the cheater
identifiability of the proposed scheme is discussed.

2 Notations and Definitions

The set of all participants is P = {P; | i =1,...,n}. The secret information, or
the key, is K. The partial information s;, which is given (in private) to participant
P;, is called the share of participant P; from the secret.

A set of participants that can recover the secret is called an access set, or an
authorised set, and a set of participants which is not an access set is called an
unauthorised set. So, the power set of P, 27, can be partitioned into two classes:

1. the class of authorised sets, I', so called the access structure,
2. the class of unauthorised sets I'® = 27 \ I".

The set of possible secrets, I, is called the secret set, and the set of possible
shares, S, is known as the share set. We assume that P, K and S are all finite
sets and there is a probability distribution on IC and §. We use H(K) and H(S)
to denote the entropy of K and S, respectively.

In a secret sharing scheme there is a special participant D ¢ P, called dealer,
who is trusted by everyone. In order to set up a secret sharing scheme, the dealer
chooses a secret K € K and distributes (privately) the shares to participants.

In secret reconstruction phase, participants of an access set pool their shares
together and recover the secret. Alternatively, participants could give their shares
to a combiner, to perform the computation for them. Thus a secret sharing
scheme for the access structure I' is the collection of two algorithms:

1. Dealer algorithm — this algorithm has to be run in a secure environment
by a trustworthy party. The algorithm uses the function

f i KxP— 2%,

which for a given secret K € K and a participant P; € P, assigns a set of
shares from the set S, that is, f(K,P;))=s; CSfori=1,...,n,

2. Combiner algorithm — this algorithm has to be executed collectively by
cooperating participants. It is enough to assume that the combiner is embed-
ded in a tamper-proof module and all participants have access to it. Also the
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combiner outputs the result via secure channels to cooperating participants.
The combiner applies the function

g : S"—-K,

to calculate the secret. For any authorised set of participants g(s;,, ..., si,, ) =
K if{P;,,...,P;, } C I If the group of the cooperating participants is not
an access set, the combiner fails to compute the secret.

A secret sharing scheme is called perfect if for all sets B, B C P and B ¢ I, if
participants in B pool their shares together they cannot reduce their uncertainty
about K. That is, H(K) = H(K|Sg) where S denotes the collection of shares
of the participants in B. It is known [B] that for a perfect secret sharing scheme
H(S) > H(K).

An access set A; is minimal if Ay C Ay and Ay € I implies that A = A;.
We only consider monotone access structures in which A; € I' and A; C As
implies Ay € I'. For such access structures, the collection of minimal access sets
uniquely determines the access structure. In the rest of this paper we use I'~ to
denote the representation of I' in terms of minimal access sets.

For an access structure I", the family of unauthorised sets I'¢ = 27 \ I" has
the property that given an unauthorised set B € I'° then any subset B’ C B
is also an unauthorised set [E]. An immediate consequence of this property is
that for any access structure I' the set of unauthorised sets can be uniquely
determined by its mazimal sets. We use I'T to denote the representation of I'
in terms of maximal sets.

A useful way of representing an access structure is by using Boolean expres-
sions. We introduce the concept through an example and refer the reader to [
for a more detailed treatment. Let P = {Py, Po, P3}. Then I'™ = Py Po+ P2 Ps is
the access structure consisting of two access sets {P1, P>} and {P,, P3}. In gen-
eral, for every minimal access set one product term consisting of the participants
in the access set is included.

3 Background

Let I" be a monotone access structure on a set P. A cumulative scheme for the
access structure I' is a map o : P — 25, where S is some set, such that for any
ACTP,
U a(P)=5 ifandonlyif Ael.
PcA

The scheme can be written as a |P| x |S| array M = [m;;], where row ¢ of the
matrix M is indexed by P; € P and column j of the matrix M is indexed by an
element s; € S, such that m;; = 1 if and only if P; is given s; otherwise m;; = 0.

For an access structure I', the cumulative scheme proposed in [] can be
constructed as follows: Let I'~ = A; + --- 4+ Ay be the monotone formula in
minimal form corresponding to the minimal access sets of I'. The dual access
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structure I'* = {By,..., B} is the monotone access structure obtained from
I'~ by interchanging (+) and product in the boolean expression for I'~. For
example, i A P1P2 +P2P3 +P3P4 then I'™ = (Pl +P2)(P2 +P3)(P3 +P4) =
P P3 + P,P; + PoPy. Then the map a: P — 25 assigns,

a(P;) = {s; | P appearsin B;},

where S = {s1,..., ¢} is the set of all shares in the cumulative scheme.
Note that, the cumulative schemes of [il] and [8] utilise Shamir [i&] threshold
secret sharing schemes and the cumulative schemes of i8] and [ are based

on Blakley type geometric secret sharing scheme. These cumulative scheme con-
struction only work when certain conditions are satisfied. For example, the con-
struction based on Shamir scheme works within a finite field GF'(p), where p
is a prime and greater than the number of participants in the system. In other
words, the size of the secret space and consequently the size of the shares are a
function of the number of participants in the system.

4 A Simple and Efficient Cumulative Scheme

First we give a matrix representation of access structure over the Boolean semir-
ing. Roughly speaking, a semiring is a ring “without subtraction.” The Boolean
semiring B = {0, 1} is a semiring consisting of two elements 0 and 1, and two
operators (+), (+) as in Tablel.

=l

<10
0(0
11 110
Table 1. Operating rules of operators (+) and (-)

A Boolean matrix is a matrix with entries in the Boolean semiring B. Mul-
tiplication on Boolean matrices are defined similar to multiplication of matrices
over rings.

4.1 Matrix representation of access structures

Let I' be an access structure over the set P = {Py, ..., P,}. Assume that I'~ =
{A1,..., Az} is the set of all minimal sets of I". The incidence array of I' is an
£ x n Boolean matrix, Zr = [a;;] defined by,

o 1 iijG.Ai
YIT0 i Py A
forl<j<nandl<i</.

Let 't = {By,..., By} be the set of all maximal unauthorised sets. Define
the cumulative array Cr for I' as a n x m matrix Cp = [b;;|, where each row of
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the matrix Cr is indexed by a participant P; € P and each column is indexed
by a maximal set B; € I'“", such that the entries b;; satisfy the following:

b 0 if PeB;
Y1 if P¢ B
forl<i<nand1l<j<m.
Denote the i*" row of Cr by a;. Hence, a; (1 < i < n) are vectors with m

coordinates (each coordinate is 0 or 1). We define 1 as the vector in which all
its coordinates are 1.

Theorem 1. Let I' = {A; ..., As} be a monotone access structure and Cp =

[bi;] be the cumulative array for I'. Then o1 + - - + uy, -1 if and only if
{Pi1,...., Py} eI

Proof. Suppose aj1++ -+, =1. I {Pi,..., Py,} € I',then {P;1,..., Py, } C
B; for some j, 1 < j < m. This implies that b;1; = --- = by,; = 0 and therefore
the j** coordinate of the vector a;1 + - - -+ a;¢, is 05 a contradiction.

Suppose {P;1,..., Pi,} € I If a = a1+ - -+ vy, #T, then at least for one 7,
1 < j < m, the j*" coordinate of & must be 0. This implies that the j¢* coordinate
of all ap, 1 < k < t;is 0. That is, Py, € B for all k, 1 < k < ¢; and therefore
{P;1,..., Pi,} C B;j. In other words {Pi, ..., Py,} € I'; a contradiction.

Proposition 1. Let I' be a monotone access structure and let Zr and Cr be the
incidence array and cumulative array of I', respectively. Then,

IrCr = Jexm,

is an £ x m Boolean matriz with all entries 1 (the multiplication of matrices over
the Boolean semiring B is defined in a straightforward manner).

Proof. By Theorem Hl

4.2 The Scheme

Let '™ = Ay +--- + Ay be a monotone access structure over the set P =
{Py,...,Pp}. Let T'°T = By + --- + By, be the set of maximal unauthorised
subsets. In the light of theorem Hl we introduce the following cumulative scheme.

Set-up Phase:

1. The dealer, D, constructs the n x m cumulative array Cr = [b;;], where n is
the number of participants in the system and m is the cardinality of I"t.

2. D uses the Karnin-Greene-Hellman (m, m) threshold scheme [ to generate
m shares s;, 1 < j < m.

3. D gives (in private) share s; to participant P; if and only if b;; = 1.
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Secret Reconstruction Phase:

1. the secret can be recovered by every access set using the modular addition
over Z, (for some publicly known integer g).

Now we show the relationship between our matrix representations of an ac-
cess structure and the dual access structure defined by Simmons, Jackson and
Martin [

Proposition 2. Let Zp« be the incidence array of I'*, and Cr be the cumulative
array of I'. Then,
CE=1,.P,

for some t X t permutation matriz P, where CIZ denotes the transpose of Cr.

Proof. Let I'™ = {Ay,..., A}, T°F = {By,...,Bn} and I'*~ = {&1,..., &}
From Lemma 3 in [i9], we know that 't = {P\&; |i = 1,...,t}. It follows that
m = t, and there exists a permutation m over {1,2,...,t} such that B; = P\&x)
for all 1 < ¢ < t. By the definition of incidence array and cumulative array, it is
straightforward to verify that the desired result follows (where the permutation
matrix P is corresponding to, m, the permutation over {1,2,... t}).

Example 1: Consider the access structure I'~ = Py Py + P, P3; + P3P,. Thus
ret = {{Py, Ps},{Py1, Ps},{Ps, Ps}}. Since |'“*| = 3, the dealer constructs the
cumulative array,
PPy PPy PPy
P 0 0 1

P,1 1 0
P, 0 1 1
P, 1 0 0

and generates three shares; s1, s9, s3, such that s; + s2 +s3 = K (mod q) for
some public integers q. Then it assigns the share s; to P, and Py, the share sy
to P, and P3 and the share s3 to P; and Ps.

In the secret reconstruction phase, every access set can reconstruct the secret
(knowing three shares, cooperatively), while unauthorised sets cannot do so.

4.3 Assessment of the Scheme
To assess the quality of a secret sharing scheme two kinds of measures are used:

security measures and efficiency ones.

Security

Theorem 2. The proposed cumulative scheme is perfect.

Proof. Similar to Theorem [l
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Efficiency

Efficiency of secret sharing schemes can be measured by their information rate [

_ log, |K]|
P= i=1,..,n logy |S;|

A secret sharing scheme is ideal [H] if |[KC] = |S;|; that is, the length of the
share assigned to each participant is the same as the length of the secret. Benaloh
and Leichter [F] have shown that it is not always possible to construct an ideal
scheme for an arbitrary access structure. In particular they have proved that
there exists no ideal secret sharing scheme that realises the access structure
I' = {P, P, P,Ps, P3P, }. Subsequent to their result, several authors worked on
improving the efficiency of secret sharing schemes and reducing the size of the
shares given to participants (see, for example, [{], [, [Z1]). In [[] it is proved
that in the access structure I' = Py P, + P> P35 + P3Py the entropy of the shares
given to the participants P, and Ps can be reduced to three times the entropy
of the secret. In other words, assuming the shares are selected from the same
domain as the secret, then one of the participants P, or P35 needs to have two
shares. All existing cumulative schemes assign two shares to each participant
P, and Ps regarding to the access structure I' = PPy + P> Ps + P3Py. In our
proposed cumulative scheme, the secret reconstruction algorithm adds the shares
and so the dealer can assign only one share S; = s;1+---+s;; (mod q) to a fixed
participant P;. For instance, in example 1, it is possible to assign So = s1 + s

(mod q) to participant P or assign S3 = s2 + s3  (mod ¢) to participant Ps.
That is, we have proved the following theorem.

Theorem 3. [§] Let I' be an arbitrary access structure over P = {Py,..., P,}
and K the set of possible secrets (KK > 2). For any given i (1 < i < n) there exist
a perfect secret sharing scheme such that H(S;) = H(K).

Moreover, our cumulative scheme applies the Karnin-Greene-Hellman (n, n)
threshold schemes, which is computationally simpler than both the Shamir and
the Blakley type (n,n) threshold schemes. Share distribution requires only gen-
eration of some random numbers. The secret reconstruction needs also addi-
tion of shares. Using Shamir’s scheme or geometric ones, the share distribution
and secret reconstruction phases requires more computations. In addition, those
schemes assigns some public information to each participant. Although confiden-
tiality of the public information is not required, providing the integrity of this
information is necessary.

Furthermore, our cumulative scheme works over finite Abelian group (or finite
ring), instead of conventional setting of finite field. In fact, the idea of combining
the Karnin-Greene-Hellman threshold scheme with cumulative arrays can be
applied to share a secret over algebraic structures such as the OR-semigroup
{0, 1}, which has been used in the construction of visual cryptography [E2].
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5 Cheater Identifiable Cumulative Scheme

An important issue in a secret sharing scheme is that the secret reconstruction
procedure must provide the valid secret to all participants from an authorised
set. That is, a dishonest participant must not be able to fool the others so
they obtain an invalid secret while the deceiver is able to get the valid secret.
This problem has been discussed by several authors (see, for example, [H, [E],
[ and [EF]). In this section we present a cumulative scheme that allows every
participant to verify authenticity of the shares of all the other participants. In
the following description we assume that only one of the participants requires to
be sure that the shares are authentic. To provide assurance for other participants
verification steps must be repeated. The construction of this scheme utilises the
interpolation of polynomials with two arguments.

5.1 The Scheme

As before, let I' be an access structure over the set P = {Py,...,P,}. As-
sume that I'~ = {A;,..., A¢} is the set of all minimal sets of I'. Let I'°t =
{Bi,...,Bn} be the set of all maximal unauthorised sets and Cr = (¢;;) the
cumulative array for I'. Let the secret K € GF(p) and,

a=max{|B|+1 : BeI“"}.
Clearly, a < n. The scheme works as follows.
Set-up Phase:

1. The dealer, D, randomly chooses an a x m matrix A = (a;;) € GF(p)**™
such that agp = K and generates a polynomial in two variables,

ymfl
2. D chooses m distinct numbers by, . . ., by, € GF(p)\{0} and makes them pub-
lic. D also randomly chooses n (not necessarily distinct, but secret) numbers
al,...,0n € GF(p)\{O}
3. D privately gives P; the following shares :
(a) a; and the checking polynomial f;(y) = F(ai,y).
(b) The reconstruction polynomial of P;, that is,

9ij(z) = F(z,b;), forall j with ¢;; = 1.

Share Verification Phase:

Assume that A, € I' want to reconstruct the secret K. Without loss of
generality we assume that A, = {P,..., P} and let P; € A, play the role of
the combiner.
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1. Each P; € Ay sends to P; all his reconstruction polynomials,
gjt(x) = F(z,b;), for all t with ¢;; = 1.

P; verifies if gj¢(a;) = fi(b:) hold for all such ¢. If true, P; accepts P;’s share
as correct, otherwise P; detects P; as a cheater.

2. Because of the structure of the cumulative array, we know that the set of all
polynomials that P; receives from other participants in A, (including P;’s
reconstruction polynomials) are

{F(z,b;) |i=1,2,...,m}.

Secret Reconstruction Phase:

P; can compute the polynomial F'(0, ) by using the polynomial interpolation
on F(0,b;),i = 1,2,...,m. Evaluate F'(0,z) at x = 0, P; can calculate the
secret k = F(0,0).

5.2 Security
Theorem 4. The proposed cumulative secret sharing scheme is perfect.

Proof. First we show P; in an authorised group A, can recover the secret. Con-
sider all the reconstruction polynomials {g;;j(x)} that the participants in A,
have, that is,

gij(z) = F(z,b;) forallie Ay and all j with ¢;; = 1.

By Theorem W, we know that {g;;(z)} = {F(z,b;) : j = 1,...,m}. Since P,
knows F'(x,b;) for all i € A; and all j with ¢;; = 1, P; can calculate the matrix
A and so can recover the secret k = F(0,0). Indeed, choose any a distinct
numbers, z1,...,zqo € GF(g). P; computes the matrix M,

1oy --af ! 11 1
T I o Y B
1 2g - 20! S

In the above equation the first and third matrices on the right-hand side are both
Vandermonde matrices. So P; can compute a unique A. Next we show that any
unauthorised group of participants has no information about the secret. Assume
that an unauthorised group B € 2P\I" wants to illegally recover the secret K.
Without loss of generality, let B = {P,..., P;}. The information that B possess
is as follows:

(1) Reconstruction polynomials of B. There exists a subset
{il,ig,...,ig} g {1,2,...,71}

such that F(z,b;,),j = 1,2,..., £, constitute all reconstruction polynomials
of members of B. Since B is an unauthorised set, by Theorem l, we have
{<m.
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(2) Checking polynomials of B, F(a;,y),i =1,2,...,t and a;. Clearly, t < a.

We claim that B, knowing the above information, has no information about
the secret. Indeed, suppose that F'(z,y) is the polynomial chosen by the dealer.
We define

G(z,y)=F(z,y) +r(x—ai) - (r—a)(y —bi,) -, (y — bs,),

where r € GF(p). It is easy to see that G(z,b;;) = F(z,a;;) and G(as,y) =
F(a;,y) for j = 1,...,¢ and ¢ = 1,...,¢. This implies that the polynomial
G(z,y) also satisfies the conditions (1) and (2). Since r is an arbitrary element
of GF(p), there are p different polynomials G(z, y) which satisfy the conditions
in (1) and (2), each resulting in a different key. Indeed,

K'=G(0,0) = F(0,0) + (—1)*Tray - - - asbs, - - by,
=K+ ((=1)**ay - -abi, - by, )r.

Since aq - - -agby, - -+ b;, # 0, the p different r will correspond to p different K’.
Thus the probability that B, pooling their secret information, correctly guess
the secret is 1/p. So the scheme is perfect.

In a similar manner, we can prove the following theorem.

Theorem 5. The probability that each participant can successfully cheat is boun-
ded by 1/p.

Example 2: As in Example 1, consider the access structure I'~ = PP +
P> P3 + P3P,. Then the cumulative array for I is

00 1
110
Cr=1|{9 11
100

In this case « = 3, m = 3. Assume that K =5 € GF (7). The dealer, D, chooses
a polynomial,

F(x,y) =5+ 2% + 2y + > + 4oy + 5xy? + 22%9°.

Then it chooses m(= 3) distinct numbers, 1,2, 3 as public indices associated to
the entities of I'“*, and n(= 4) secret numbers, a; = 2, az = 1, az3 = 6 and
ay = 4 in GF(q)\{0}, for P;, P>, P; and Py, respectively. The share of each
participant is as follows:

Pi: (a) a; =2 and the check polynomial f; = F(2,y) = 6 + 2y?;
(b) The reconstruction polynomial F(x,3) = 6z
Py: (a) az = 1 and the check polynomial fo = F(1,y) = 1 + 2y + 33?;
(b) The reconstruction polynomials F(z,1) = 6 + 6z + 2% and F(z,2) =
2 + 3z + Ha?.
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P3: (a) a3 = 6 and the check polynomial f3 = F(6,y) = 4 +y + 33?;

(b) The reconstruction polynomial F(x,2) = 2+3z+5z% and F(z, 3) = 622
Py: (a) a4 = 4 and the check polynomial f; = F(4,y) = 5y?;

(b) The reconstruction polynomial F(x,1) = 6 + 6z + z?.

By Theorem H the proposed scheme is perfect and cheater identifiable. For
example assume that P; and P, collaborate to find the secret. Consider the
polynomial G.(z,y) = F(x,y) +r(z — 2)(x — 6)(y — 2)(y — 3), r € GF(7).
Then G,(2,y) = F(2,y), G-(6,y) = F(6,y), Gr(z,3) = F(z,3) and Gr(z,2) =
F(z,2). But G,-(0,0) can be any element in GF(7) when r runs through in
GF (7). So, Pi and P, have no information about the secret.
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Abstract. In this paper, we show an efficient (k,n) threshold secret
sharing scheme over any finite Abelian group such that the size of share
is ¢/2 (where q is a prime satisfying n < ¢ < 2n), which is a half of
that of Desmedt and Frankel’s scheme. Consequently, we can obtain a
threshold RSA signature scheme in which the size of shares of each signer
is only a half.

1 Introduction

Secret sharing schemes [l are a useful tool not only in the key management
but also in multiparty protocols. Especially, threshold cryptosystems [ which
are very important, where the power to sign or decrypt messages is distributed
to several agents. For example, in (k, n) threshold signature schemes, the power
to sign messages is shared by n signers Py, - - -, P, in such a way that any subset
of k or more signers can collaborate to produce a valid signature on any given
message, but no subset of fewer than k signers can forge a signature even after
the system has produced many signatures for different messages.
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It is, however, not easy to design RSA type (k,n) threshold signature schemes
because a straightforward combination of RSA digital signature scheme and
Shamir’s (k, n) threshold secret sharing scheme does not work. Let N be a public
modulus of RSA. Then the secret key d belongs to Zy ) which is not a field,
while Shamir’s scheme [] works only in finite fields. Further, each signer does
not and should not know the value of ¢(N). Therefore, they cannot compute
Lagrange polynomial interpolation in the signature generation phase.

Desmedt and Frankel [ solved this problem by extending the group
<Z¢( N)s +> to a special structure, called a module, where each signer can com-
pute polynomial interpolation without knowing the value of ¢(N). Further, their
(k,n) threshold secret sharing scheme works in any finite Abelian group. Finally,
this concept was formulated as function sharing in [H.

On the other hand, it is known that if there exists a secret sharing scheme
multiplicative over <Z¢( N)s +> that is zero-knowledge and minimum knowledge,
then there exists a threshold RSA signature scheme. Desmedt and Frankel’s
secret sharing scheme is multiplicative.

However, in the scheme of Desmedt and Frankel [@], the size of shares ¢ is
at least n times larger, and can be as large as 2n times larger, than that of the
secret. Desmedt, Di Crescenzo and Burmester [A] showed a multiplicative scheme
which has only logn expansion of shares. However, its expansion rate becomes
very large for moderately large k. Blackburn et al. [ showed a multiplicative
scheme that is asymptotically optimal, for k£ constant, as n — oo. Further, if k is
on the order O(nl/ 4=¢), then the share expansion is asymptotically shorter than
the Desmedt-Frankel expansion.

In this paper, we show an efficient (k, n) threshold secret sharing scheme over
any finite Abelian group such that the size of share is half of that of Desmedt
and Frankel’s scheme. Consequently, we can obtain a threshold RSA signature
scheme in which the size of shares of each signer is only a half of the known
scheme.

2  Function sharing of RSA

Let (N, e) be a public key of RSA, where N = pg and p and ¢ are large prime
numbers. Let A
¢(N) =lem(p—1,q—1).

Then ged(e, #(N)) = 1. The secret key is d such that ed = 1 mod ¢(N). The
signature on a message m is S = m? mod N.

2.1 Threshold RSA signature scheme

In (k,n) threshold RSA signature schemes, the power to sign messages is shared
by n signers Py, ---, P, in such a way that any subset of k£ or more signers can
collaborate to produce a valid RSA signature on any given message, but no
subset of fewer than k signers can forge a signature even after the system has
produced many signatures for different messages.
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Such a scheme consists of two phases, a distribution phase and a signature
generation phase. In the distribution phase, a dealer distributes the secret key d
to n signers in such a way that each signer P; has a share d; of d. In the signature
generation phase, when a message m is given, any subset of k partial signatures
S; = m% mod N suffices to generate the signature for m.

2.2 What is a problem

It is not possible to use Shamir’s (k,n) threshold secret sharing scheme in a
straightforward way to design (k,n) threshold RSA signature schemes. This is
because the secret key d belongs to Zg(n). In the signature generation phase,
each P; cannot compute Lagrange polynomial interpolation in Zgn) because it
is not a field and P; does not know and should not know the value of ¢(IV).

2.3 Mathematical tool

Desmedt and Frankel [@] solved this problem by extending the group <Z¢( N)s +>
to a special structure (module) where each P; can compute polynomial interpo-
lation without knowing the value of ¢(N).

Let G be Zy(n). Let g be a prime such that ¢ > n and let u be a root of the
cyclotomic polynomial

r?—1
p(z) = o *Zw

Then we obtain a ring Z[u], the algebraic extenswn of integers with the elements
u, where

Zlu] = Zlx]/((p(x))-
Next, a module is analogous to a vector space, where the scalar operation is over
a ring rather than a field. Now we define a module over Z[u],

Grl=Gx---x@G.
%,_/
q—1
Elements of G?~! are written as [go, - - -, g4—2], where g; € G. The identity ele-
ment is [0, - - -, 0]. Addition in G497 is defined as
(90, -+ g—2] + 905+ Gy—al = [90 + G0+ Gg—2 + Gy—o]-

The scalar operation over Z[u| is defined as follows. First, for a € Z,

a'[goa"'agq*ﬂ:[a'g()a"'aa'gq*ﬂa (1)
where
—_—
Next, for u,

u- [goa T gq*ﬂ = [03 go, ", gq*fﬂ + [7911*2 T 7gq*2}' (2)
Generally, (ag + biu+ - - - ag—2u??)[go, - - -, gg—1] is defined inductively by using
eq.@ and eq.(l), where ag + biu+ -+ -ag_ou?™? € Z[u).
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2.4 Extended Shamir’s secret sharing scheme

The extended Shamir’s (k,n) threshold secret sharing scheme for the group
<G(: Zy(Ny)s +> is then as follows. The dealer chooses a random polynomial

R(x)=7ro4rx+ -1z

such that r; € G4~ ! and
R(O) =To= [daoa o '30}3
where d is the secret key of RSA. Next, let

1—1
xiéZuj € Zu). (3)
j=0
The dealer gives
d; 2 R(z;) (4)
= [bio, * big—2] €G! (5)
to signer P; as a share for i =1,2,--- n.
It is known that the x;’s have a property such that all (z; — z;)’s have
multiplicative inverses in Z[u]. Therefore, from k shares dy,,---,d;,, one can

compute R(0) = [d,0,---,0] by using Lagrange formula as follows. Let B a
subset of {1,---,n} such that |B| = k. Then

[d,o,“‘,(ﬂ = Z)\i,Bdia (6)
i€B
where
IT ==
A ieB iz
Nop £ e 7] (7)
IT @i—=)
JEB,j#i
is the Lagrange coefficient.
2.5 How to sign
For simplicity, suppose that Py, - --, P, want to compute a signature m¢ mod N

for a message m. Let B = {1,---, k}. For a share d; = [b; 0, - - -, b; g—2], define

N . .
m®% = [mbio ... mbie=2] mod N.
Now each P; broadcasts m% (1 <i < k). Using m%,---, m® one can compute
k
T ) = mENmd — pgld0-01 = gt 1. 1]
i=1

from eq.(@), where multiplication and exponentiation are defined as the natural
extensions of addition and multiplication in G971, respectively. The signature
m? mod N is obtained as the first element of [m?,1,---,1].
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3 Multiplicative secret sharing scheme

It is easy to see that the extended Shamir’s (k, n) threshold secret sharing scheme
over <Z¢(N), +> of Sec. B can be generalized to any finite Abelian group (G, *).
It satisfies the multiplicative property which is defined as follows.

Definition 1. [/ A (k,n) threshold secret sharing scheme is multiplicative over

(G, *) if;
1. The set of secrets is G.
2. For any sets B = {i1,---,ix} of k participants and for any possible secret
s € G and shares v;,, - -, v;,, there exists a family of functions
{fi;, B :{vi;} = G, wherel <j <k}
such that

s = fi,,B(viy) * - * fi, B(viy ).

Proposition 1. The extended Shamir’s (k,n) threshold secret sharing scheme
over (G, *) is multiplicative over (G, x).

Conversely, any (k,n) threshold secret sharing scheme multiplicative over
<Z¢( N)s +> which is zero-knowledge and minimum knowledge can be used for
threshold RSA signature schemes.

4 Share expansion

In secret sharing schemes, the size of shares of each participant must be small.
In the extended Shamir’s (k,n) threshold secret sharing scheme of B2, the share
of participant (signer) P; is

di = [bio, -+, big0] €GI1 (8)

from eq.(@). We call each b; ; € G a subshare. Since the secret is d € G, the
expansion rate of this scheme is ¢ — 1.

In general, a secret d is an element of G in a multiplicative secret sharing
scheme over (G, ). Further, in all known multiplicative secret sharing schemes
[B1], each share d; is written as a set of subshares like eq.(@ such that each
subshare is an element of G. Therefore, it is reasonable to define the expansion
rate as

EXPANSION; 2 the number of subshares of a share d;.
Then in the extended Shamir’s scheme,

EXPANSION; = q — 1. (9)
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By using sophisticated algebraic extensions, see [§], within the extended
Shamir scheme one can reduce expansion to:

EXPANSION; ~n.

Desmedt, Di Crescenzo and Burmester [M] showed a multiplicative (k,n)
threshold secret sharing scheme such that

EXPANSION; = logn

for k = 2. However, EXPANSION; becomes very large even for moderately
large k.

Blackburn et al. [ showed a multiplicative scheme that is asymptotically
optimal for k constant, as n goes to oo. Further, for certain k (on the order
O(n'/*=¢)), the share expansion is asymptotically shorter than the Desmedt-
Frankel scheme.

5 A key observation

Within certain threshold signature schemes, a participant P; may have a num-
ber of subshares. For a given B, the participant P; “combines” some of their
subshares together to form their partial signature. Often these combinations are
linear combinations with integer coefficients. Thus we could represent this in
matrix form, with integer elements. To compute the secret key, a row of the
matrix is multiplied to the vector of subshares. The number of columns of the
matrix is equal to the number of subshares. If the submatrix corresponding to
one participant is not of full rank (rank equal to the number of subshares), then
one can represent this relationship by a smaller matrix (the number of columns
would be reduced) which is of full rank. The result will be a reduction in the
number of subshares. The following is a consequence of a discussion concerning
this observation.

6 The size of shares can be a half

This section shows that we can improve the extended Shamir’s (k,n) threshold
secret sharing scheme over any finite Abelian group so that

EXPANSION; = %(q —1)

Note that this value is a half of the EXPANSION; of the extended Shamir’s
scheme (compare with eq.(#l)). Therefore, we can obtain a threshold RSA signa-
ture scheme in which the size of shares is only a half of the known scheme.

In what follows, we show how to improve the extended Shamir’s scheme over
a finite Abelian group (G, +) of Sec =24
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6.1 How to reduce the size of shares

Fixi € {1,---,n} arbitrarily. Let the share of P; of the extended Shamir’s scheme

be (see eq.(@)
di - [bi,()a bi,la Tty bi,qfﬂ S qul.

For B C {1,---,n} such that i € B and |B| = k, let the Lagrange coefficient of

eq.(@ be

Xi.p = afo + aflu +t CLZJ?(FQfLLC”2 € Zu). (10)

Let
)\in dz = [yiBiO’yiBil’“'?yiBiq—Q} c GQ*l.

Then from eq.(l), we have
d= Z Yio (11)

j€EB
Therefore, we need only yfo € G to compute the secret d.

Lemma 1. Let

A

d; = (bio, —big—2, big—2—big3, -+, bia—bi1). (12)
Then
yi]?O = (aan Ty afq72)dzr' (13)
(The proof will be given in SeclB=l)
Now we show that (afo, s afqﬁ) has a symmetric property. This is our

key observation. Then it will be shown that we can reduce the size of shares by
using this symmetric property.

Theorem 1. Let A
¢i = —i(k —1) mod q. (14)
Then for any B,

ol = afci*T‘mOdq ifT#CiJrlmodq.
" 0 ifr =c; +1modq

(The proof will be given in SecB=})
For a matrix A, let A(h,7) denote the (h, j) element of A. Define a (¢ — 1) X
(¢ — 1) matrix Q; as

1 ifh=j
Qi(h,j) =< -1 ifh<jand h+j—2=c; modgq, (15)
0  otherwise

The Q; s given by

1ifh=j
Q7 '(hj)=<1ifh<jandh+j—2=c modq . (16)
0 otherwise
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Then from eq. (&), we have
vio = (af0, a7y 2)QiQ7 d] (17)

In the above equation, half of the elements of (afo, - ',afqﬂ)Qi are zeros from
Theorem B For example,

(af()a Ty afq72)Qi = (EZBa Oa Ty O)a
where the length of EZ is (¢ — 1)/2. Then P; only needs to memorize the first
(¢ —1)/2 elements of @Q; 'd! to compute yfo. Then k participants can compute
the secret d from eq.(l&). Therefore, we have

EXPANSION; = %(q —1)

Note that Q) 1dZT is independent of B.

6.2 More details

Let
center; 2 (¢ci +1mod q)+1 (18)
a0 ife;+1=¢g—1modq

CENTER; = { {center;} otherwise (19)
ZERO; 2 {j | there exists h such that 1 < h < j and (20)
h+j—2=c¢ modqt UCENTER; (21)
Theorem 2. 1. The jth element of (afo, e afqﬁ)Qi is zero if j € ZERO,;.

2. There exist (¢ —1)/2 elements of zeros in (al, - - ~,afq72)Qi.
Proof. The proof follows from Theorem [l a

Definition 2. Let EP be a row vector of length (q—1)/2 such that EP contains
the jth element of (afo, e afqﬂ) iff j € ZERO;.

Note that the jth element of (afo, e afqﬁ)Qi is equal to the jth element
of (afo, . ",afqﬂ) if j & ZERO,;.
Definition 3. Let v; be a column vector of length (¢q—1)/2 such that v; contains
the jth element of Q; *d! iff j ¢ ZERO,;.

Note that v; is independent of B because @; 1dZT is independent of B. Then
from eq. (B and eq. (&), we have
Lemma 2. yfo = EPv;, d= Y icB yfo =D icn EBv;.

Now the proposed algorithm is as follows. In the distribution phase, the dealer

gives v; to P;, where v; is defined by Def B In the reconstruction phase, suppose
that a set B of k participants want to recover the secret d. Then they compute

d= Z EZ-B"UZ',
i€B
where E; is defined by Defll
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6.3 Proofs of lemma [l and Theorem H

Proof (of lemma ).
By eq.(@), we have

w-di =[0,bi,0,bi,1, -+, bi,g—3] — [bi,g—2, -, big—2]. (22)
Next, for 2 < j < q — 2, we prove that
wl o di = [big—js s big—2,0,b0,, big_j—o] = [bigej_1, bigoj—1]  (23)
by induction. For j = 2, we have
u? - d; = [0,0,bi0, b g—a) = [big—3, s big—3] — [0, bs g2, +, bi g—2]
+[bi,q72a T bi,qfﬂ
= [bi,q—2,0,bi 0, -, bi g—a] — [bi g3, -, biq—3].

from eq.(E3). Suppose that eq.(@@3 holds for j. Then we have

W d =[0,big—j, 1 big—2,0,00, + +, big—j—3] — [Big—j—2, "+, big—j—2]
—[0,b5,g—j—1, - big—j—1] + [bi,g—j—1, "+ bi,g—j—1]
= [bi,qufla Ty bi,q72a Oa bOa Tty bi,quffi} - [bi,quf% ) bi,qufﬂ'

Therefore, eq.(@&) holds for 2 < j < g — 2. Now we have
Yo = alobio — alibig o+ alo(biga —big3) - +aj, o(bia—bi)
= (af()a e 'aafqd)d?-

Next, we will prove Theorem [l
Lemma 3. In eq.({f)), let X\i g = f(u) from eq.@). Then
u f(1/u) = f(u).
Proof. Let gj(u) = x;. Then it is clear that
" lgi(1/u) = g (u).
Let h; j(u) = 1/(x; — ;). Then it is easy to see that
w” T, (1) = hyj(u).

Therefore,
u f(1/u) = f(u),
for
= > (G-1)= > (G+i-1)=— Y i=—i(k—1)modg
JEB,j#i JEB,j#i JEB,j#i

because u? = 1.
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Lemma 4. Let
f(u) =ap+aju+---ag_oui™?.

Ifucf(1/u) = f(u) for some c, then

an = Gc—r mod g Zfr%c+1m0dq
"0 ifr=c+1modgq’

Proof. Note that v/ = 4?77 because u? = 1. Then

uf(1/u) = apu® + ayu~t 4 - - - a.

+ac+1u*1 4 ac+2u*2 4. .aq72u*(qf2*0)

=ac+ -+ aut +agu’
Faer1u?™ + aepul™? 4 - “ag—ou’

=ac+ -+ aut 4 aou®
+aq72uc+2 + o aepouiT?
—ac1(l1+u+---ul?)

= (ac — acq1) + -+ (a1 — eq1)u"" + (ap — Qg Ju’

—aepuTt (ag—2 — e U2 o (Gern — Geqr)ud ™2

+2

Since u®f(1/u) = f(u), we first obtain that a.4+1 = 0. Then
Gc = Qg,"**,01 = Qc-1, AQ = G¢cy, Qg—2 = Qc42,° ", 0cp2 = Qg—2.

Therefore, this lemma holds.
Theorem M is now obtained from lemma Wl and lemma [l

7 Proposed secret sharing scheme

We now summarize the proposed (k, n) threshold secret sharing scheme over any
finite Abelian group (G, +). Let ¢ be a prime such that ¢ > n and let u be a root
of the cyclotomic polynomial 329 z%. Let G4~ be a module over Z[u]. For a
secret d € GG, a dealer chooses a random polynomial

R(z)=ro+mrz+-- gzt

such that r; € G~ and R(0) =79 = [d, 0, --,0]. Next, let
i—1 .
xT; = Zuj S Z[U}, dz = R($Z) = [bi,Oa .. 'abi,qfﬂ S qul.
=0

In the extended Shamir’s scheme, the share of P; is d;. In the proposed scheme,
let

d; = (bio, —big—2, big—2 —big-3, -+, bia—bi1).
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Then the dealer computes v; of Deflfrom Q; 1dZT, where Q) !is given by eq.(Ed).
The dealer gives v; to P; as his share. Thus, the size of shares of our scheme is
a half of that of the extended Shamir’s scheme.

The reconstruction phase is as follows. Suppose that a set B of k participants
want to recover the secret d. Let

B B B 2
Ai,B = Qo+ ajqut -t a;,_ouf € Z[u]

fa—2)

be the Lagrange coefficient of eq. (ll). Compute E; of Def Bfrom (afo, AT o)

Then from lemma &
ieB

Theorem 3. The above scheme is a (k,n) threshold secret sharing scheme for
any finite Abelian group (G,+) such that

EXPANSION; = %(q —1)

which is a half of that of the extended Shamir’s scheme.

It is easy to apply the proposed scheme to threshold RSA signature schemes.

8 Example

In this section, we illustrate our scheme over (G, +) for k =2 and n = 4.

FEzample 1. Let ¢ =5 and let u be a root of the cyclotomic polynomial
p(z) =1 +u+u? +u® +ut.

First, the distribution phase is as follows. For a secret d € G, a dealer chooses a
random polynomial

R($) = [da Oa Oa 30} + [TOa r1, T2, 743} X x,
where r; € G. By eq.#), the dealer computes
dl = R(l) = [d, O, O, ,O} -+ [7“0, 1,72, 7“3} = [7“0 -+ d, r1, T2, 7“3}.

Similarly, he computes da = R(1+ u),ds = R(1 + u +v?) and dy = R(1 + u +
u? + u3). Now, let’s consider the share of P;. In the extended Shamir’s scheme,
it is dy. In the proposed scheme, it is computed as follows. Using eq.(El) and

eq. (),
dy = (ro+d,—rs,r3 — 712,73 — 1), c1=-1x(2-1)modb5=4.
Applying eq.([Bl) and eq.(EH),
CENTER, = {1}, ZERO; = {1,4}.
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Using eq.(B) and eq.(E),

Then

1000 1000
fo10-1 o101
@=10010 |9 |o010
0001 0001
Qitdy = (ro +d,—r1,73 — 12,73 —11) 7, v1 = (=r1,73 —1r2)7"

from Defl The above v is the share of P;. Thus, the size of shares of our
scheme is a half of that of the extended Shamir’s scheme.

Next, the reconstruction phase is as follows. Let B = {1,2}. Then from

eq. (@),

_—x  —(4w) 2.3
AL = vy —x9 1—(1+u) (u+u” +u?).
By Defll,
EP =(-1,-1).
In fact,

(Oa 713 713 71)Q1 = (Oa 713 713 O)

Finally, from lemma B,

d= ElB"Ul +EQB"U2 = (71, 71)(77“1,7“3 77“2)T +E§U2.
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Abstract. A user identi cation system is very important for protect-
ing information from illegal access. There are identi cation systems using
standard devices (keyboard or mouse) and systems using special devices.
A user identi cation system using mouse is proposed in [g]. In their sys-
tem, users write a simple gure object and the successful veri cation
rate is 87%. However the simple object is too easy to prevent imper-
sonation. In order to realize a more reliable user identi cation system
using mouse, we propose a new system to identify users using a complex

gure object, signature. New techniques we utilize in our system are as
follows: the normalization of input data, the adoption of new signature-
writing-parameters, the evaluation of veri cation data using geometric
average means and the dynamical update of database. We have imple-
mented our user identi cation system and conducted experiments of the
implemented system. The successful veri cation rate in our system is
93%.

1 Introduction

Today, computers are connected with other computers, and a world-wide net-
work has been established. Many people can access to information through that
network, therefore it is very important to protect information from illegal access.
In most of situations, prevention of illegal access is achieved by distinguishing il-
legal users from legal users. Thus a reliable user identi cation system is required
from security point of view.

There are identi cation systems using standard devices (keyboard or mouse)
and systems using special devices. Generally, user identi cation schemes use one
or more of the following objects|1]:

1. User’s knowledge:
Personal ldenti cation Number (PIN), password.

C. Boyd and E. Dawson (Eds.): ACISP’98, LNCS 1438, pp. 403{414] 1998.
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2. User’s possessions:
seal, physical key, ID-card, IC-card, credit-card.
3. User’s biometric:
ngerprint, retina pattern, iris, voice print, handprint, face pattern.
4. User’s action:
signature, handwriting.

Methods 2 and 3 need exclusive devices, and these devices cost too much
for the user identi cation in personal computers and workstations. Method 4
generally uses a tablet and a digitizer with pen, but they are not popular device
yet.

Password, an object of method 1, is the simplest and the most popular user
identi cation scheme, and does not need exclusive devices. However, we gener-
ally think that the degree of security is low, because it is very easy to imitate
knowledge like password. If user identi cation using knowledge like password is
cracked once, system cannot distinguish illegal users from legal users. On the
other hand, it is more di cult to crack and imitate action like handwriting than
knowledge. User identi cation scheme based on key stroke latencies can be re-
garded as an improved password scheme. That system which combines knowledge
like password with action like key stroke latencies is more secure than password
only[2][3].

A mouse is a standard device in today’s computers, but a user identi cation
scheme using a mouse is not popular at all. A user identi cation system using
mouse is proposed in [6]. However the object of identi cation in the scheme is a
simple gure. It is usually very easy to forge the simple gure. Hence, we propose
a user identi cation system using a more complex gure, signature written with
mouse, in order to construct a more reliable system. Our system utilizes tech-
niques not used in the system described in [6]. For instance, the normalization
of input data, the adoption of new signature-writing-parameters, the evaluation
of veri cation data using geometric average means and the dynamical update of
database.

This paper is organized as follows. After the introduction, we show new pa-
rameters of signature-writing in Sect[2. Then system implementation is explained
in Sect3l Experiments conducted by the implemented system are described in
Sectdl Finally, we give a conclusion in SectBl

2 Signature-Writing-Parameters

2.1 Signature

Handwritten signatures have long been used as a proof of authorship of, or at
least agreement with, the contents of a document[I][5]. The reasons of using
signature as authorship proof [4]are as follows:

1. The signature is authentic. The signature convinces the document’s recipient
that the signer carefully signed the document.
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2. The signature is unforgeable. The signature is a proof that the signer and no
one else carefully signed the document.

3. The signature is not reusable. The signature is a part of document; an un-
scrupulous person cannot move the signature to a di erent document.

4. The signature is unalterable. After the document is signed, it cannot be
altered.

5. The signature unrepudiatable. The signature and the document are physical
objects. The signer cannot claim that he/she did not sign it, later.

Presently, handwritten signatures are veri ed by human with his/her eyes.
Obviously, the veri cation result depends on his/her subjectivity. A system using
computers for veri cation does not have such a shortcoming. But for the e ective
use of computers, we need to nd suitable signature-writing-parameters.

2.2 Finding Suitable Signature-Writing-Parameters

There are two types of data input processes for signature-writings. One is on-
line signature-writing which means that signature data is taken during writ-
ing. The other is o -line signature-writing which means that signature data
is taken after writing. We can observe many parameters in both of the on-
line and o -line signature-writings. For example, signature’s horizontal width,
vertical width, area, length and number of extremal points. Additionally, for
the on-line signature-writing, we can include number of points, coordinates of
points, signature-writing time, velocity and acceleration as signature-writing-
parameters. But, not all of these parameters are useful for the user identi cation
system. So, we conduct experiments for nding suitable parameters.

2.3 System Structure for Parameter Experiments

We conduct experiments of signature-writing-parameters using X-window sys-
tem on workstations, as shown in Fig.1.

Verification

riting Windo \

=

\
|| —-k Verify ——>| Show Result

Fig. 1. System Structure of Parameter Experiments
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In the parameter experiments, signatures are written by each user 100 times.
Then each of user’s and non-user’s input data are compared with the user’s data
in database (DB). Both user and non-user know the user-signature stored in the
DB. A parameter is good if by using the parameter the system can distinguish
illegal user’s signatures from legal user’s signatures. Please see Sect[3] for the
detail description on how these data are taken.

2.4 Experimental Results

The results of the parameter experiments are shown in Fig.2  Fig.10. In these

gures x and y axes show the number of signatures and the match-rate, re-
spectively. User veri cation threshold is set to be 0.7 (70%). The user’s match-
rate should be higher than the threshold and the non-user’s match-rate should
stand apart from the user’s match-rate. Therefore, good parameters are the num-
ber of signature points (Fig.6), coordinates of points (Fig.7), signature-writing
time(Fig.8), velocity(Fig.9) and acceleration (Fig.10). Fig.6  Fig.10 show that
the system can distinguish user’s signatures from non-user’s signatures. We use
these parameters in our identi cation system in Sect[3
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2.5 Signature-Writing-Acceleration

Newton’s law of motion says, \ Force = mass acceleration "', and it is expressed
as

F = ma.

If the formula is applied to the signature-writing using mouse, the mouse’s
mass is xed, so the user’s force to push the mouse is proportional to the accel-
eration of the mouse. The acceleration of the mouse is diverse for each user, so
the acceleration parameter is expected to be a good parameter to use in a user
identi cation system. From the results of previous subsection, the match-rates
of user and non-user for writing acceleration (Fig.10) are the most distant from
each other in all comparisons. Therefore, the acceleration parameter is the best
parameter.

3 System Implementation

3.1 System Structure

We have implemented our identi cation system using X-window system on work-
stations, as shown in Fig.11.

The system structure of our identi cation scheme is shown in Fig.12. The
scheme has two stages, described as follows.

{ Registration
1. Writing signature three times for registration
2. Pre-processing written data
3. Normalizing processed data
4. Making a database DB from the normalized data

{ Veri cation
1. Writing a signature once for identi cation
2. Normalizing written data
3. Comparing input data with data in the DB
4. Accepting or rejecting a user, i.e. verifying a user

3.2 Details of System Process
The process of our system has three parts:

{ Showing the Template Window on a Screen and Outputting Data
to a File for Registration or Veri cation
A template window is shown on a screen for registration or veri cation. As
a mouse moves, (X,Y) coordinates of a mouse on screen is stored to a le as
input data. The (X,Y) coordinates of a mouse on screen is recorded by event
process of Xlib. Moreover, we record the elapsed time T, after a mouse begins
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to move. Time is counted by a millisecond using gettimeofday of Unix system
function. The data stored in the le is mouse’s coordinate and elapsed time
of mouse moving, as (X,Y,T).

{ Pre-processing and Data Normalization
In pre-processing the input data will be normalized with the most left and
the most up coordinates of signature area. So the signature can be written
anywhere on template window.
The normalization of data is done by extracting the signature area and
enlarging/scaling-down signatures. If needed, signatures are rotated. After-
wards, the normalized data is compared with data in the DB.

{ Comparing and Verifying
In this phase, the DB data and the input data are compared and veri ed.
The procedure for comparison and veri cation is described as follows.

1. Each point of normalized input data is compared with corresponding
point in the DB, and the error is checked. If each of the error distance
of points is within a threshold, it is called match. We set the distance
threshold to 50 pixel. (The size of template-window is 1024 512 pixel.)

2. In the above step 1, the same process is applied to all input data. After-
wards, it is computed how much the input data matches with the data
in DB. This rate is called match-rate.

3. A user is identi ed as a right user if the match-rate is greater than
a speci ed user-veri cation-threshold. As mentioned before, we set the
user-veri cation-threshold to 0.7 (70%).

4 EXxperiments

Experiments of the implemented system is conducted in our laboratory with
21 testees. We request testees to write his/her signature using mouse on the
writing-template screen in X-window.

The experiments are conducted with respect to user veri cation and im-
personation. In the experiment of impersonation, impersonator either knows or
does not know the genuine signature. The former is called known-signature-
impersonation and the latter unknown-signature-impersonation. In the known-
signature-impersonation, we conducted imitation and superscription experiments.
In the imitation experiment the legal signature is shown on a new window and
the impersonators try to imitate it on the template window. In the latter case,
the superscription experiment, the legal signature is shown on the template win-
dow and superscription is performed.

The resultant rates of experiments are averaged over all tests.

4.1 Preparations
De nition of Veri cation-Failure and Miss-Veri cation

In user identi cation, we can consider four situations:
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1. A legal user is identi ed as a legal user.
2. A legal user is identi ed as a illegal user.
3. Aillegal user is identi ed as a legal user.
4. A illegal user is identi ed as a illegal user.

These situations are called in this paper (1)successful veri cation, (2)veri -
cation-failure, (3)miss-veri cation and (4) successful rejection, respectively.

Naturally, it is important to keep successful veri cation rate high and ver-
i cation failure rate low. The successful veri cation rate and miss-veri cation
rate are usually set to be over 80% and below 5%, respectively, in the handwrit-
ing identi cation schemes and the identi cation schemes based on key stroke
latencies [2].

Computation of User Veri cation

The computation of user veri cation in our system does not use arithmetic
average means but geometric average means. This is because geometric aver-
age means reflects more sensitively the change of one of parameter values than
arithmetic average means. It is considered to be di cult to have the match-rate
higher than the threshold in all of author’s parameters. As shown in Table [3]
arithmetic average means and geometric average means have no di erence on
legal user veri cation. In contrast, geometric average means has great e ect on
preventing illegal user’s impersonation. The impersonation by superscription is
more than 1.5 more di cult to accomplish in geometric average means than in
arithmetic average means.

4.2 Experiment 1: Static DB

As the rst experiment, we conduct user veri cation with static database. The
static database means that the DB data is not renewed until the user registers
again his/her signature to the DB.

4.3 Result of Experiment 1 and Evaluation

In experiment 1, the successful veri cation rate is 91% (Table [, and the miss-
veri cation-rate is 0% on unknown-signature-impersonation (Table 2). Our sys-
tem’s successful veri cation rate is higher than the usual value, 80%, and it is
higher than 87% recorded in the past system, too.

Table [21 also shows the experimental results of the known-signature-imper-
sonation. Impersonators either imitate or superscribe the legal signature. In
terms of miss-veri cation, imitation is twice more di cult than superscription.
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Table 1. Result of Users Veri cation

[Veri cation Result [[Percentage]

Successful Veri cation 91%
Veri cation Failure 9%

Table 2. Result of Impersonation

[Veri cation Result[Unknown Signature[Imitation|Superscription|

Miss-Veri cation 0% 4% 8%
Successful Rejection 100% 96% 92%

Table 3. Result with Di erent Calculation Methods

Veri cation Result Arithmetic Geometric

Average Means|Average Means
Successful Veri cation 91% 91%
Veri cation Failure 9% 9%
Miss-Veri cation(Superscription) 13% 8%
Successful Rejection 87% 92%

4.4 Experiment 2: Dynamic DB

One of questions in user identi cation by signature is if one can write the same
signature every time. If there is signi cant di erence in each signature, we should
update the database. Fig.13 shows how long one needs for each signature-writing.
The time spent for writing the same signature gradually decreases as the number
of written signatures grows, and the time becomes stable when more than roughly
80 signatures are created. This result leads us to adopt dynamic database for
user veri cation. In dynamic database experiments, the DB data is renewed by
the data recorded in the last identi cation phase, and users are veri ed by the
renewed data.

4.5 Result of Experiment 2 and Evaluation

The result of experiment 2 is shown in Table B The successful veri cation rate
in dynamic DB system is 93%, which is 2% better than in the static DB system.
Miss-veri cation-rate under superscription attack is 4% in the dynamic DB. This
means in terms of miss-veri cation by superscription, the impersonation is twice
more di cult in the dynamic DB system than in the static DB system.
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4.6 Discussion

In our identi cation system, the successful veri cation rate is not greater than
93%. We regard this rate is acceptable as user veri cation. But 7% is left for the
further improvement. We guess that this result has something to do with the
pro ciency of the use of mouse. In usual, mouse is not used for writing signatures,
so testees do not get used to writing signatures using mouse. Although testees
in our experiments are familiar with using computers, they are not familiar with
writing a signature using mouse. This is probably why the successful veri cation
rate does not achieve a higher rate than 93%.

As oppose to our anticipation, several simple signatures are observed in the
signature database. Japanese are not familiar with writing signature in daily
life. Thus some of testees have written simple signatures. The simple signature
is usually very easy to forge and the miss-veri cation-rate cannot be kept zero.
In fact, as observed in Table @, the miss-veri cation-rate against superscription
impersonation is actually over zero. But it is only 4%. This percentage is lower
than 5%, mentioned in subsection E.TI.

Table 4. Result of Dynamic DB

[Veri cation Result [Static DB[Dynamic DB]

Successful Veri cation 91% 93%
Veri cation Failure 9% 7%
Miss-Veri cation(Superscription) 8% 4%
Successful Rejection 92% 96%

5 Conclusion

We have proposed a user identi cation scheme using signhature written with
mouse. We have implemented our system and conducted experiments. In the
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proposed system, we applied several new ideas: the treatment of the acceleration
of mouse as an important parameter, the normalization of input data, the veri-

cation based on geometric average means, and the use of dynamic database for
increasing the successful veri cation rate and for decreasing the miss-veri cation-
rate. The implemented system achieves high enough successful veri cation rate
and low miss-veri cation-rate. Hence we can conclude that our system is better
than the past system and useful for user identi cation.
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Abstract. In 1997, Zhang proposed two new nonrepudiable proxy sig-
nature schemes to delegate signing capability. Both schemes claimed to
have a property of knowing that a proxy signature is generated by ei-
ther the original signer or a proxy signer. However, this paper will show
that Zhang’s second scheme fails to possess this property. Moreover, we
shall show that the proxy signer can cheat to get the original signer’s
signature, if Zhang’s scheme is based on some variants of ElGamal-type
signature schemes. We modify Zhang’s nonrepudiable proxy signature
scheme to avoid the above attacks. The modified scheme also investi-
gates a new feature for the original signer to limit the delegation time to
a certain period.

1 Introduction

The concept of a proxy signature scheme was introduced by Mambo, Usuda,
and Okamoto [1] in 1996. A proxy signature scheme consists of two entities: an
original signer and a proxy signer. If an original signer wants to delegate the
signing capability to a proxy signer, he/she uses the original signature key to
create a proxy signature key, which will then be sent to the proxy signer. The
proxy signer can use the proxy signature key to sign messages on behalf of the
original signer. Proxy signatures can be verified using a modified verification
equation such that the verifier can be convinced that the signature is generated
by the authorized proxy entity of the original signer.

In order to avoid disputation, it is important and sometimes necessary to
identify the actual signer of a proxy signature. However, the scheme in [1] fails
to possess this important nonrepudiable property. Zhang recently proposed two
new proxy signature schemes [2][3] to overcome the above drawback. Based on
the technique of a partial blind signature scheme [6], the proxy signature key in
both schemes is only known to the proxy signer. Thus, both schemes, hopefully,
do not have the above drawback.

In this paper, we will show that Zhang’s second scheme [3] is not a nonre-
pudiable proxy signature scheme because it does not have the ability to find
out who is the actual signer of a proxy signature. We also demonstrate that a
dishonest proxy signer can cheat to get the signature generated by the original
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signer on any message in both of Zhang’s schemes, if the conventional digital sig-
nature scheme used in the proxy signature scheme belongs to some variants of
ElGamal-type signature schemes [4][5][9]. We further modify the nonrepudiable
proxy signature scheme to avoid the kind of attacks that we make on Zhang’s
schemes. In addition, the modified scheme has a new feature: the original signer
can limit the delegation time to a certain period. When the delegation time ex-
pires, proxy signatures created by the proxy signer will no longer be accepted
by the recipients.

This paper is organized as follows. In Section 2, we briefly review both of
Zhang’s schemes and give some attacks on the schemes. A modified nonrepu-
diable proxy signature scheme is proposed in Section 3. Finally, a concluding
remark is given in Section 4.

2 The security of Zhang’s nonrepudiable proxy signature
schemes

Zhang’s nonrepudiable proxy signature schemes are based on a variation of the
blind Nyberg-Rueppel scheme proposed by Camenisch et al. in [6]. In the fol-
lowing, we will review both schemes.

2.1 Zhang’s first nonrepudiable proxy signature scheme

2.1.1 The scheme [2]

The system parameters are assumed to be as follows: a large prime P, a prime
factor g of P —1, and an element g € Z% of order ¢g. The original signer chooses
a random secret key x € Z; and publishes the corresponding public key y = ¢*
mod P. There are two phases in the scheme.

Proxy key generation phase

Step 1. The original signer chooses a random number k& and computes 7 = g*
mod P, and then sends 7 to a proxy signer.

Step 2. The proxy signer randomly chooses « and computes r = g*7 mod P,
and then replies 7 to the original signer.

Step 3. The original signer computes 5 = 7z + k mod ¢ and forwards 5 to the
proxy signer.

Step 4. The proxy signer computes s = 5 + « mod ¢ and accepts s as a valid
proxy signature key, if the following equation holds:

g° =y"r mod P.
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Proxy signature generation and verification phase

Step 1. The proxy signer can use the proxy signature key s to sign a message
m and generate a signature Sp using a conventional digital signature scheme
(e.g., [4][5][7][8] [9][10]). The proxy signature is (Sp,r).

Step 2. Any verifier can check the validity of the proxy signature (Sp,r) using
the public key y with ¢/ = y"r mod P in the signature verification process
that the conventional digital signature scheme used.

2.1.2 Cheating by the proxy signer

Since the original signer constructs his public key as y = ¢* mod P in Zhang’s
schemes, we shall show that the dishonest proxy signer can cheat to get the
original signer’s signature if the conventional digital signature scheme belongs
to some variants of ElGamal-type signature schemes [4][5][7][8][9][10].

Without a loss of generality, the conventional digital signature scheme is
assumed to be a Nyberg-Rueppel signature scheme [9] (see Appendix). Once the
original signer wants to delegate the signing capability to a proxy signer, the
Proxy key generation phase has to be executed. If the proxy signer is dishonest,
he/she may not follow the procedure of Step 2 in the Proxy key generation phase
to produce r. On the contrary, the dishonest proxy signer computes r as r = m7r
mod P and forwards r to the original signer, where m is a forged message chosen
by the proxy signer. Then, the original signer will compute a 5 = rz 4+ k mod
g and reply s to the proxy signer in the Step 3. Finally, the proxy signer gets
the original signer’s signature (7, 5) on the message m, where 7 = ¢g* mod P and
5 = m7x + k mod ¢. The validation of the signature (7, 5) can be checked by the
verification operation of the Nyberg-Rueppel signature scheme [9]. Though the
original signer is unaware that he/she has been tricked into signing m, he/she
cannot deny having signed the message m.

The following theorem shows that a dishonest proxy signer can cheat to
get the original signer’s signature on any message, if the conventional digital
signature scheme belongs to some kinds of variants of ElGamal-type signature
schemes.

Theorem 1. If the conventional digital signature scheme used in Zhang’s first
proxy signature scheme is a variant of an ElGamal-type signature scheme which
has three separate terms (x, s, k) in the signature equations, the dishonest proxy
signer can cheat to get the original signer’s signature on any message.

Proof. Assuming that the original signer in Zhang’s first proxy signature scheme
uses a conventional digital signature scheme with the properties as stated above
in the signature equation, we will prove that a dishonest proxy signer can cheat
to get the original signer’s signature.

The parameters P, q, g, x, and y in the conventional digital signature scheme
are as defined in Section 2.1.1. In addition, k¥ is a random number, and 7 is
computed as r = g¥ mod P.
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Without a loss of generality, we can represent the generalized signature equa-
tion as

as = bx +k mod g, (1)

where a and b are two parameters computed from the values (m,r) (i.e., a and
b can be represented as a = fi(m,r) and b = fo(m,r), where f; and f are
two functions. For example, in a Nyberg-Rueppel signature scheme, a = 1 and
b=mr).

In the Proxy key generation phase of Zhang’s scheme, once the original
signer receives a value 7 sent by the proxy signer, he will compute a value s =
rx + k mod ¢, and forward § to the proxy signer. Thus, a dishonest proxy signer
will let ¥ = b and send 7 to the original signer. The original signer replies the
value s = 7o + k mod ¢ to the proxy signer. Then, the proxy signer computes
s=a"15 mod q.

Since

(r,s) is a valid signature of the original signer on the message m. This proves
the theorem.

(Q.E.D.)

Therefore, the dishonest proxy signer can cheat to get the original signer’s
signature on any message, if there are three separate terms (z, s, k) in the sig-
nature equations.

2.2 Zhang’s second nonrepudiable proxy signature scheme

Zhang in [3] proposed another variant of the nonrepudiable proxy signature
scheme which is claimed to have properties similar to the previous one [2]. How-
ever, in this section we shall show that Zhang’s second scheme is not a nonre-
pudiable proxy signature scheme.

2.2.1 The scheme [3]
The system parameters P, g, and g are assumed to be the same as in the first

scheme. The original signer chooses a random secret key x € Z; and publishes
the corresponding public key y = g* mod P.
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Proxy key generation phase

Step 1. The original signer chooses a random number k computes 7 = ¢g¥ mod
P, then sends 7 to a proxy signer.

Step 2. The proxy signer randomly chooses 3 and computes 7 = 7° mod P and
r’ = r3~! mod ¢, then replies r’ to the original signer.

Step 3. The original signer computes 5§ = 7’2 + k mod ¢ and forwards 5 to the
proxy signer.

Step 4. The proxy signer computes s = 56 mod ¢g and accepts s as a valid
proxy signature key, if the following equation holds:

g° =y"r mod P.

Proxy signature generation and verification phase

Step 1. The proxy signer can use the proxy signature key s to sign a message m
and generate a signature Sp using a conventional digital signature scheme.
The proxy signature is (Sp,r).

Step 2. Any verifier can check the validity of the proxy signature (Sp,r) using
the public key y with ¢/ = y"r mod P in the signature verification process
that the conventional digital signature scheme used.

2.2.2 Nonrepudiation controversy

The same security drawback in the first scheme also exists in the second scheme.
For simplicity, we omit the analysis here. Instead, we will show that the second
scheme does not have the property of nonrepudiation in fact.

In the Proxy signature generation and verification phase, the proxy signer
will generate and publish his proxy signature (Sp,r) after signing a message
m. Thus, the original signer will know the value of r. Since the original signer
also knows the value of v’ given by the proxy signer in Step 2 of the Proxy
key generation phase, he/she can compute § = rr’ ! mod q. Consequently, the
original signer discovers the proxy signer’s secret key s by computing s = 503
mod gq.

According to the above analysis, the proxy signature key s will be known to
both the proxy signer and the original signer after publishing the proxy signature
(Sp, 7). Thus, the second scheme is not able to decide that a proxy signature is
generated by the original signer or the proxy signer. That is, the second scheme
is not a nonrepudiable proxy signature scheme.

3 Modified nonrepudiable proxy signature scheme

In this section, we shall propose a modified nonrepudiable proxy signature scheme

based on Zhang’s first scheme to avoid the cheating attack of the proxy signer.
We find that if the original signer replaces r with a hash value H (r, Proxyl D)

when he computes § = rz + k mod ¢ in the Prozy key generation phase, the
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dishonest proxy signer cannot forge an invalid r at will in order to cheat and
get the original signer’s signature. The Proxyl D which records the proxy status
is defined to be {EMp, Timep}, where EMp denotes the event mark of the
Proxy signature key generation, and Timep denotes the expiration time of the
delegation of signing capability.

3.1 The modified scheme

The system parameters P, g, and g are assumed to be the same as in Zhang’s
first scheme. H() is a secure one-way hash function [11]. The original signer
chooses a random secret key x € Z; and publishes the corresponding public key
y = ¢g® mod P.

Proxy key generation phase

Step 1. The original signer chooses a random number k computes ¥ = ¢g¥ mod
P, then sends 7 to a proxy signer.

Step 2. The proxy signer randomly chooses « and computes r = g*7 mod P,
then replies r to the original signer.

Step 3. The original signer computes 5 = H(r, ProryID)z + k mod ¢ and
forwards § to the proxy signer, where ProxzylD = {EMp,Timep}.

Step 4. The proxy signer computes s = 5§ + « mod ¢ and accepts s as a valid
proxy signature key, if the following equation holds:

gs _ yH('r‘,P'r'oryID)r mod P.

Proxy signature generation and verification phase

Step 1. The proxy signer can use the proxy signature key s to sign a message m
and generate a signature Sp using a conventional digital signature scheme.
The proxy signature is (Sp,r, ProxzylD).

Step 2. The ProxylD tells the verifier that (Sp,r, ProxzylID) is a proxy sig-
nature. Then, the verifier will check whether Timep has expired. If Timep
has not expired, he/she will check the validity of the proxy signature (Sp, )
using the public key y with ' = 3"r mod P in the signature verification
process that the conventional digital signature scheme used.

3.2 The security analysis of the modified scheme

The security analysis of the modified scheme is similar to Zhang’s first scheme.
In the following, we particularly focus on the two additional properties of our
modified scheme: avoiding the cheating of a dishonest proxy signer and limiting
the delegation time to a certain period.
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(1) Avoiding the cheating of a dishonest proxy signer

Since r is replaced with a hash value H(r, Proxyl D) in the signature equation
and H () is a secure one-way hash function, a dishonest proxy signer cannot cheat
to get the original signer’s signature in the Proxy Key Generation Phase. If a
dishonest proxy signer follows the attacking steps described in Section 2.1.2, he
will get (7, 5), where 7 = ¢g*¥ mod P and § = H(r, ProxylD)x + k mod ¢. In
fact, the Proxzyl D can avoid the abusing of the proxy signature key acting as the
original signer’s signature. In addition, a dishonest proxy signer has the difficulty
of arranging the hash value at will to cheat the original signer. Therefore, our
modified scheme avoids the security risk of Zhang’s schemes.

(2) Limiting the delegation time to a certain period

Since a dishonest proxy signer cannot change H(r, ProxylID) embedded in
the proxy signature key s, the original signer may set an expiration time Timep
in the ProxylID to limit the delegation time to a certain period. When the
delegation time expires, proxy signatures created by the proxy signer will no
longer be accepted by the recipients.

However, the proxy signer can send a valid proxy signature to the verifier
after the expiration time and claim this proxy signature was generated before
Timep. The critical point of the above problem is that the proxy signature key of
the proxy signer in our modified scheme cannot be revoked when the delegation
time expires. How to completely remove the delegation of signing capability of
the proxy signer after the expiration time is still an open problem.

4 Conclusions

We have showed that Zhang’s proxy signature schemes allow a dishonest proxy
signer to cheat to get the original signer’s signature on a forged message, if
the conventional signature scheme belongs to some variants of ElGamal-type
signature schemes. Moreover, we also show that Zhang’s second scheme is not
a nonrepudiable proxy signature scheme, since the original signer can derive
the proxy signature key. Finally, a modified proxy signature scheme is proposed
based on the first Zhang’s nonrepudiable proxy signature scheme to avoid attacks
such as ours. The modified scheme not only possess the nonrepudiation property
but also has a new property that the original signer can limit the delegation time
to a certain period.
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Appendix. Nyberg-Rueppel signature scheme

The system parameters are assumed to be as follows: a large prime P, a prime
factor g of P —1, and an element g € Z% of order ¢g. The original signer chooses
a random secret key x € Z; and publishes the corresponding public key y = ¢*
mod P.

If the signer wants to sign a message m, he/she selects a random k € Z; and

computes r and s as follows.

r =mg" mod P.
s =ar + k mod q.
The pair (r, s) is the signature of the message m. To verify the validity of a

signature, one can check that the following equality holds,

m =g *y"r mod P.
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